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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope


The present document specifies the radio network layer signalling protocol for the NG interface. The NG Application Protocol (NGAP) supports the functions of the NG interface by signalling procedures defined in this document. NGAP is developed in accordance to the general principles stated in TS 38.401 [2] and TS 38.410 [3].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 38.401: “NG Radio Access Network (NG-RAN); Architecture Description”.

[3]
3GPP TS 38.410: “NG Radio Access Network (NG-RAN); NG General Aspects and Principles”.
[4]
ITU-T Recommendation X.691 (07/2002): "Information technology – ASN.1 encoding rules: Specification of Packed Encoding Rules (PER)".
[5]
ITU-T Recommendation X.680 (07/2002): "Information technology – Abstract Syntax Notation One (ASN.1): Specification of basic notation".
[6]
ITU-T Recommendation X.681 (07/2002): "Information technology – Abstract Syntax Notation One (ASN.1): Information object specification".
[7]
3GPP TR 25.921 (version.7.0.0): "Guidelines and principles for protocol description and error handling".
[8]
3GPP TS 38.300: “NG Radio Access Network; Overall Description; Stage 2”.

[9]
3GPP TS 23.501: “System Architecture for the 5G System; Stage 2”.

3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Elementary Procedure: NGAP consists of Elementary Procedures (EPs). An Elementary Procedure is a unit of interaction between gNBs and the 5GC. These Elementary Procedures are defined separately and are intended to be used to build up complete sequences in a flexible manner. If the independence between some EPs is restricted, it is described under the relevant EP description. Unless otherwise stated by the restrictions, the EPs may be invoked independently of each other as standalone procedures, which can be active in parallel. The usage of several NGAP EPs together or together with EPs from other interfaces is specified in stage 2 specifications.
Editor's note:
Stage 2 references are FFS.
An EP consists of an initiating message and possibly a response message. Two kinds of EPs are used:

-
Class 1: Elementary Procedures with response (success and/or failure).

-
Class 2: Elementary Procedures without response.

For Class 1 EPs, the types of responses can be as follows:

Successful:

-
A signalling message explicitly indicates that the elementary procedure successfully completed with the receipt of the response.

Unsuccessful:

-
A signalling message explicitly indicates that the EP failed.

-
On time supervision expiry (i.e., absence of expected response).

Successful and Unsuccessful:

-
One signalling message reports both successful and unsuccessful outcome for the different included requests. The response message used is the one defined for successful outcome.

Class 2 EPs are considered always successful.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network

AMF
Access and Mobility Management Function

EP
Elementary Procedure
IE
Information Element

NG-RAN
NG Radio Access Network

UE
User Equipment
4
General

4.1
Procedure Specification Principles
The principle for specifying the procedure logic is to specify the functional behaviour of the terminating node exactly and completely. Any rule that specifies the behaviour of the originating node shall be possible to be verified with information that is visible within the system.

The following specification principles have been applied for the procedure text in clause 8:
-
The procedure text discriminates between:

1)
Functionality which “shall” be executed


The procedure text indicates that the receiving node “shall” perform a certain function Y under a certain condition. If the receiving node supports procedure X but cannot perform functionality Y requested in the REQUEST message of a Class 1 EP, the receiving node shall respond with the message used to report unsuccessful outcome for this procedure, containing an appropriate cause value.

2)
Functionality which “shall, if supported” be executed


The procedure text indicates that the receiving node “shall, if supported,” perform a certain function Y under a certain condition. If the receiving node supports procedure X, but does not support functionality Y, the receiving node shall proceed with the execution of the EP, possibly informing the requesting node about the not supported functionality.

-
Any required inclusion of an optional IE in a response message is explicitly indicated in the procedure text. If the procedure text does not explicitly indicate that an optional IE shall be included in a response message, the optional IE shall not be included. For requirements on including Criticality Diagnostics IE, see clause 10.
4.2
Forwards and Backwards Compatibility
The forwards and backwards compatibility of the protocol is assured by mechanism where all current and future messages, and IEs or groups of related IEs, include ID and criticality fields that are coded in a standard format that will not be changed in the future. These parts can always be decoded regardless of the standard version.

4.3
Specification Notations
For the purposes of the present document, the following notations apply:

Procedure
When referring to an elementary procedure in the specification the Procedure Name is written with the first letters in each word in upper case characters followed by the word “procedure”, e.g., Procedure Name procedure.
Message
When referring to a message in the specification the MESSAGE NAME is written with all letters in upper case characters followed by the word “message”, e.g., MESSAGE NAME message.

IE
When referring to an information element (IE) in the specification the Information Element Name is written with the first letters in each word in upper case characters and all letters in Italic font followed by the abbreviation “IE”, e.g., Information Element IE.

Value of an IE
When referring to the value of an information element (IE) in the specification the “Value” is written as it is specified in subclause 9.2 enclosed by quotation marks, e.g., “Value”.

5
NGAP Services

NGAP provides the signalling service between gNB and the 5G core network (5GC) that is required to fulfil the NGAP functions described in TS 38.401 [2]. NGAP services are divided into two groups:

Non UE-associated services:
They are related to the whole NG interface instance between the gNB and AMF utilising a non UE-associated signalling connection.

UE-associated services:
They are related to one UE. NGAP functions that provide these services are associated with a UE-associated signalling connection that is maintained for the UE in question.

6
Services Expected from Signalling Transport

The signalling connection shall provide in sequence delivery of NGAP messages. NGAP shall be notified if the signalling connection breaks.

7
Functions of NGAP
The functions of NGAP are described in TS 38.401 [2].

8
NGAP Procedures
8.1
List of NGAP Elementary Procedures
In the following tables, all EPs are divided into Class 1 and Class 2 EPs (see subclause 3.1 for explanation of the different classes):

Table 8.1-1: Class 1 procedures

	Elementary Procedure
	Initiating Message
	Successful Outcome
	Unsuccessful Outcome

	
	
	Response message
	Response message

	AMF Configuration Update
	AMF CONFIGURATION UPDATE
	AMF CONFIGURATION UPDATE ACKNOWLEDGE
	AMF CONFIGURATION UPDATE FAILURE

	gNB Configuration Update
	GNB CONFIGURATION UPDATE
	GNB CONFIGURATION UPDATE ACKNOWLEDGE
	GNB CONFIGURATION UPDATE FAILURE

	Handover Cancellation
	HANDOVER CANCEL
	HANDOVER CANCEL ACKNOWLEDGE
	

	Handover Preparation
	HANDOVER REQUIRED
	HANDOVER COMMAND
	HANDOVER PREPARATION FAILURE

	Handover Resource Allocation
	HANDOVER REQUEST
	HANDOVER REQUEST ACKNOWLEDGE
	HANDOVER FAILURE

	Initial Context Setup
	INITIAL CONTEXT SETUP REQUEST
	INITIAL CONTEXT SETUP RESPONSE
	INITIAL CONTEXT SETUP FAILURE

	NG Reset
	NG RESET
	NG RESET ACKNOWLEDGE
	

	NG Setup
	NG SETUP REQUEST
	NG SETUP RESPONSE
	NG SETUP FAILURE

	Path Switch Request
	PATH SWITCH REQUEST
	PATH SWITCH REQUEST ACKNOWLEDGE
	PATH SWITCH REQUEST FAILURE

	PDU Session Modification Indication
	PDU SESSION MODIFICATION INDICATION
	PDU SESSION MODIFICATION CONFIRM
	

	PDU Session Resource Modify
	PDU SESSION RESOURCE MODIFY REQUEST
	PDU SESSION RESOURCE MODIFY RESPONSE
	

	PDU Session Resource Release
	PDU SESSION RESOURCE RELEASE COMMAND
	PDU SESSION RESOURCE RELEASE RESPONSE
	

	PDU Session Resource Setup
	PDU SESSION RESOURCE SETUP REQUEST
	PDU SESSION RESOURCE SETUP RESPONSE
	

	UE Context Modification
	UE CONTEXT MODIFICATION REQUEST
	UE CONTEXT MODIFICATION RESPONSE
	UE CONTEXT MODIFICATION FAILURE

	UE Context Release
	UE CONTEXT RELEASE COMMAND
	UE CONTEXT RELEASE COMPLETE
	


Table 8.1-2: Class 2 procedures

	Elementary Procedure
	Message

	AMF Configuration Transfer
	AMF CONFIGURATION TRANSFER

	AMF Status Transfer
	AMF STATUS TRANSFER

	Downlink NAS Transport
	DOWNLINK NAS TRANSPORT

	Error Indication
	ERROR INDICATION

	gNB Configuration Transfer
	GNB CONFIGURATION TRANSFER

	gNB Status Transfer
	GNB STATUS TRANSFER

	Handover Notification
	HANDOVER NOTIFY

	Initial UE Message
	INITIAL UE MESSAGE

	NAS Non Delivery Indication
	NAS NON DELIVERY INDICATION

	Paging
	PAGING

	PDU Session Resource Indication
	PDU SESSION RESOURCE INDICATION

	Reroute NAS Request (FFS)
	REROUTE NAS REQUEST (FFS)

	UE Context Release Request
	UE CONTEXT RELEASE REQUEST

	Uplink NAS Transport
	UPLINK NAS TRANSPORT


Editor's note:
Whether the merge of INITIAL UE MESSAGE and UPLINK NAS TRANSPORT is possible or not needs further discussion.
8.2
PDU Session Management Procedures
Editor’s Note:
The message names for PDU Session Management may need further review.
8.2.1
PDU Session Resource Setup
8.2.1.1
General

The purpose of the PDU Session Resource Setup procedure is to assign resources on Uu and NG-U for one or several PDU Session Resources and the corresponding QoS flows, and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.
Editor’s Note:
Further details are FFS.
8.2.1.2
Successful Operation


[image: image3.emf]gNB AMF
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Figure 8.2.1.2-1: PDU session resource setup: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE SETUP REQUEST message to the gNB.

-
The PDU SESSION RESOURCE REQUEST message shall contain the information required by the gNB to setup PDU session related NG-RAN configuration consisting of at least one PDU Session Resource for each PDU Session Resource to setup included in PDU Session Resource To Be Setup Item IE.
Editor’s Note:
Further details are FFS.
8.2.1.3
Unsuccessful Operation

Editor’s Note:
Further details are FFS.
8.2.1.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.2.2
PDU Session Resource Release
8.2.2.1
General

The purpose of the PDU Session Resource Release procedure is to enable the release of already established PDU Session Resources for a given UE. The procedure uses UE-associated signalling.
Editor’s Note:
Further details are FFS.
8.2.2.2
Successful Operation


[image: image4.emf]gNB AMF
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Figure 8.2.2.2-1: PDU session resource release: successful operation
The AMF initiates the procedure by sending a PDU SESSION RESOURCE RELEASE COMMAND message. 
Editor’s Note:
Further details are FFS.
8.2.2.3
Unsuccessful Operation

Editor’s Note:
Further details are FFS.
8.2.2.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.2.3
PDU Session Resource Modify

8.2.3.1
General

The purpose of the PDU Session Resource Modify procedure is to enable modifications of already established PDU Sessions for a given UE. The procedure uses UE-associated signalling.
Editor’s Note:
Further details are FFS.
8.2.3.2
Successful Operation


[image: image5.emf]gNB AMF
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Figure 8.2.3.2-1: PDU session resource modify: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE MODIFY REQUEST message to the gNB.
-
The PDU SESSION RESOURCE MODIFY REQUEST message shall contain the information required by the gNB to modify one or several PDU Session Resources of the existing PDU Session Resource configuration.
Editor’s Note:
Further details are FFS.
8.2.3.3
Unsuccessful Operation

Editor’s Note:
Further details are FFS.
8.2.3.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.2.4
PDU Session Resource Indication
8.2.4.1
General

The purpose of the PDU Session Resource Indication procedure is to request the release or modification of already established QoS flow(s) or PDU Session Resources for a given UE. The procedure uses UE-associated signalling.

Editor’s Note:
Further details are FFS, e.g. whether the above text should be more specific on the current purpose which is to “indicate to 5GC that the gNB resource is not fulfilled” or instead be kept generic as it is.
8.2.4.2
Successful Operation


[image: image6.emf]gNB AMF
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Figure 8.2.4.2-1: PDU session resource indication
The gNB initiates the procedure by sending a PDU SESSION RESOURCE INDICATION message. 

Editor’s Note:
Further details are FFS.
8.2.4.3
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.2.5
PDU Session Modification Indication

Editor’s Note:
Further details are FFS.
8.3
UE Context Management Procedures
8.3.1
Initial Context Setup

Editor’s Note:
Further details are FFS.
8.3.2
UE Context Release Request

Editor’s Note:
Further details are FFS.
8.3.3
UE Context Release

Editor’s Note:
Further details are FFS.
8.3.4
UE Context Modification
Editor’s Note:
Further details are FFS.
8.4
UE Mobility Management Procedures
8.4.1
Handover Preparation

8.4.1.1
General

The purpose of the Handover Preparation procedure is to request the preparation of resources at the target side via the 5GC. There is only one Handover Preparation procedure ongoing at the same time for a certain UE.
Editor's note:
Further details are FFS.
8.4.1.2
Successful Operation


[image: image7.emf]source gNB AMF
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Figure 8.4.1.2-1: Handover preparation: successful operation

The source gNB initiates the handover preparation by sending the HANDOVER REQUIRED message to the serving AMF. When the source gNB sends the HANDOVER REQUIRED message, it shall start the timer TNGRELOCprep. The source gNB shall indicate the appropriate cause value for the handover in the Cause IE.

Editor’s Note:
Further details are FFS.
When the preparation, including the reservation of resources at the target side is ready, the AMF responds with the HANDOVER COMMAND message to the source gNB.

Editor’s Note:
Further details are FFS.
Interactions with other NGAP procedures:

Editor’s Note:
Further details are FFS.
8.4.1.3
Unsuccessful Operation
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Figure 8.4.1.3-1: Handover preparation: unsuccessful operation

If the 5GC or the target gNB is not able to accept any of the PDU Session Resources or a failure occurs during the Handover Preparation, the AMF sends the HANDOVER PREPARATION FAILURE message with an appropriate cause value to the source gNB.

Editor’s Note:
Further details are FFS.
Interaction with Handover Cancel procedure:

Editor’s Note:
Further details are FFS.
8.4.1.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.4.2
Handover Resource Allocation

8.4.2.1
General

The purpose of the Handover Resource Allocation procedure is to reserve resources at the target gNB for the handover of a UE.

Editor’s Note:
Further details are FFS.
8.4.2.2
Successful Operation
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Figure 8.4.2.2-1: Handover resource allocation: successful operation

The AMF initiates the procedure by sending the HANDOVER REQUEST message to the target gNB.

After all necessary resources for the admitted PDU Session Resources have been allocated, the target gNB shall generate the HANDOVER REQUEST ACKNOWLEDGE message.

Editor’s Note:
Further details are FFS.
8.4.2.3
Unsuccessful Operation
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Figure 8.4.2.3-1: Handover resource allocation: unsuccessful operation

If the target gNB does not admit at least one PDU Session Resource, or a failure occurs during the Handover Preparation, it shall send the HANDOVER FAILURE message to the AMF with an appropriate cause value.

Editor’s Note:
Further details are FFS.
8.4.2.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.4.3
Handover Notification
8.4.3.1
General

The purpose of the Handover Notification procedure is to indicate to the AMF that the UE has arrived to the target cell and the NG-based handover has been successfully completed.
Editor’s Note:
Further details are FFS.
8.4.3.2
Successful Operation
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Figure 8.4.3.2-1: Handover notification

The target gNB shall send the HANDOVER NOTIFY message to the AMF when the UE has been identified in the target cell and the NG-based handover has been successfully completed.
Editor’s Note:
Further details are FFS.
8.4.3.3
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.4.4
Path Switch Request

8.4.4.1
General

The purpose of the Path Switch Request procedure is to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint.
Editor’s Note:
Further details are FFS.
8.4.4.2
Successful Operation
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Figure 8.4.4.2-1: Path switch request: successful operation

The gNB initiates the procedure by sending the PATH SWITCH REQUEST message to the AMF.

After all necessary updates including the UP path switch have been successfully completed in the 5GC for at least one of the PDU Session Resources included in the PATH SWITCH REQUEST, the AMF shall send the PATH SWITCH REQUEST ACKNOWLEDGE message to the gNB and the procedure ends.

Editor’s Note:
Further details are FFS.
8.4.4.3
Unsuccessful Operation
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Figure 8.4.4.3-1: Path switch request: unsuccessful operation

If the 5GC fails to switch the downlink GTP tunnel endpoint towards a new GTP tunnel endpoint for all PDU Session Resources, the AMF shall send the PATH SWITCH REQUEST FAILURE message to the gNB with an appropriate cause value.
Editor’s Note:
Further details are FFS.
8.4.4.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.4.5
Handover Cancellation
8.4.5.1
General

The purpose of the Handover Cancel procedure is to enable a source gNB to cancel an ongoing handover preparation or an already prepared handover. The procedure uses UE-associated signalling.
Editor’s Note:
Further details are FFS.
8.4.5.2
Successful Operation
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Figure 8.4.5.2-1: Handover cancel: successful operation
The source gNB initiates the procedure by sending a HANDOVER CANCEL message to the 5GC.
Editor’s Note:
Further details are FFS.
8.4.5.3
Unsuccessful Operation
Editor’s Note:
Further details are FFS.
8.4.5.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.4.6
gNB Status Transfer

8.4.6.1
General

The purpose of the gNB Status Transfer procedure is to enable lossless handover for NG-based handover.
Editor’s Note:
Further details are FFS.
8.4.6.2
Successful Operation
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Figure 8.4.6.2-1: gNB status transfer
Editor’s Note:
Further details are FFS.
8.4.6.3
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.4.7
AMF Status Transfer
8.4.7.1
General

The purpose of the AMF Status Transfer procedure is to is to enable lossless handover for NG-based handover.
Editor’s Note:
Further details are FFS.
8.4.7.2
Successful Operation
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Figure 8.4.7.2-1: AMF status transfer
Editor’s Note:
Further details are FFS.
8.4.7.3
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.5
Paging Procedures
8.5.1
Paging
Editor’s Note:
Further details are FFS.
8.6
Transport of NAS Messages Procedures
8.5.1
Initial UE Message

Editor’s Note:
Further details are FFS.
8.5.2
Downlink NAS Transport

Editor’s Note:
Further details are FFS.
8.5.3
Uplink NAS Transport

Editor’s Note:
Further details are FFS.
8.5.4
NAS Non Delivery Indication

Editor’s Note:
Further details are FFS.
8.5.5
Reroute NAS Request (FFS)
Editor’s Note:
Further details are FFS.
8.7
Interface Management Procedures
8.7.1
NG Setup

8.7.1.1
General

The purpose of the NG Setup procedure is to exchange application level data needed for the gNB and the AMF to correctly interoperate on the NG-C interface. This procedure shall be the first NGAP procedure triggered after the TNL association has become operational. The procedure uses non-UE associated signalling.
Editor’s Note:
Further details are FFS.
8.7.1.2
Successful Operation
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Figure 8.7.1.2-1: NG setup: successful operation
The gNB initiates the procedure by sending an NG SETUP REQUEST message including the appropriate data to the AMF. The AMF responds with an NG SETUP RESPONSE message including the appropriate data.
Editor’s Note:
Further details are FFS.
8.7.1.3
Unsuccessful Operation
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Figure 8.7.1.3-1: NG setup: unsuccessful operation
If the AMF cannot accept the setup, it should respond with an NG SETUP FAILURE message and appropriate cause value.
Editor’s Note:
Further details are FFS.
8.7.1.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.7.2
gNB Configuration Update

8.7.2.1
General

The purpose of the gNB Configuration Update procedure is to update application level configuration data needed for the gNB and the AMF to interoperate correctly on the NG-C interface. This procedure does not affect existing UE-related contexts, if any.
Editor’s Note:
Further details are FFS.
8.7.2.2
Successful Operation
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Figure 8.7.2.2-1: gNB configuration update: successful operation
The gNB initiates the procedure by sending a GNB CONFIGURATION UPDATE message to the AMF including an appropriate set of updated configuration data that it has just taken into operational use. The AMF responds with a GNB CONFIGURATION UPDATE ACKNOWLEDGE message to acknowledge that it successfully updated the configuration data. 
Editor’s Note:
Further details are FFS.
8.7.2.3
Unsuccessful Operation
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Figure 8.7.2.3-1: gNB configuration update: unsuccessful operation
If the AMF cannot accept the update, it shall respond with a GNB CONFIGURATION UPDATE FAILURE message and appropriate cause value.
Editor’s Note:
Further details are FFS.
8.7.2.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.7.3
AMF Configuration Update

8.7.3.1
General

The purpose of the AMF Configuration Update procedure is to update application level configuration data needed for the gNB and AMF to interoperate correctly on the NG-C interface. This procedure does not affect existing UE-related contexts, if any.
Editor’s Note:
Further details are FFS.
8.7.3.2
Successful Operation
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Figure 8.7.3.2-1: AMF configuration update: successful operation
The AMF initiates the procedure by sending an AMF CONFIGURATION UPDATE message including the appropriate updated configuration data to the gNB. The gNB responds with an AMF CONFIGURATION UPDATE ACKNOWLEDGE message to acknowledge that it successfully updated the configuration data.
Editor’s Note:
Further details are FFS.
8.7.3.3
Unsuccessful Operation
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Figure 8.7.3.3-1: AMF configuration update: unsuccessful operation
If the gNB cannot accept the update, it shall respond with an AMF CONFIGURATION UPDATE FAILURE message and appropriate cause value.
Editor’s Note:
Further details are FFS.
8.7.3.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
8.7.4
NG Reset

Editor’s Note:
Further details are FFS.
8.7.5
Error Indication

Editor’s Note:
Further details are FFS.
8.8
Configuration Transfer Procedures
8.8.1
gNB Configuration Transfer
8.8.1.1
General

The purpose of the gNB Configuration Transfer procedure is to transfer RAN configuration information from the gNB to the AMF. The AMF does not interpret the transferred RAN configuration information. This procedure uses non-UE associated signalling.
Editor’s Note:
Further details are FFS.
8.8.1.2
Successful Operation
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Figure 8.8.1.2-1: gNB configuration transfer

The gNB initiates the procedure by sending the GNB CONFIGURATION TRANSFER message to the AMF.

If the AMF receives the SON Configuration Transfer IE, it shall transparently transfer the SON Configuration Transfer IE towards the gNB indicated in the Target gNB-ID IE which is included in the SON Configuration Transfer IE.
Editor’s Note:
Further details are FFS.
8.8.1.3
Abnormal Conditions

Not applicable.
8.8.2
AMF Configuration Transfer
8.8.2.1
General

The purpose of the AMF Configuration Transfer procedure is to transfer RAN configuration information from the AMF to the gNB. This procedure uses non-UE associated signalling.
Editor’s Note:
Further details are FFS.
8.8.2.2
Successful Operation
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Figure 8.8.2.2-1: AMF configuration transfer

The procedure is initiated with an AMF CONFIGURATION TRANSFER message sent from the AMF to the gNB.

Editor’s Note:
The following text is based on TS 36.413. Text not related to TNL address discovery is removed, other text is adapted. Applicability of the IEs described below for use in NGAP is FFS.
If the gNB receives, in the SON Configuration Transfer IE, the SON Information IE containing the SON Information Request IE, it may transfer back the requested information towards the gNB indicated in the Source gNB-ID IE of the SON Configuration Transfer IE by initiating the gNB Configuration Transfer procedure.

If the gNB receives, in the SON Configuration Transfer IE, the Xn TNL Configuration Info IE containing the gNB Xn Extended Transport Layer Addresses IE, it may use it as part of its ACL functionality configuration actions, if such ACL functionality is deployed.

If the gNB receives, in the SON Configuration Transfer IE, the SON Information IE containing the SON Information Reply IE including the Xn TNL Configuration Info IE as an answer to a former request, it may use it to initiate the Xn TNL establishment.
In case the IP-Sec Transport Layer Address IE is present and the GTP Transport Layer Addresses IE within the gNB Xn Extended Transport Layer Addresses IE is not empty, GTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE.
In case the IP-Sec Transport Layer Address IE is not present, GTP traffic is terminated at the endpoints given by the list of addresses in the gNB GTP Transport Layer Addresses IE within the gNB Xn Extended Transport Layer Addresses IE.

In case the gNB GTP Transport Layer Addresses IE is empty and the IP-Sec Transport Layer Address IE is present, SCTP traffic is conveyed within an IP-Sec tunnel terminated at the IP-Sec tunnel endpoint given in the IP-Sec Transport Layer Address IE, within the gNB Xn Extended Transport Layer Addresses IE.

If the gNB is configured to use one IPsec tunnel for all NG and Xn traffic (IPsec star topology) then the traffic to the peer gNB shall be routed through this IPsec tunnel and the IP-Sec Transport Layer Address IE shall be ignored.
Editor’s Note:
Further details are FFS.
8.8.2.3
Abnormal Conditions

Not applicable.
8.9
Warning Message Transmission Procedures
Editor's note:
Procedures to support PWS are FFS.
9
Elements for NGAP Communication
9.1
General
Subclauses 9.2 and 9.3 present the NGAP message and IE definitions in tabular format. The corresponding ASN.1 definition is presented in subclause 9.4. In case there is contradiction between the tabular format and the ASN.1 definition, the ASN.1 shall take precedence, except for the definition of conditions for the presence of conditional IEs, where the tabular format shall take precedence. 

The messages have been defined in accordance to the guidelines specified in TR 25.921 [7].
When specifying IEs which are to be represented by bitstrings, if not otherwise specifically stated in the semantics description of the concerned IE or elsewhere, the following principle applies with regards to the ordering of bits:

-
The first bit (leftmost bit) contains the most significant bit (MSB);

-
The last bit (rightmost bit) contains the least significant bit (LSB);

-
When importing bitstrings from other specifications, the first bit of the bitstring contains the first bit of the concerned information;
9.1.1
Tabular Format Contents
9.1.1.1
Presence

All IEs are marked mandatory, optional or conditional according to table 4.

Table 4: Meaning of content within “Presence” column
	Abbreviation
	Meaning

	M
	IEs marked as Mandatory (M) shall always be included in the message.

	O
	IEs marked as Optional (O) may or may not be included in the message.

	C
	IEs marked as Conditional (C) shall be included in a message only if the condition is satisfied. Otherwise the IE shall not be included.




9.1.1.2
Criticality

Each IE or group of IEs may have criticality information applied to it according to table 5.
Table 5: Meaning of content within “Criticality” column

	Abbreviation
	Meaning



	–
	No criticality information is applied explicitly.

	YES
	Criticality information is applied. This is usable only for non-repeatable IEs 

	GLOBAL
	The IE and all its repetitions together have one common criticality information. This is usable only for repeatable IEs.

	EACH
	Each repetition of the IE has its own criticality information. It is not allowed to assign different criticality values to the repetitions. This is usable only for repeatable IEs.


9.1.1.3
Range

The Range column indicates the allowed number of copies of repetitive IEs/IE groups.

9.1.1.4
Assigned Criticality

The Assigned Criticality column provides the actual criticality information as defined in subclause 10.3.2, if applicable.
9.2
Message Functional Definition and Content



9.2.1
PDU Session Management Messages

9.2.1.1
PDU SESSION RESOURCE SETUP REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF and is used to request the gNB to assign resources on Uu and NG-U for one or several PDU Session Resources.

Direction: AMF ( gNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	gNB UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	PDU Session Resource Setup List
	M
	
	<ref>
	
	YES
	reject


	Range bound
	Explanation

	
	


9.2.1.2
PDU SESSION RESOURCE SETUP RESPONSE
Editor’s Note:
Further details FFS.
9.2.1.3
PDU SESSION RESOURCE RELEASE COMMAND

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF and is used to request the gNB to release already established PDU Session Resources for a given UE.

Direction: AMF ( gNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	gNB UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	PDU Session Resource Release List
	M
	
	<ref>
	
	YES
	reject


	Range bound
	Explanation

	
	


9.2.1.4
PDU SESSION RESOURCE RELEASE RESPONSE

Editor’s Note:
Further details FFS.
9.2.1.5
PDU SESSION RESOURCE MODIFY REQUEST
Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF and is used to request the gNB to enable modifications of already established PDU Session Resources for a given UE.

Direction: AMF ( gNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	gNB UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	PDU Session Resource Modify List
	M
	
	<ref>
	
	YES
	reject


	Range bound
	Explanation

	
	


9.2.1.6
PDU SESSION RESOURCE MODIFY RESPONSE

Editor’s Note:
Further details FFS.
9.2.1.7
PDU SESSION RESOURCE INDICATION
Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the gNB to request the release or modification of already established QoS flow(s) or PDU session resources for a given UE.
Editor’s Note:
Further details are FFS, e.g. whether the above text should be more specific on the current purpose which is to “indicate to 5GC that the gNB resource is not fulfilled” or instead be kept generic as it is.

Direction: gNB ( AMF
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	gNB UE NGAP ID
	M
	
	<ref>
	
	YES
	reject

	PDU Session Resource Modification Request List
	M
	
	<ref>
	
	YES
	reject


	Range bound
	Explanation

	
	


9.2.2
UE Context Management Messages
9.2.3
UE Mobility Management Messages

9.2.3.1
HANDOVER REQUIRED

Editor’s Note:
Further details FFS.
9.2.3.2
HANDOVER COMMAND

Editor’s Note:
Further details FFS.
9.2.3.3
HANDOVER PREPARATION FAILURE

Editor’s Note:
Further details FFS.
9.2.3.4
HANDOVER REQUEST

Editor’s Note:
Further details FFS.
9.2.3.5
HANDOVER REQUEST ACKNOWLEDGE

Editor’s Note:
Further details FFS.
9.2.3.6
HANDOVER FAILURE

Editor’s Note:
Further details FFS.
9.2.3.7
HANDOVER NOTIFY

Editor’s Note:
Further details FFS.
9.2.3.8
PATH SWITCH REQUEST

Editor’s Note:
Further details FFS.
9.2.3.9
PATH SWITCH REQUEST ACKNOWLEDGE

Editor’s Note:
Further details FFS.
9.2.3.10
PATH SWITCH REQUEST FAILURE

Editor’s Note:
Further details FFS.
9.2.3.11
HANDOVER CANCEL

Editor’s Note:
Further details FFS.
9.2.3.12
HANDOVER CANCEL ACKNOWLEDGE

Editor’s Note:
Further details FFS.
9.2.3.13
GNB STATUS TRANSFER

Editor’s Note:
Further details FFS.
9.2.3.14
AMF STATUS TRANSFER

Editor’s Note:
Further details FFS.
9.2.4
Paging Messages

9.2.5
NAS Transport Messages
9.2.6
Interface Management Messages

9.2.6.1
NG SETUP REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the gNB to transfer application layer information for an NG-C interface instance.
Direction: gNB ( AMF
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	reject

	Global gNB ID
	M
	
	<ref>
	eNote: definition of Global gNB ID is FFS. It may relate to identification of cells hosted by the gNB (FFS).
	YES
	reject

	gNB Name
	O
	
	PrintableString
(SIZE(1..150,…))
	FFS
	YES
	ignore

	Supported TAs
	
	1..<maxnoofTACs>
	
	Supported TAs in the gNB.
eNote: TAs applicable for 5G as well
	GLOBAL
	reject

	>TAC
	M
	
	<ref>
	Broadcast TAC
	-
	

	>Broadcast PLMNs
	
	1..<maxnoofBPLMNs>
	
	Broadcast PLMNs
	-
	

	>>PLMN Identity
	M
	
	<ref>
	
	
	

	Default Paging DRX
	M
	
	<ref>
	eNote: assumption that this is common for NR and E-UTRA. (to be verified with RAN2 and is FFS)
	YES
	ignore


	Range bound
	Explanation

	
	


9.2.6.2
NG SETUP RESPONSE

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF to transfer application layer information for an NG-C interface instance.
Direction: AMF ( gNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	reject

	AMF Name
	O
	
	PrintableString
(SIZE(1..150,…))
	FFS
	YES
	ignore

	AMF pool and AMF code related information
	M
	
	<ref>
	eNote: Will be similar to EPS, but details are pending discussions in SA2 (FFS)
	GLOBAL
	reject

	Relative AMF Capacity
	M
	
	<ref>
	eNote: Load balancing concepts are pending discussions in SA2 (FFS)
	YES
	ignore

	Criticality Diagnostics
	O
	
	<ref>
	
	YES
	ignore


	Range bound
	Explanation

	
	


9.2.6.3
NG SETUP FAILURE

Editor’s Note:
Further details FFS.
9.2.6.4
GNB CONFIGURATION UPDATE

Editor’s Note:
Further details FFS.
9.2.6.5
GNB CONFIGURATION UPDATE ACKNOWLEDGE

Editor’s Note:
Further details FFS.
9.2.6.6
GNB CONFIGURATION UPDATE FAILURE

Editor’s Note:
Further details FFS.
9.2.6.7
AMF CONFIGURATION UPDATE

Editor’s Note:
Further details FFS.
9.2.6.8
AMF CONFIGURATION UPDATE ACKNOWLEDGE

Editor’s Note:
Further details FFS.
9.2.6.9
AMF CONFIGURATION UPDATE FAILURE

Editor’s Note:
Further details FFS.
9.2.7
Configuration Transfer Messages

9.2.7.1
GNB CONFIGURATION TRANSFER

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the gNB in order to transfer RAN configuration information.

Direction: gNB ( AMF
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	ignore

	SON Configuration Transfer
	O
	
	<ref>
	
	YES
	ignore


9.2.7.2
AMF CONFIGURATION TRANSFER

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF in order to transfer RAN configuration information.

Direction: AMF ( gNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	<ref>
	
	YES
	ignore

	SON Configuration Transfer
	O
	
	<ref>
	
	YES
	ignore


9.2.8
Warning Message Transmission Messages
9.3
Information Element Definitions

9.3.1
Radio Network Layer Related IEs
Editor’s Note:
The subclauses will be reordered toward the end of the work item.
9.3.1.1
Bit Rate
Editor’s Note:
Further details FFS.

This IE indicates the number of bits delivered by NG-RAN in UL or to NG-RAN in DL within a period of time, divided by the duration of the period. It is used, for example, to indicate the maximum or guaranteed bit rate for a GBR QoS flow, or an aggregated maximum bit rate.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Bit Rate
	M
	
	INTEGER (0..<tbd>)
	The unit is: bit/s


9.3.1.2
GBR QoS Flow Information
Editor’s Note:
Further details FFS.

This IE indicates the maximum and guaranteed bit rates of a GBR QoS flow for downlink and uplink.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Maximum Flow Bit Rate Downlink
	M
	
	Bit Rate

<ref>
	Maximum Bit Rate in DL. Details in TS 23.501 [8].
	-
	-

	Maximum Flow Bit Rate Uplink
	M
	
	Bit Rate

<ref>
	Maximum Bit Rate in UL. Details in TS 23.501 [8].
	-
	-

	Guaranteed Flow Bit Rate Downlink
	M
	
	Bit Rate

<ref>
	Guaranteed Bit Rate (provided there is data to deliver) in DL. Details in TS 23.501 [8].
	-
	-

	Guaranteed Flow Bit Rate Uplink
	M
	
	Bit Rate

<ref>
	Guaranteed Bit Rate (provided there is data to deliver). Details in TS 23.501 [8].
	-
	-


9.3.1.3
PDU Session Resource Setup List

Editor’s Note: Most probably this IE will be incorporated directly into the message structure and not defined as a separate IE. In principle, it is applicable for NGAP messages for PDU Session Resource Control. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Be Setup List
	
	1
	
	
	YES
	reject

	>PDU Session Resource To Be Setup Item IEs
	
	1 ..  <maxnoof PDUSessionResources>
	
	
	EACH
	reject

	>>PDU Session ID (FFS)
	M
	
	<ref>
	
	-
	

	>>PDU Session Resource Aggregated Maximum Bitrate
	M
	
	<ref>
	
	-
	

	>>Transport Layer Address
	FFS
	
	<ref>
	
	-
	

	>>GTP-TEID
	FFS
	
	<ref>
	5GC TEID.
	-
	

	>>NAS-PDU
	M
	
	<ref>
	eNote: interaction with NAS signalling is FFS.
	-
	

	>>Bearer Type (FFS)
	M
	
	<ref>
	eNote: IP, unstructured or Ethernet
	-
	

	>>QoS Flows To Be Setup List
	
	1
	
	
	-
	

	>>>QoS Flows To Be Setup Item IEs
	
	1 ..  <maxnoof QoSFlows>
	
	
	-
	

	>>>>QoS Flow Indicator
	M
	
	<ref>
	
	EACH
	reject

	>>>>QoS Flow Level QoS Parameters
	FFS
	
	<ref>
	
	EACH
	reject


9.3.1.4
PDU Session Resource Release List

Editor’s Note: Most probably this IE will be incorporated directly into the message structure and not defined as a separate IE. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Release List
	
	1
	
	
	YES
	reject

	>PDU Session Resource To Release Item IEs
	
	1 ..  <maxnoof PDUSessionResources>
	
	
	EACH
	reject

	>>PDU Session ID (FFS)
	M
	
	<ref>
	
	-
	


9.3.1.5
PDU Session Resource Modify List

Editor’s Note: Most probably this IE will be incorporated directly into the message structure and not defined as a separate IE. In principle, it is applicable for NGAP messages for PDU Session Resource Control. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Modify List
	
	1
	
	
	YES
	reject

	>PDU Session Resource To Modify Item IEs
	
	1 ..  <maxnoof PDUSessionResources>
	
	
	EACH
	reject

	>>PDU Session ID (FFS)
	M
	
	<ref>
	
	-
	

	>>PDU Session Resource Aggregated Maximum Bitrate
	O

	
	<ref>
	
	-
	

	>>Transport Layer Address
	O
	
	<ref>
	
	-
	

	>>GTP-TEID
	O
	
	<ref>
	5GC TEID.
	-
	

	>>NAS-PDU
	O
	
	<ref>
	eNote: interaction with NAS signalling is FFS.
	-
	

	>>QoS Flows To Add Or Modify List
	
	0..1
	
	
	-
	

	>>>QoS Flows To Add Or Modify Item IEs
	
	1 ..  <maxnoof QoSFlows>
	
	
	-
	

	>>>>QoS Flow Indicator
	M
	
	<ref>
	
	EACH
	reject

	>>>>QoS Flow Level QoS Parameters
	O
	
	<ref>
	
	EACH
	reject

	>>QoS Flows To Release List
	
	0..1
	
	
	-
	

	>>>QoS Flows To Release Item IEs
	
	1 ..  <maxnoof QoSFlows>
	
	
	EACH
	reject

	>>>>QoS Flow Indicator
	M
	
	<ref>
	
	EACH
	reject


9.3.1.6
PDU Session Resource Modification Request List

Editor’s Note: Most probably this IE will be incorporated directly into the message structure and not defined as a separate IE. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Modify Request List
	
	1
	
	
	YES
	reject

	>PDU Session Resource To Modify Request Item IEs
	
	1 ..  <maxnoof PDUSessionResources>
	
	
	EACH
	reject

	>>PDU Session ID (FFS)
	M
	
	<ref>
	
	-
	

	>>QoS Flows Requested To Modify List
	
	0..1
	
	
	-
	

	>>>QoS Flows Requested To Modify Item IEs
	
	1 ..  <maxnoof QoSFlows>
	
	
	-
	

	>>>>QoS Flow Indicator
	M
	
	<ref>
	
	EACH
	reject

	>>>>Assistance Information (FFS)
	O
	
	<ref>
	
	
	

	>>QoS Flows Requested To Release List
	
	0..1
	
	
	-
	

	>>>QoS Flows Requested To Release Item IEs
	
	1 ..  <maxnoof QoSFlows>
	
	
	EACH
	reject

	>>>>QoS Flow Indicator
	M
	
	<ref>
	
	EACH
	reject


9.3.1.7
QoS Flow Level Parameters
Editor’s Note:
Further details FFS.

This IE defines the QoS to be applied to a QoS flow.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	5QI
	M (FFS)
	
	INTEGER (0..255)
	5G QoS Indicator defined in TS 23.501 [8].

Logical range and coding specified in TS 23.501 [8].
eNote: Coding is FFS. Presence is FFS (probably not needed if the Non standardised QoS Flow descriptor is present. Could also be realised as a choice with the Non standardised QoS Flow descriptor.)
	-
	

	Allocation and Retention Priority
	M
	
	<ref>
	eNote: Details are FFS, but expected similar to 4G

Note: presence needs to be checked with latest SA2 status.
	-
	

	Non-standardised QoS Flow descriptor
	O
	
	<ref>
	eNote: The detailed definition of this IE will be included once stage 2 is stable
	-
	

	GBR QoS Flow Information
	O
	
	<ref>
	This IE applies to GBR bearers only and shall be ignored otherwise.
	-
	

	Notification Control
	O
	
	ENUMERATED (notification requested, ...)
	eNote: Details to be checked with SA2 progress.
	-
	


9.3.2
Transport Network Layer Related IEs

9.3.3
NAS Related IEs

9.3.3.1
SON Configuration Transfer
This IE contains the configuration information, used by e.g., SON functionality, and additionally includes the gNB identifier of the destination of this configuration information and the gNB identifier of the source of this information.
Editor’s Note:
The structure of this IE is based on TS 36.413. Whether this is applicable for NGAP is FFS. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	SON Configuration Transfer
	
	
	
	
	
	

	>Target gNB-ID
	M
	
	
	Structure of the IE is FFS
	
	

	>>Global gNB ID
	M
	
	<ref>
	
	
	

	>>Selected TAI
	M
	
	<ref>
	
	
	

	>Source gNB-ID
	M
	
	
	Structure of the IE is FFS
	
	

	>>Global gNB ID
	M
	
	<ref>
	
	
	

	>>Selected TAI
	M
	
	<ref>
	
	
	

	>SON Information
	M
	
	<ref>
	
	
	

	>Xn TNL Configuration Info
	C-ifSONInformationRequest
	
	<ref>
	Source gNB Xn TNL Configuration Info. This IE is FFS
	YES
	ignore


	Condition
	Explanation

	ifSONInformationRequest
	This IE shall be present if the SON Information IE contains the SON Information Request IE set to “Xn TNL Configuration Info”


9.3.3.2
SON Information

This IE identifies the nature of the configuration information transferred, i.e., a request, a reply or a report.
Editor’s Note:
The structure of this IE is based on TS 36.413. Whether this is applicable for NGAP is FFS. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	CHOICE SON Information
	M
	
	
	
	-
	

	>SON Information Request
	
	
	
	
	
	

	>>SON Information Request
	M
	
	ENUMERATED
(Xn TNL Configuration Info, …)
	Structure of the IE is FFS
	-
	

	>SON Information Reply
	
	
	
	
	
	

	>>SON Information Reply
	M
	
	<ref>
	
	-
	


9.3.3.3
SON Information Reply

This IE contains the configuration information to be replied to the gNB.
Editor’s Note:
The structure of this IE is based on TS 36.413. Whether this is applicable for NGAP is FFS. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	SON Information Reply
	
	
	
	
	
	

	>X2 TNL Configuration Info
	O
	
	<ref>
	
	
	


9.3.3.4
Xn TNL Configuration Info

The Xn TNL Configuration Info IE is used for signalling Xn TNL Configuration information for automatic Xn SCTP association establishment.
Editor’s Note:
The structure of this IE is based on TS 36.413. Whether this is applicable for NGAP is FFS. Further details FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	gNB Xn Transport Layer Addresses
	
	1 .. <maxnoofgNBXnTLAs>
	
	
	-
	

	>Transport Layer Address
	M
	
	<ref>
	Transport Layer Addresses for Xn SCTP endpoint.
	-
	

	gNB Xn Extended Transport Layer Addresses
	
	0 .. <maxnoofgNBXnExtTLAs>
	
	
	-
	

	>IP-Sec Transport Layer Address
	O
	
	<ref>
	Transport Layer Addresses for IP-Sec endpoint.
	-
	

	>gNB GTP Transport Layer Addresses
	
	0 .. <maxnoofgNBXnGTPTLAs>
	
	
	-
	

	>>GTP Transport Layer Address
	M
	
	<ref>
	GTP Transport Layer Addresses for GTP end-points (used for data forwarding over Xn).
	-
	

	gNB Indirect Xn Transport Layer Addresses
	
	0 .. <maxnoofgNBXnTLAs>
	
	
	-
	

	>Transport Layer Address
	O
	
	<ref>
	Transport Layer Addresses for Indirect Xn SCTP endpoint.
	-
	


	Range bound
	Explanation

	maxnoofgNBXnTLAs
	Maximum no. of gNB Xn Transport Layer Addresses for an SCTP end-point. Value is 2.

	maxnoofgNBXnExtTLAs
	Maximum no. of gNB Xn Extended Transport Layer Addresses in the message. Value is 16.

	maxnoofgNBXnGTPTLAs
	Maximum no. of gNB Xn GTP Transport Layer Addresses for an GTP end-point in the message. Value is 16.


9.4
Message and Information Element Abstract Syntax (with ASN.1)
9.4.1
General
NGAP ASN.1 definition conforms to ITU-T Rec. X.691 [4], ITU-T Rec. X.680 [5] and ITU-T Rec. X.681 [6].
The ASN.1 definition specifies the structure and content of NGAP messages. NGAP messages can contain any IEs specified in the object set definitions for that message without the order or number of occurrence being restricted by ASN.1. However, for this version of the standard, a sending entity shall construct an NGAP message according to the PDU definitions module and with the following additional rules:

-
IEs shall be ordered (in an IE container) in the order they appear in object set definitions.

-
Object set definitions specify how many times IEs may appear. An IE shall appear exactly once if the presence field in an object has value "mandatory". An IE may appear at most once if the presence field in an object has value "optional" or "conditional". If in a tabular format there is multiplicity specified for an IE (i.e., an IE list) then in the corresponding ASN.1 definition the list definition is separated into two parts. The first part defines an IE container list where the list elements reside. The second part defines list elements. The IE container list appears as an IE of its own. For this version of the standard an IE container list may contain only one kind of list elements.

NOTE:
In the above “IE” means an IE in the object set with an explicit ID. If one IE needs to appear more than once in one object set, then the different occurrences will have different IE IDs.

If an NGAP message that is not constructed as defined above is received, this shall be considered as Abstract Syntax Error, and the message shall be handled as defined for Abstract Syntax Error in subclause 10.3.6.

9.4.2
Usage of private message mechanism for non-standard use
The private message mechanism for non-standard use may be used:

-
for special operator- (and/or vendor) specific features considered not to be part of the basic functionality, i.e., the functionality required for a complete and high-quality specification in order to guarantee multivendor interoperability;

-
by vendors for research purposes, e.g., to implement and evaluate new algorithms/features before such features are proposed for standardisation.

The private message mechanism shall not be used for basic functionality. Such functionality shall be standardised.
9.4.3
Elementary Procedure Definitions

9.4.4
PDU Definitions

9.4.5
Information Element Definitions

9.4.6
Common Definitions

9.4.7
Constant Definitions

9.4.8
Container Definitions

9.5
Message Transfer Syntax

9.6
Timers
10
Handling of Unknown, Unforeseen and Erroneous Protocol Data
10.1
General

Protocol Error cases can be divided into three classes:

-
Transfer Syntax Error.

-
Abstract Syntax Error.

-
Logical Error.

Protocol errors can occur in the following functions within a receiving node:
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Figure 10.1-1: Protocol Errors in NGAP.

The information stated in subclauses 10.2, 10.3 and 10.4, to be included in the message used when reporting an error, is what at minimum shall be included. Other optional information elements within the message may also be included, if available. This is also valid for the case when the reporting is done with a response message. The latter is an exception to what is stated in subclause 4.1.
10.2
Transfer Syntax Error

A Transfer Syntax Error occurs when the receiver is not able to decode the received physical message. Transfer syntax errors are always detected in the process of ASN.1 decoding. If a Transfer Syntax Error occurs, the receiver should initiate Error Indication procedure with appropriate cause value for the Transfer Syntax protocol error.
Examples for Transfer Syntax Errors are:

-
Violation of value ranges in ASN.1 definition of messages. E.g., if an IE has a defined value range of 0 to 10 (ASN.1: INTEGER (0..10)), and 12 will be received, then this will be treated as a transfer syntax error.

-
Violation in list element constraints. E.g., if a list is defined as containing 1 to 10 elements, and 12 elements will be received, then this case will be handled as a transfer syntax error.

-
Missing mandatory elements in ASN.1 SEQUENCE definitions (as sent by the originator of the message).

-
Wrong order of elements in ASN.1 SEQUENCE definitions (as sent by the originator of the message).

10.3
Abstract Syntax Error

10.3.1
General

An Abstract Syntax Error occurs when the receiving functional NGAP entity:

1.
receives IEs or IE groups that cannot be understood (unknown IE ID);

2.
receives IEs for which the logical range is violated (e.g., ASN.1 definition: 0 to 15, the logical range is 0 to 10, while values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax error using criticality information sent by the originator of the message);

3.
does not receive IEs or IE groups but according to the specified presence of the concerning object, the IEs or IE groups should have been present in the received message.

4.
receives IEs or IE groups that are defined to be part of that message in wrong order or with too many occurrences of the same IE or IE group;

5.
receives IEs or IE groups but according to the conditional presence of the concerning object and the specified condition, the IEs or IE groups should not have been present in the received message.

Cases 1 and 2 (not comprehended IE/IE group) are handled based on received Criticality information. Case 3 (missing IE/IE group) is handled based on Criticality information and Presence information for the missing IE/IE group specified in the version of the specification used by the receiver. Case 4 (IEs or IE groups in wrong order or with too many occurrences) and Case 5 (erroneously present conditional IEs or IE groups) result in rejecting the procedure.

If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected Abstract Syntax Error that belong to cases 1-3 act according to the Criticality Information and Presence Information for the IE/IE group due to which Abstract Syntax Error occurred in accordance with subclauses 10.3.4 and 10.3.5. The handling of cases 4 and 5 is specified in subclause 10.3.6.

10.3.2
Criticality Information

In the NGAP messages there is criticality information set for individual IEs and/or IE groups. This criticality information instructs the receiver how to act when receiving an IE or an IE group that is not comprehended, i.e., the entire item (IE or IE group) which is not (fully or partially) comprehended shall be treated in accordance with its own criticality information as specified in subclause 10.3.4.

In addition, the criticality information is used in case of the missing IE/IE group abstract syntax error (see subclause 10.3.5).

The receiving node shall take different actions depending on the value of the Criticality Information. The three possible values of the Criticality Information for an IE/IE group are:

-
Reject IE.

-
Ignore IE and Notify Sender.

-
Ignore IE.
The following rules restrict when a receiving entity may consider an IE, an IE group, or an EP not comprehended (not implemented), and when action based on criticality information is applicable:

1.
IE or IE group: When one new or modified IE or IE group is implemented for one EP from a standard version, then other new or modified IEs or IE groups specified for that EP in that standard version shall be considered comprehended by a receiving entity (some may still remain unsupported).

2.
EP: The comprehension of different EPs within a standard version or between different standard versions is not mandated. Any EP that is not supported may be considered not comprehended, even if another EP from that standard version is comprehended, and action based on criticality shall be applied.

10.3.3
Presence Information

For many IEs/IE groups which are optional according to the ASN.1 transfer syntax, NGAP specifies separately if the presence of these IEs/IE groups is optional or mandatory with respect to RNS application by means of the presence field of the concerning object of class NGAP-PROTOCOL-IES, NGAP-PROTOCOL-IES-PAIR, NGAP-PROTOCOL-EXTENSION or NGAP-PRIVATE-IES.
The presence field of the indicated classes supports three values:

1.
Optional;

2.
Conditional;

3.
Mandatory.

If an IE/IE group is not included in a received message and the presence of the IE/IE group is mandatory or the presence is conditional and the condition is true according to the version of the specification used by the receiver, an abstract syntax error occurs due to a missing IE/IE group.

If an IE/IE group is included in a received message and the presence of the IE/IE group is conditional and the condition is false according to the version of the specification used by the receiver, an abstract syntax error occurs due to this erroneously present conditional IE/IE group.

10.3.4
Not comprehended IE/IE group

10.3.4.1
Procedure Code

The receiving node shall treat the different types of received criticality information of the Procedure Code IE according to the following:

Reject IE:

-
If a message is received with a Procedure Code IE marked with “Reject IE” which the receiving node does not comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignore IE and Notify Sender:

-
If a message is received with a Procedure Code IE marked with “Ignore IE and Notify Sender” which the receiving node does not comprehend, the receiving node shall ignore the procedure and initiate the Error Indication procedure.

Ignore IE:

-
If a message is received with a Procedure Code IE marked with “Ignore IE” which the receiving node does not comprehend, the receiving node shall ignore the procedure.
When using the Error Indication procedure to reject a procedure or to report an ignored procedure it shall include the Procedure Code IE, the Triggering Message IE, and the Procedure Criticality IE in the Criticality Diagnostics IE.
10.3.4.1A
Type of Message

When the receiving node cannot decode the Type of Message IE, the Error Indication procedure shall be initiated with an appropriate cause value.

10.3.4.2
IEs other than the Procedure Code and Type of Message

The receiving node shall treat the different types of received criticality information of an IE/IE group other than the Procedure Code IE and Type of Message IE according to the following:

Reject IE:

-
If a message initiating a procedure is received containing one or more IEs/IE group marked with “Reject IE” which the receiving node does not comprehend; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the rejection of one or more IEs/IE group using the message normally used to report unsuccessful outcome of the procedure. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the message used to report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
If a message initiating a procedure that does not have a message to report unsuccessful outcome is received containing one or more IEs/IE groups marked with “Reject IE” which the receiving node does not comprehend, the receiving node shall terminate the procedure and initiate the Error Indication procedure.

-
If a response message is received containing one or more IEs marked with “Reject IE”, that the receiving node does not comprehend, the receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.

Ignore IE and Notify Sender:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with “Ignore IE and Notify Sender” which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups, and report in the response message of the procedure that one or more IEs/IE groups have been ignored. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the response message, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
if a message initiating a procedure that does not have a message to report the outcome of the procedure is received containing one or more IEs/IE groups marked with “Ignore IE and Notify Sender” which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups, and initiate the Error Indication procedure to report that one or more IEs/IE groups have been ignored.

-
If a response message is received containing one or more IEs/IE groups marked with “Ignore IE and Notify Sender” which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups and initiate the Error Indication procedure.

Ignore IE:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with “Ignore IE” which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and continue with the procedure as if the not comprehended IEs/IE groups were not received using the understood IEs/IE groups.
-
If a response message is received containing one or more IEs/IE groups marked with “Ignore IE” which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and continue with the procedure as if the not comprehended IEs/IE groups were not received using the understood IEs/IE groups.

When reporting not comprehended IEs/IE groups marked with “Reject IE” or “Ignore IE and Notify Sender” using a response message defined for the procedure, the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. 

When reporting not comprehended IEs/IE groups marked with “Reject IE” or “Ignore IE and Notify Sender” using the Error Indication procedure, the Procedure Code IE, the Triggering Message IE, Procedure Criticality IE, and the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. 
10.3.5
Missing IE or IE group

The receiving node shall treat the missing IE/IE group according to the criticality information for the missing IE/IE group in the received message specified in the version of this specification used by the receiver:

Reject IE:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality “Reject IE”; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the missing IEs/IE groups using the message normally used to report unsuccessful outcome of the procedure. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the message used to report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
if a received message initiating a procedure that does not have a message to report unsuccessful outcome is missing one or more IEs/IE groups with specified criticality “Reject IE”, the receiving node shall terminate the procedure and initiate the Error Indication procedure.

-
if a received response message is missing one or more IEs/IE groups with specified criticality “Reject IE, the receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.

Ignore IE and Notify Sender:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality “Ignore IE and Notify Sender”, the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message and report in the response message of the procedure that one or more IEs/IE groups were missing. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the response message, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
if a received message initiating a procedure that does not have a message to report the outcome of the procedure is missing one or more IEs/IE groups with specified criticality “Ignore IE and Notify Sender”, the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message and initiate the Error Indication procedure to report that one or more IEs/IE groups were missing.

-
if a received response message is missing one or more IEs/IE groups with specified criticality “Ignore IE and Notify Sender”, the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message and initiate the Error Indication procedure to report that one or more IEs/IE groups were missing.

Ignore IE:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality “Ignore IE”, the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message.

-
if a received response message is missing one or more IEs/IE groups with specified criticality “Ignore IE”, the receiving node shall ignore that those IEs/IE groups are missing and continue with the procedure based on the other IEs/IE groups present in the message.

When reporting missing IEs/IE groups with specified criticality “Reject IE” or “Ignore IE and Notify Sender” using a response message defined for the procedure, the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. 

When reporting missing IEs/IE groups with specified criticality “Reject IE” or “Ignore IE and Notify Sender” using the Error Indication procedure, the Procedure Code IE, the Triggering Message IE, Procedure Criticality IE, and the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. 

10.3.6
IEs or IE groups received in wrong order or with too many occurrences or erroneously present

If a message with IEs or IE groups in wrong order or with too many occurrences is received or if IEs or IE groups with a conditional presence are present when the condition is not met (i.e., erroneously present), the receiving node shall behave according to the following:

-
If a message initiating a procedure is received containing IEs or IE groups in wrong order or with too many occurrences or erroneously present, none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the cause value “Abstract Syntax Error (Falsely Constructed Message)” using the message normally used to report unsuccessful outcome of the procedure. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the message used to report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
If a message initiating a procedure that does not have a message to report unsuccessful outcome is received containing IEs or IE groups in wrong order or with too many occurrences or erroneously present, the receiving node shall terminate the procedure and initiate the Error Indication procedure, and use cause value “Abstract Syntax Error (Falsely Constructed Message)”.

-
If a response message is received containing IEs or IE groups in wrong order or with too many occurrences or erroneously present, the receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.
When determining the correct order only the IEs specified in the specification version used by the receiver shall be considered.

10.4
Logical Error

Logical error situations occur when a message is comprehended correctly, but the information contained within the message is not valid (i.e., semantic error), or describes a procedure which is not compatible with the state of the receiver. In these conditions, the following behaviour shall be performed (unless otherwise specified) as defined by the class of the elementary procedure, irrespective of the criticality information of the IEs/IE groups containing the erroneous values.

Class 1:

Where the logical error occurs in a request message of a class 1 procedure, and the procedure has a message to report this unsuccessful outcome, this message shall be sent with an appropriate cause value. Typical cause values are:

-
Semantic Error.

-
Message not compatible with receiver state.

Where the logical error is contained in a request message of a class 1 procedure, and the procedure does not have a message to report this unsuccessful outcome, the procedure shall be terminated and the Error Indication procedure shall be initiated with an appropriate cause value. The Procedure Code IE and the Triggering Message IE within the Criticality Diagnostics IE shall then be included in order to identify the message containing the logical error.

Where the logical error exists in a response message of a class 1 procedure, the procedure shall be considered as unsuccessfully terminated and local error handling shall be initiated.

Class 2:

Where the logical error occurs in a message of a class 2 procedure, the procedure shall be terminated and the Error Indication procedure shall be initiated with an appropriate cause value. The Procedure Code IE and the Triggering Message IE within the Criticality Diagnostics IE shall then be included in order to identify the message containing the logical error.

10.5
Exceptions

The error handling for all the cases described hereafter shall take precedence over any other error handling described in the other subclauses of clause 10.

-
If any type of error (Transfer Syntax Error, Abstract Syntax Error or Logical Error) is detected in the ERROR INDICATION message, it shall not trigger the Error Indication procedure in the receiving Node but local error handling.

-
In case a response message or Error Indication message needs to be returned, but the information necessary to determine the receiver of that message is missing, the procedure shall be considered as unsuccessfully terminated and local error handling shall be initiated.

-
If an error that terminates a procedure occurs, the returned cause value shall reflect the error that caused the termination of the procedure even if one or more abstract syntax errors with criticality “ignore and notify” have earlier occurred within the same procedure.

-
If an AP ID error is detected, the error handling as described in subclause 10.6 shall be applied. 
10.6
Handling of AP ID

NOTE:
The “first message”, the “first returned message” and the “last message” as used below correspond to messages for a UE-associated logical connection. The “first message” has a new AP ID from the sending node and the “first returned message” is the first response message, which has a new AP ID from the node sending the “first returned message”. Thereafter the two AP IDs are included in all messages over the UE-associated logical connection unless otherwise allowed by the specification. The “last message” is a message sent by a node in order to complete the termination of a given UE-associated logical connection, such that no other messages for the same connection are expected in either direction.

If a node receives a first message that includes a remote AP ID which is erroneous, e.g., an AP ID which has been stored previously for another UE-associated logical connection for the same peer node, the receiving node shall initiate an Error Indication procedure with inclusion of only the previously received AP ID from the peer node and an appropriate cause value. In this case, both nodes shall initiate a local release of any established UE-associated logical connection having the erroneous AP ID as local or remote identifier. 

If a node receives a first returned message that includes a remote AP ID which has been stored previously for another UE-associated logical connection for the same peer node, or that includes an AP ID pair which is inconsistent (e.g., the local AP ID is unknown or already allocated to another UE-associated logical connection), the receiving node shall initiate an Error Indication procedure with inclusion of the received AP IDs from the peer node and an appropriate cause value. Both nodes shall initiate a local release of any established UE-associated logical connection (for the same NG interface) having these AP IDs as local or remote identifier.

If a node receives a message (other than the first or first returned messages) that includes AP ID(s) identifying a logical connection which is unknown to the node (for the same NG interface): 

-
if this message is not the last message for this UE-associated logical connection, the node shall initiate an Error Indication procedure with inclusion of the received AP ID(s) from the peer node and an appropriate cause value. Both nodes shall initiate a local release of any established UE-associated logical connection (for the same NG interface) having the erroneous AP ID(s) as local or remote identifier.

-
if this message is the last message for this UE-associated logical connection, the receiving node shall initiate a local release of any established UE-associated logical connection (for the same NG interface) that have either the local or remote AP ID(s) as identifiers.
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