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1. Introduction
This contribution discusses possible inconsistency between 36.413 and 33.401, for the inclusion of Security Context {NH, NCC} in the UE Context Suspend Response message and UE Context Resume Response message. 
2. Discussion
It is in the 33.401 description that the {NH, NCC} pair, namely the Security Context IE of S1AP is to be included in UE CONTEXT SUSPEND RESPONSE message and UE CONTEXT RESUME RESPONSE message. However there is no Security Context IE in both messages.

As the inclusion of the {NH NCC} is only needed if the local policy in the MME that indicates that a new NH derivation is needed, which means the Security Context IE is to be presence optional in both S1AP: UE CONTEXT SUSPEND RESPONSE message and S1AP: UE CONTEXT RESUME RESPONSE message.

It is then proposed:

Proposal 1: add in S1AP: UE CONTEXT SUSPEND RESPONSE message and S1AP: UE CONTEXT RESUME RESPONSE message the Security Context IE as optional presence.
33.401 describes:

	7.2.11.2
RRC connection suspend 

When the eNB initiates the RRC Connection Suspend procedure it sends S1-AP UE Context Suspend Request message to the MME.  Upon reception of the S1-AP UE Context Suspend Request message the MME shall check its local policy. If the local policy indicates that a new NH derivation is needed, the MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The MME shall store that fresh {NH, NCC} pair and send it to the eNB in the S1-AP UE Context Suspend Response message. 
Upon receipt of the S1-AP UE Context Suspend Response message from the MME and if the message includes a {NH, NCC} pair, the eNB shall store the fresh {NH, NCC} pair in the S1-AP UE Context Suspend Response message and remove any existing unused stored {NH, NCC} pairs. 
The eNB shall include a Resume ID, to be used for context identification and re-establishment, in the RRC Connection Suspend message sent from the eNB to the UE. The RRC Connection Suspend message is protected in PDCP layer using the current AS security context. The eNB shall store the Resume ID together with the UE context including the AS security context. The UE ID part of the Resume ID assigned by the eNB shall be different in consecutive suspends of the same UE. This is to avoid tracking of UEs based on the Resume ID. 

If the eNB has a fresh {NH, NCC} pair, the eNB shall keep KRRCint and delete other keys of the AS security context, i.e. keys KeNB, KRRCenc, KUPenc shall be deleted after sending the RRC Connection Suspend message to the UE. Otherwise, if a fresh {NH, NCC} pair was not received from the MME the eNB shall keep the AS keys.
When the the UE receives the RRC Connection Suspend message from the eNB, then the UE shall store the Resume  ID together with the current UE context including the AS security context until the UE decides to resume the RRC connection.




and
	7.2.11.4
RRC connection resume to the same eNB

The target eNB may be the same as the source eNB in the description in the previous subclause. If so the single eNB performs the roles of both the source and target eNB. In particular, a new KeNB* shall be derived even if the UE is resuming to the same cell from where it was suspended. However, there is the following difference.  

After a successful resume the eNB shall send S1-AP UE Context Resume Request message to the MME.  Upon reception of the S1-AP UE Context Resume Request message the MME shall check its local policy. If the local policy in the MME indicates that a new NH derivation is needed, the MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The MME shall store that fresh pair and send it to the eNB in the S1-AP UE Context Resume Response message. 
Upon receipt of the S1-AP UE Context Resume Response message from the MME and if the message includes a {NH, NCC} pair, the eNB shall store the fresh{NH, NCC} pair in the S1-AP UE Context Resume Response message and remove any existing unused stored {NH, NCC} pairs. The {NH, NCC} pair may be used in the next suspend/resume or X2-handover procedures.


3. Conclusion

In this contribution, a possible inconsistency is between 33.401 and 36.413 for the inclusion of simple discussion is shown to follow what SA2 has agreed [1][2].
Proposal 1: add in S1AP: UE CONTEXT SUSPEND RESPONSE message and S1AP: UE CONTEXT RESUME RESPONSE message the Security Context IE as optional presence.
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