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1. Overall Description:

SA3 would like to thank RAN3 for the LS on Security aspects of RRC Connection Re-Establishment for NB-IoT /DoNAS (S3-161934/ R3-167296). SA3 would like to provide a response to the following ask from RAN3.

RAN2 Question to SA3
“
In the current LTE specification the RRC Connection Re-establishment procedure needs to be integrity protected. Anyway the integrity protection and ciphering is not supported on the air interface for NB-IoT DoNAS, but instead Integrity protection and ciphering is performed on the NAS Layer.

Based on this, RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.

 “
SA3 answer:  
1)  SA3 has reached the preliminary conclusion that RRC Re-establishment procedure shall be integrity protected with replay attack prevention in order to prevent a fake UE to launch Denial of Service attack which would disrupt the services to the real UE.
2)  SA3 will discuss the security solution to protect RRC Connection Re-establishment procedure and will provide RAN2 with an update by next SA3#86 meeting. 

2. Actions:

To RAN3: None.
3. Date of Next TSG-SA WG3 Meetings:

SA3#86
6-10 February 2017
Sophia Antipolis, France

SA3#87
15-19 May 2017
Ljubljana, Slovenia

