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1 Introduction

Functionality to establish the IPSec tunnel for LWIP is available from release-13. Part of the work in RAN3 in release-14 is to add support for this functionality over a standardized interface instead of a proprietary interface as in release-13. 
In release-13, the eNB provides the following tunnel information to the UE in the TunnelConfigLWIP IE [1]. Note that reference [32] in the RRC specification [1] is TS 33.401 here reference [2].
ip-Address: Parameter indicates the LWIP-SeGW IP Address to be used by the UE for initiating LWIP Tunnel establishment [32].
ike-Identity: Parameter indicates the IKE Identity elements (IDi) to be used in IKE Authentication Procedures [32].
lwip-Counter: Indicates the parameter used by UE for computing the security keys used in LWIP tunnel establishment, as specified in TS 33.401 [32].
This is also aligned to the following text in [2] section H.2.1 

“When the eNB initially establishes LWIP with the UE, the eNB and the UE shall generate the LWIP security key, LWIP-PSK, as specified in clause H.4, to be used as the PSK for the IPsec tunnel set up between the UE and the LWIP-SeGW, as described in clause H.2.2.

The eNB shall provide to the UE, over the secure RRC signalling, the following parameters:

-
IP address of the LWIP-SeGW for the IKEv2 handshake, 

-
The Initiator Identity value, IDi, that the UE shall use in the IKEv2 handshake. 

-
LWIP counter that the UE shall use in LWIP-PSK derivation. “
This document discusses the information needed to establish the IPSec-tunnel over a standardized interface without UE impact. 

2 Discussion
Here we assume that the Xw interface defined between the eNB and WT is re-used for LWIP and that the LWIP-SeGW will be a function of the WT. 
2.1. Establishment of the IPsec tunnel between the AP and WT
According to [2]:

“The eNB shall inform the LWIP-SeGW function of the expected initiation of IKEv2 handshake by a UE, for subsequent establishment of the IPsec, and provide the following parameters:

-
the Initiator ID value, (IDi) that the UE will use in the IKEv2 handshake, 

-
the LWIP-PSK. “

Proposal 1: The IDi and the LWIP PSK are sent from the eNB to the WT.

The LWIP-SeGW IP Address is known by the SeGW itself hence should, if needed, be provided to the eNB from the WT. In deployments where the eNB is configured with the LWIP-SeGW IP Address the information is not needed hence it should be optional with criticality ignore. 
Proposal 2: Add the LWIP-SeGW IP address for each UE as an optional IE with criticality ignore.
When the eNB selects the IDi it needs to be unique in the WT. If not, two eNBs may assign the same IDi two different UEs. To avoid this problem the IDi could contain an identifier of the eNB uniquely identifying the eNB to all connected WTs. Since the global eNodeB ID already exist on the interface we propose to add the global eNB ID in the IDi. Another benefit with encoding an eNB identifier in the IDi is that the LWIP-GW understands to which eNB the UE belongs which allows a less complex WT implementation.
Proposal 3: The IDi shall contain an identifier of the eNB which assigned the IDi.

2.2 Signaling
Figure 1 shows how the IPsec tunnel is setup.
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Figure 1: Establishing the IPsec tunnel using release-13 functionality
1. The eNodeB decides when to use LWIP hence starts the sequence shown by sending the class 1 LWIP request message to the WT. The message contains eNB UE XwAP ID, IDi and LWIP-PSK. 
2. The WT makes admission control
3. The WT responds to (or fails) the request with the LWIP response (failure) message. The successful response message contains eNB UE XwAP ID, WT UE XwAP ID and LWIP-SeGW IP address. If the WT does not support LWIP it will respond with failure.
4. The eNB sends the information to the UE as in release-13.
5. The UE initates IKE-v2 towards the indicated LWIP-SeGW address which includes transferring the IDi to the WT.
6. The WT sends the WT Association confirmation message which includes the eNB UE XwAP ID and the WT UE XwAP ID to the eNB. From the eNB UE XwAP ID the eNB knows for which UE the IPsec tunnel has been established. 
Proposal 4: Reuse the WT Association Confirmation message to indicate to the eNB that the UE has been found in the WLAN network.
Proposal 5: Agree the CRs [3] and [4] implementing proposals 1-4
3 Conclusions and Proposals
We propose the following:

Proposal 1: The IDi and the LWIP PSK are sent from the eNB to the WT.

Proposal 2: Add the LWIP-SeGW IP address for each UE as an optional IE with criticality ignore.

Proposal 3: The IDi shall contain an identifier of the eNB which assigned the IDi.

Proposal 4: Reuse the WT Association Confirmation message to indicate to the eNB that the UE has been found in the WLAN network.
Proposal 5: Agree the CRs [3] and [4] implementing proposals 1-4
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