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1
Introduction
At the RAN3 meeting #91bis, the only mobility scenario that was agreed to be addressed is the inter-eNB HO without WT change. This scenario, backed up with a number of contributions from many companies, assumes usually an environment with relatively dense eNBs (e.g. small cells) that have coexisting WLAN coverage. The WLAN is aggregated with LTE via a single WT (single WT for the discussed environment, e.g. an office). 
In this paper we analyse possible solutions that can be employed to enable the enhancement, we discuss the needed work in RAN3 (in addition to RAN2) and make proposals concerning the next steps. As the base for the discussion, we take the points listed in [1].
2
Discussion
2.1 Principal approaches
The first point in [1] addresses the call flows:
a. Whether the WT Addition procedure happens during the Handover Preparation procedure or after the handover

b. When the WT Release procedure happens 

To consider it, one must look at the security first. We assume that in the classic LTE handover, at the moment when the UE receives the HO command (RRCConnectionReconfiguration), it starts using the target eNB’s PDCP key. Hence, the user data can be deciphered at the target eNB only. With the LWA connection active, the same LTE PDCP key should be applied to the PDCP PDUs transmitted via both LTE and WLAN – otherwise, the UE would have to handle two keys and use them separately for each of the RATs (LTE and WLAN).

Now, having the above in mind, we can consider two cases of the target eNB behaviour: LWA bearer addition during the HO, or after the HO. In the considerations below, in addition to the DL user data, also the UL user data is taken into account. This is because even though LWA in UL is not specified yet, the feature is one of the agreed objectives for eLWA WI in rel-14.
LWA addition during the HO

In this case, the target eNB tries to add an LWA bearer to the WT after having received the X2 HO REQUEST, but before sending X2 HO REQUEST ACKNOWLEDGE (the information about the availability of the LWA bearer can be included in the acknowledgement). The source eNB starts forwarding all the DL user data to the target eNB  right after the HO is acknowledged and the target eNB may start the LWA splitting immediately after the UE establishes the connection with the target eNB. If the source eNB releases the bearer to the WT right after the HO, the WT knows it may return to the source eNB the content of its DL buffer or to discard it.
The problem of this solution is that the completion of the HO procedure may be slightly delayed due to waiting for the WT addition to complete, which in the worst case may lead to connection failure. The benefit of this solution is that there is practically no interruption time  in the DL traffic flow over the WLAN connection: the only interruption is due to the forwarding and synchronisation at LTE, which is the same what happens  in case of LTE traffic.
In the UL, the UE may keep transmitting immediately after it has received the HO command (RRCConnectionReconfiguration). As stated above, we assume the UE handles only one PDCP ciphering context and therefore it changes (switches) the key at this very moment. This poses a problem: the WT still has two (Xw GTP) tunnels, one to the source eNB and the other to the target eNB, for the same UE. Moreover, the WT does not know when exactly the UE switches the PDCP context and changes the key, and therefore the WT does not know at which PDCP PDU count the routing should change from the HO source eNB to the HO target eNB. We will consider possible solutions later (chapter 2.2). 
LWA addition after the HO

In this case, the HO is completed independently from the LWA addition at the target eNB side. The UE receives the new PDCP key, but cannot use it for LWA until the LWA bearer addition is confirmed by another RRCConnectionReconfiguration message. Therefore, the DL data flow must be interrupted for a longer time, until the target eNB adds the LWA bearer. The benefit of this solution is that the timing of the LTE HO is not affected. It is important to note though, that the interruption, even if longer, is still shorter than if the LWA configuration is completely removed before the HO and possibly set up after the HO (legacy Rel.13 behaviour)!
It should be noted, that depending on the implementation, in both cases, the UE may receive some data over WLAN ciphered with the source eNB’s PDCP key even after the HO command (RRCConnectionReconfiguration) – this is because the WT is not aware of the actual HO (RRCConnectionReconfiguration) time, so the WT may still have some data in its DL buffer. If the UE is not able to tell what key was used to cipher it, currently it has two options: either to discard anything that arrives over the WLAN leg after the HO command (RRCConnectionReconfiguration), but before the target sets up the bearer to the WT (another RRCConnectionReconfiguration message with the LWA info) and to hope this will be retransmitted as not acknowledged data, or to decipher it twice, with two keys and provide to higher layers – when the checksums at the user plane IP are calculated, the incorrectly deciphered PDUs can be deleted. Third option, requiring a new key change indicator, is discussed later (chapter 2.2).
In the UL, the UE will use the source PDCP ciphering until the HO command (RRCConnectionReconfiguration) is processed and the connection to the target eNB is established. Since the source eNB does not know when this actually happens, it should not release the bearer to the WT until it knows that the UE will not send any more data in the UL using the source eNB given PDCP keys. In case of LWA addition after the HO this may be postponed until the UE context is released. 
Observation 1: From the LTE perspective, both options (LWA additions during or after the HO) are feasible. If the source eNB is informed about the implementation of the target eNB (e.g. there is LWA info added to the HO acknowledgement) they can likely cooperate the handover with LWA.

The fact that both solutions could work does not mean both of them should be recommended to be specified. As it can be noted, the decision on the applied signalling is up to the target eNB. This is not correct, because the main benefit to use the addition after the HO completion is to speed up the HO procedure; however, it is not the target eNB but the source eNB which knows the circumstances of the HO. Therefore, additional complexity of implementing two solution offers very illusive gains and should be avoided. 
Proposal 1: Only one of the two options should be agreed and standardised.
We can therefore consider and compare the benefits of the two approaches: HO time vs data flow. Normally, the HO timing would be the priority. However, already when Dual Connectivity (in rel-13) was considered, it was assumed that establishing a connection to the Secondary eNB (SeNB) from the target eNB does not affect significantly the HO time. We believe this same may be assumed for WT addition. 
Proposal 2: Considering the Dual Connectivity decisions (in rel-13) and taking into account other benefits (like ability to use multiple target preparations for LWA continuation), we propose that in the handover attempt with LWA the target eNB tries WT addition before acknowledging the HO to the source eNB.
2.2 Switching UL traffic

To solve the problem of switching the UL traffic at the WT, two methods can be considered as alternatives: 
· the UE suspends UL data transmission over WLAN for a short time until it synchronises successfully with the target eNB  (by then, the source eNB releases the GTP tunnel to the WT and the content of the DL buffer in the WT may either be returned to the source eNB or discarded), or 
· there is an explicit key change indicator in the PDU header that would allow the WT to recognize  the correct eNB (GTP) tunnel destination . 
The former creates a short break in the transmission (this break is assumed to be sufficient for the source eNB to release the bearer to the WT), which would be about the same as the break in LTE data transmission and LWA DL transmission. The latter allows uninterrupted UL transmission and eliminates the risk of a race condition between the UE and the source eNB (as it is unknown which one will happen first: the successful RACH access to the target eNB that opens again the UL transmission at the UE, or the bearer release from the source eNB). This solution however requires RRC changes.

One may observe additional benefit of the key change indicator: the UE would be able to decode the DL PDCP PDUs sent from the WT after it receives the HO command (RRCConnectionReconfiguration), assuming it does not delete the source key immediately. This enables the UE to decipher the PDCP PDUs that it may receive from the WT after having received the HO command with the right key, instead for trying both, as described above. Yet another method to consider is forwarding the UL PDCP PDUs to both eNBs, if WT has two (GTP) tunnels for the UE, i.e. one tunnel for the source eNB and another for the target eNB. Both eNBs will attempt deciphering and forward SDUs in S1 to the S-GW. The S-GW will not be able to tell the correctly deciphered SDUs from the wrongly deciphered SDUs and will send them all further to the P-GW. Only there, e.g. based on the IP checksums, the incorrectly deciphered PDUs can be dropped. (Actually the wrongly deciphered SDU is a user IP packet which is fully corrupted i.e. not actually an IP packet at all).  P-GW action is quite distant from the E-UTRAN and the load that the duplicated packets generate will affect S1 and quite a number of network elements before it will be discarded by the P-GW. Therefore, we propose to rule this solution out.

Proposal 3: For scenarios with both eNBs having bearer(s) to the WT for the same UE, the WT should forward the UL traffic to only one of the eNB (GTP) tunnels, which enables correct deciphering of the PDCP PDUs.
The above discussion indicates that it depends on the PDCP functionality and key handling, and therefore this issue is also up to RAN2 decisions. RAN3 may therefore make working assumptions but should wait for RAN2 discussions with the finalisation of the complete solution. 
Observation 2: It is feasible to enable routing of the UL data to the correct eNB (GTP) tunnel. 

Proposal 4: Decisions on details of the solution should be postponed until RAN2 also considers UL data in eLWA WI.

2.3 WLAN re-keying

Independently from the above issues, there is the aspect of the WLAN re-keying: the UE should switch from using the source eNB given S-KWT to the target eNB given S-KWT. According to Rel-13 decisions, the information enabling the UE to derive the new key is provided after the target eNB sets up the bearer to the WT. It can therefore be combined with the HO command (RRCConnectionReconfiguration), if the addition is combined with the HO; otherwise, another RRCConnectionReconfiguration is needed. Another aspect is the occurrence of a possible HO failure: if this happens, the UE may return to the source eNB (by reestablishment), so the re-keying may not be necessary. This scenario means a separate RRCConnectionReconfiguration after the HO is completed with the new key, may actually be more reasonable.
Observation 3: The WLAN re-keying should not be executed before RACH access to the target eNB is completed successfully.
One may observe though, that the re-keying is not time-critical, namely: as long as the UE stays connected to the WLAN where it is authorised to use the service, the WLAN connection will not terminate even though the access key has changed, even if some data units may be corrupted. (Note that silent loss of data in the AP buffer may happen anyway during normal WLAN operations.) 
2.4 Message flows

To illustrate the above, we present 3 message flows: (1) LWA addition during the HO with UL interruption, (2) LWA addition during the HO with the key change indicator from the UE and (3) LWA addition after the HO:
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Figure 1: LWA addition during the HO with UL interruption.
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Figure 2: LWA addition during the HO with the key change indicator.
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Figure 3: LWA addition after the HO.

4
Conclusions

In this paper, we analyse several options to enable the inter-eNB HO without WT change. We identify the decisions to be made and propose which one to take. We also want to confirm the proposed mechanism is feasible and within the competence of RAN3 and RAN2. The proposals and observations are as follows:

Observation 1: From the LTE perspective, both options (LWA additions during or after the HO) are feasible. If the source eNB is informed about the implementation of the target eNB (e.g. there is LWA info added to the HO acknowledgement) they can likely cooperate the handover with LWA.

Proposal 1: Only one of the two options should be agreed and standardised.

Proposal 2: Considering the Dual Connectivity decisions (in rel-13) and taking into account other benefits (like ability to use multiple target preparations for LWA continuation), we propose that in the handover attempt with LWA the target eNB tries WT addition before acknowledging the HO to the source eNB.
Proposal 3: For scenarios with both eNBs having bearer(s) to the WT for the same UE, the WT should forward the UL traffic to only one of the eNB (GTP) tunnels, which enables correct deciphering of the PDCP PDUs.
Observation 2: It is feasible to enable routing of the UL data to the correct eNB (GTP) tunnel. 

Proposal 4: Decisions on details of the solution should be postponed until RAN2 also considers UL data in eLWA WI.

Observation 3: The WLAN re-keying should not be executed before RACH access to the target eNB is completed successfully.
Based on these, we propose to adopt the draft stage-2 CR as the baseline for further work [2].
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