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1 Introduction

In two related contributions [1]

 REF _Ref410047121 \r \h 
[2] we discuss possible issues related to eNB traffic offloading to and from WLAN and a possible architecture. Both contributions rely on the assumption that it is possible to uniquely identify the same UE on both eNB and WLAN side. This is crucial in order to ensure that any parameter reported by WLAN for a UE can be correlated to the same UE by the eNB. Such assumption, however, needs to be further verified, because:

· The UE identifiers from the 3GPP side (e.g. S1AP UE ID etc.) may be meaningless for WLAN;
· The WLAN MAC address, which uniquely identifies a terminal in WiFi, may be meaningless for the eNB.

Moreover, the key aspect is how the eNB can correlate between its own UE identifier(s) and any identifier coming from WLAN, and vice versa. We believe this is critical in order to study and possibly specify any future eNB-WLAN functionality.

2 Discussion
2.1 UE Identifiers

Figure 1 shows the architecture proposed in [2]. In this scenario, the UE is identified on either side by the following information:
· Within the eNB, by its eNB UE S1AP ID and possibly by its X2AP UE ID [3];

· Within the WLAN TF, by its WLAN MAC address.

It is worth noting that the eNB UE S1AP ID is unique for the UE only for the duration of the UE-associated logical S1 connection for that UE: once the UE detaches from the eNB, its eNB UE S1AP ID is removed and its value could be, in principle, reused for another UE according to implementation. On the other hand, the WLAN MAC address is unique for the physical interface within the UE and in principle it never changes
.
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Figure 1 eNB-WLAN architecture proposed in [2].

Observation 1: the eNB ID UE S1AP ID for the eNB and the WLAN MAC address for the WLAN TF can be considered as candidate unique identifiers for the UE for the duration of the signaling connection on either side.

2.2 Signaling the UE Identifier
According to [1] and [2], the WLAN TF can report UE-related information to the eNB; it seems obvious that the WLAN TF should add a UE identifier (an “Xw UE ID”) together with such information.

It seems appropriate to use the WLAN MAC address as signaled by the UE for this purpose. We notice that this has the added benefit of reusing already available information from the WLAN node (thereby limiting WLAN TF complexity), and of not requiring any changes in the WLAN air interface.
Observation 2: Using the WLAN MAC address of the UE as “Xw UE ID” reuses information already available in the WLAN and does not require WLAN specification changes.
We could have considered using e.g. the UE IMSI, but this would have required the UE to send its IMSI to the WLAN node and then signaling the IMSI over a network interface (Xw). This has a number of serious implications: it requires changes in the WLAN air interface (out of 3GPP scope), and there are security issues due to the use of IMSI over network interfaces (and even by a non-3GPP node).

Observation 3: Using e.g. the UE IMSI as Xw UE ID has serious implications and is not considered feasible.
Proposal 1: RAN3 should discuss the possible use of the WLAN MAC address as signaled by the UE to the WLAN, as identifier for UE-related information over Xw (Xw UE ID).
2.3 Identifier Correlation

The eNB cannot correlate such an Xw UE ID (i.e. the UE WLAN MAC address) with the UE identity it knows, if the WLAN MAC address is not known to it. Currently there is no way for a UE to signal its WLAN MAC address to the eNB.
Observation 4: Currently the UE does not signal its WLAN MAC address to the eNB over Uu; this makes it impossible for the eNB to correlate it with the UE identity it knows.

Notice that this issue would exist irrespectively of the choice of UE identifier to be signaled over Xw, but using the UE WLAN MAC address over both Xw and Uu would be very convenient for the eNB for identity correlation purposes. Signaling the WLAN MAC address over Uu, however, may involve new UE-eNB signaling, which is under RAN2 responsibility and seems to be out of scope for the current SI.
Proposal 2: RAN3 should discuss the possibility for the UE to signal its WLAN MAC address over Uu; further evaluation of this issue might involve e.g. RAN2 but seems to be out of scope for the current SI.
3 Conclusions and Proposals
We have analyzed some issues and options what to use as a UE identifier over Xw, and how to correlate such a UE identifier with the UE identity within the eNB. We summarize our analysis in Table 1 below.
	
	UE WLAN MAC Address as Xw UE ID
	UE IMSI as Xw UE ID

	Impacts Uu (out of RAN3 scope but in 3GPP scope)
	Y
	N

	Impacts WLAN air interface (out of 3GPP scope)
	N
	Y

	Potential security implications
	None identified so far
	Y


Table 1 Comparison table for a potential Xw UE ID.
Our proposals are summarized below.
Proposal 1: RAN3 should discuss the possible use of the WLAN MAC address as signaled by the UE to the WLAN TF, as identifier for UE-related information over Xw (Xw UE ID).
Proposal 2: RAN3 should discuss the possibility for the UE to signal its WLAN MAC address over Uu; further evaluation of this issue might involve e.g. RAN2 but seems to be out of scope for the current SI.
Proposal 3: Capture Table 1 and the relevant parts of Sec. 2 in TR 37.870.
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�Some UE implementations have been reported to randomize or hash the MAC address when connecting to the AP, so the same UE might possibly signal different MAC addresses to different WLAN ESSIDs; this, however, does not change for the duration of the WLAN connection.





