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1 Introduction
At last RAN3#85bis, some discussions took place on the necessary Information Elements to be included and visible over X2AP related to the security procedures.

This paper cleans up the remaining open issues related to the negotiation security algorithms.
2 Negotiation of Security Algorithms over X2AP
Negotiation of security algorithm should be enabled whenever moving dual connectivity configuration i.e. in the SeNB Addition procedure because this involves a new eNB and that new eNB may not support the same algorithms as the MeNB. This is similar to what happens in R8 LTE where there is no incentive to change algorithm as long as you stay in the same eNB but change of algorithm is possible at X2/S1 handover because the new target eNB may not support the same algorithms  as the source eNB.  

Observation 1: negotiation of security algorithm should be enabled in the SeNB Addition Request procedure.

By extension, during the procedure of SeNB change, there is a change of SeNB and this may require a change of algorithm. However, the SeNB change procedure consists of the addition of the new SeNB followed by the release of the old SeNB. The  negotiation of security algorithms allowed by the SeNB Addition Request therefore already fulfils the needs of the SeNB Change procedure.

Observation 2: enabling the negotiation of security algorithms in the SeNB Addition Request procedure also fulfils the needs for the SeNB change.

This leads to proposal 1: 

Proposal 1: negotiation of security algorithms should be enabled in SeNB Addition Request procedure.

Once the SeNB has been created, the SeNB Modification Required/Request allows the following use cases:

· Bearer type change: the algorithm selected in the SeNB is global for all SCG DRBs ad therefore no change of algorithm is needed.

· Bearer release: same s above.

· PSCell change: when not involving the SeNB Addition procedure the SCG is identical and therefore no change of algorithm is necessary.

· Reconfiguration of parameters: does not modify the DRB set and the SCG. Same as above.

Looking at all use cases of the SeNB Modification procedures, no one involves the need to re-negotiate the security algorithms since the procedure in itself doesn’t involve a change of eNB. In order to avoid any misunderstanding and potential IOT issue this should be clearly captured in the X2AP specification.

Proposal 2: Change of security algorithm should not be allowed during the SeNB Modification Required/Request procedures and the procedural text should forbid it as proposed in tdoc [1].

3 Presence of MeNB Security algorithm IE in X2AP procedures

The SeNB Addition Request message contains the MeNB to SeNB Container IE which includes the SCG-ConfigInfo message defined in RRC TS 36.331. This message actually contains the MCG configuration. Besides, last RAN2 discussed and decided that the full MCG configuration will be provided to SeNB over RRC. Therefore this includes the MeNB security algorithm which must be provided over RRC. There is no need to duplicate the information at X2AP level. 
Similarly it should be noted that the security configuration decided by the SeNB is already sent back to MeNB in the RRC container in the SeNB Acknowledge message in the SeNB to MeNB Container IE. 
Proposal 3: the MeNB Security Algorithm IE is removed from the X2AP SeNB Addition Request as proposed in tdoc [1].
For the same reasons as above, the MeNB Security Algorithm IE is not needed in the SeNB Modification Request message. It is consistently not present today in the layout of the message, however there is surprisingly some remaining procedural text about it which should be removed.
Proposal 4: remove the X2AP procedural text on the non-included MeNB Security Algorithm IE of the X2AP MeNB Modification Request procedure.
4 Presence of UE Security Algorithms in X2AP procedures

The UE Security Capability IE is necessary in the SeNB Addition Request message in order for the SeNB to select the appropriate algorithm that is supported by both the UE and the SeNB local configuration.
However these algorithms are stored in the UE context and they do not change. There is therefore no need to provide them again in the SeNB Modification Request. Their presence could instead be misleading inferring that they could change!
Proposal 5: remove the UE Security Capability IE from the SeNB Modification Request message.

5 Conclusion and Proposal 

This paper has analysed remaining open issues related to the negotiation of security algorithms over X2AP and found out that the following final corrections were necessary:

Proposal 1: negotiation of security algorithms should be enabled in SeNB Addition Request procedure.

Proposal 2: change of security algorithm should not be allowed during the SeNB Modification Required/Request procedures and the procedural text should forbid it as proposed in tdoc [1].

Proposal 3: remove the MeNB Security Algorithm IE from the X2AP SeNB Addition Request as proposed in tdoc [1].

Proposal 4: remove the procedural text concerning the non-included MeNB Security Algorithm IE from the X2AP MeNB Modification Request procedure. 
Proposal 5: remove the UE Security Capability IE from the SeNB Modification Request message.

The corrections are available in [1].
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