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	Reason for change:
	The current text in clause 5.10 gives the impression that the S1AP protocol would somehow be involved in the transport or generation of the individual integrity and encryption keys used by the PDCP prootocol on the air-interface. Since that is not the case, the current text is incorrect and confusing.

Neither the ciphering key nor the integrity key are provided by the EPC to the eNB. Instead, the MME provides the eNB with a single key (KeNB), a set of encryption algorithm identifiers, and a set of integrity algorithms identifiers that the UE supports. The eNB then derives the user plane encryption key KUPenc, the RRC encryption key KRRCenc and the RRC integrity key KRRCint from the received KeNB. The eNB also selects which integrity algorithm and which encryption algorithm to use based on some local polices and the received algorithm identifier lists. The above is described in TS 33.401 and TS 36.300.
Rev1: modified the statements in the section 5.10.1.2 and 5.1.2.2.
Rev2: the section 5.10 is totally rewrited based on the description in TS 33.401 and TS 36.300.

	
	

	Summary of change:
	It is clarified that the EPC (MME) provides the eNB with a single key, the KeNB. It is further clarified that the eNB derives the encryption keys from the KeNB and the integrity key from the KeNB. The eNB also selects which integrity algorithm and which encryption algorithm to use based on some local polices and the algorithm identifier lists it received from the MME.

This CR has an isolated impact towards the previous version of the specification (same release).

This CR has no impact under a functional point of view. 
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	Wrong specification which may lead to misunderstanding.
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	Other comments:
	


5.10
Security function
The eNB provides integrity protection and ciphering of the radio interface control plane and ciphering of the radio interface user plane. To accomplish this, the EPC sends a key, KeNB, to the eNB. The eNB derives an integrity key and a ciphering key from the KeNB for the radio interface control plane and an encryption key for the radio interface user plane. The UE also has access to the KeNB, and can hence derive the integrity key and ciphering key.

The EPC further sends the EPS security capabilities of the UE to the eNB. The EPS security capabilities include which ciphering and integrity protection algorithms the UE supports. The eNB uses this information when selecting which ciphering and integrity protection algorithms to use on the radio interface with the UE.
5.10.1
Data confidentiality

5.10.1.1
Radio interface ciphering function

Void.
5.10.1.2
Ciphering key management function

Void.
5.10.2
Data integrity

5.10.2.1
Integrity checking

Void.
5.10.2.2
Integrity key management

Void.
