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1.
Introduction
In last RAN3 meeting, it was agreed that the SeNB Modification procedures (MeNB->SeNB, SeNB->MeNB) are to be used for the key update. But, an issue about how to handle Key Change/Update Triggered by SeNB is still open. This paper investigates this issue and shows our view on it.
2.
Discussion
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Fig. 1: SeNB Modification procedure - SeNB initiated.
Fig. 1 shows the SeNB Modification procedure triggered by SeNB, in which Key change/update is required by SeNB.  That can be realized by step 1 with an explicit Key Change Indication. The open issue is when to give a feedback on the updated S-KeNB or the changed DRB ID. There are two solutions, one of which is to put it into step 2. The second solution is in step 6. 
If it is put in step 2, SeNB may get it in advance. However, at that time it has not been sent to UE, which may still transmit the uplink data with the old key for the duration step 3 and step 4. In this situation, SeNB has overwritten the old key into the new key and thus it cannot do the correct interpretation on the uplink data for the duration of step 3 and step 4. 
On the other hand, if it is put into step 6, SeNB may continue to interpret the uplink data for the duration of step 3 and step 4 since the old key is still valid. However, SeNB may need to wait for a short time, which could be the duration of sending step 5 and 6, to interpret the uplink data received during the two messages. That is the drawback of this solution. But if we go for solution 1 (by using step 2), step 3 is useless. 
This issue is also related to the open issue, that is, a good proof of necessity of step 2 and 3 for other purpose except data forwarding. From the analysis above, this scenario about key change/update is reluctant to be a very important reason for introducing step 2 and 3.
Based on the analysis above, the following proposal is suggested to RAN3:

Proposal): Steps 6, i.e., SeNB Modification Confirm message, is fine for the Key Change/Update Triggered by SeNB.
3. Conclusion
This paper investigated the open issue about Key Change/Update Triggered by SeNB. The following proposal is suggested to RAN3: 
Proposal): Steps 6, i.e., SeNB Modification Confirm message, is fine for the Key Change/Update Triggered by SeNB.
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