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1. Introduction 
This contribution aims to clarify some remaining issues of S-KeNB change [1], including:
· Key change (key update) that is triggered by SeNB (for S-KeNB):  agreed to use SeNB Modification procedure initiated by SeNB, however it is FFS how to ensure the SeNB has the new S-KeNB before receiving uplink packets by the SeNB.

· The SeNB Key Change Indication IE which is indicated from SeNB to MeNB, the definition and usage of the IE in other scenarios than PDCPCountWrapAround is FFS.
2. Discussion

1.1 SeNB triggered key change procedure
It has been agreed that using SeNB Modification procedure initiated by SeNB to complete S-KeNB change. However, it is still unclear what the detail proceeding is. Currently, there maybe two possible cases according to whether need MeNB triggered preparation between MeNB and SeNB.

Case 1: without MeNB triggered preparation involved.
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Figure 1
In this case, the S-KeNB change can be completed without MeNB triggered preparation. That is the SeNB triggered SeNB Modification Required message is followed by the RRC reconfiguration procedure on Uu. The detail signalling flow is shown in figure 1. 
1. The SeNB sends the SeNB Modification Required message for S-KeNB change, which includes the SeNB Key Change Indication and necessary configuration, e.g. Security Algorithm, dedicated preamble, new radio resource configuration etc.

2. MeNB decide to update the S-KeNB. So it increases the SCC and calculates the new S-KeNB*. Then MeNB assembles the final RRC message based on the information received from SeNB and send it to UE. Herein, the new SCC should be included in this message.
3. UE accepts the new configuration and replies the RRCConnectionReconfigurationComplete message. Meanwhile, UE should also calculate the S-KeNB* based on received SCC. 

4. Upon successful completion of the reconfiguration, the MeNB sends SeNB Modification Confirm message to SeNB indicate that key change is successful. Wherein, the new S-KeNB* (calculated in step 2) will be included. 

5. To ensure that the SeNB and UE apply the new key simultaneously, the UE performs the Random Access procedure toward SeNB.
Note: According to the RAN2 agreement, the order the UE sends the RRCConnectionReconfigurationComplete message (step 3) and performs the Random Access procedure towards the SeNB (step 5) is not defined. So the sequence of step 3&4 and step 5 may be different.

In this process, SeNB should stopped the transmission in time t1 which is before step 2 (i.e. UE receives the reconfiguration message). And the SeNB shouldn’t resume the transmission (both DL and UL) until time t2, i.e. when it is confirmed that UE has completed the change successfully. All of this is to ensure that SeNB and UE apply the new key simultaneously. But when to resume transmission (i.e. t2) depends on the sequence of step 3&4 and step 5.
· If step 5 takes place after step 4, t2 is after step 5, because SeNB has already had the new key (S-KeNB*) when it receives the uplink packets from UE. 

· If step 5 takes place before step 4, t2 should be late than step 4. To ensure the SeNB has the new S-KeNB before receiving uplink packets by the SeNB, SeNB should not grant UE for UL transmission until SeNB receives the confirmation from MeNB in step 4.
Based on the above analysis, it can be concluded that:
Proposal 1: if S-KeNB change is completed without MeNB triggered preparation involved, SeNB should not grant UE for UL transmission before it receives the success confirmation from MeNB and UE completes the RA procedure.
Case 2: with MeNB triggered preparation.
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Figure 2
Compared to case 1, an extra preparation between MeNB and SeNB is required before the MeNB sends RRC reconfiguration procedure on Uu, see figure 2. 

1. The SeNB sends the SeNB Modification Required message for S-KeNB change, which includes the SeNB Key Change Indication and necessary configuration, e.g. Security Algorithm, dedicated preamble, new radio resource configuration etc.

1a. MeNB decide to update the S-KeNB. So it calculates the new S-KeNB* based on a new SCC. The MeNB triggers the preparation of the MeNB initiated SeNB Modification procedure and provides the new S-KeNB* within the SeNB Modification Request message. In addition, other MCG or SCG configuration may also be included.
1b. The SeNB replies the SeNB Modification Request ACK, including the new configuration.
2. The MeNB assembles the final RRC message based on the information received from SeNB and sends the RRCConnectionReconfiguration message to the UE including the new SCC.
3. UE accepts the new configuration and replies the RRCConnectionReconfigurationComplete message. Meanwhile, UE should also calculate the S-KeNB* based on received SCC. 

4. Upon successful completion of the reconfiguration, success of the RRC connection reconfiguration procedure is indicated in the SeNB Modification Confirm message. 
5. To ensure that the SeNB and UE apply the new key simultaneously, the UE performs the Random Access procedure toward SeNB.
Similar with case 1, SeNB should also stop the transmission in time t1.  Regarding t2, if UE performs the RA successfully, it means that UE has already accepted the new Key. Since SeNB already the new key yet (in step 1b), the UP transmission can be resumed. That is t2 is just after UE completes the RA.
Proposal 2: if S-KeNB change is completed with MeNB triggered preparation involved, SeNB should not grant UE for UL transmission before UE completes the RA procedure.
1.2 Other triggering scenario 
According to TS33.401, Key-change-on-the fly consists of re-keying or key-refresh. Only key-refresh can be initiated by RAN. And PDCP COUNT wrapping around is a typical triggering scenario. 
In DC, all of the security policy can be handled in MeNB. The only thing MeNB can’t perceive is the re-use of SCG bearers’ PDCP COUNT, which is allocated by SeNB. So, in our understanding, PDCP COUNT wrapping around is the only reason that SeNB triggers the S-KeNB change.

Proposal 3: there is no other triggering scenario than PDCP COUNT wrapping around.

3. Conclusion
Proposal 1: if S-KeNB change is completed without MeNB triggered preparation involved, SeNB should not grant UE for UL transmission before it receives the success confirmation from MeNB and UE completes the RA procedure.
Proposal 2: if S-KeNB change is completed with MeNB triggered preparation involved, SeNB should not grant UE for UL transmission before UE completes the RA procedure.
Proposal 3: there is no other triggering scenario than PDCP COUNT wrapping around.
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