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1   Introduction
For the SeNB initiated security procedure, there are still some issues remaining, e.g. 2-step procedure, or 4-step procedure? In this paper, we will further discuss the SeNB initiated security procedure.

2   Discussion
According to current TS 36.300 running CR:
SCG bearers in DC share a common pool of radio bearer identities (DRB IDs) together with the MCG bearers and when no new DRB ID can be allocated for an SCG bearer without guaranteeing COUNT reusing avoidance, the MeNB shall derive a new S-KeNB. SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB may decide either to update the S-KeNB or change DRB ID.
When PDCP COUNTS of SCG bearers are about to wrap around, one possible approach is changing DRB ID, but not changing the S-KeNB. However, current IE in the “SENB MODIFICATION REQUIRED” message is “SeNB Key Change Indication”, which does not reflect the DRB ID change approach. Moreover, for DRB ID change approach the MeNB needs to know COUNTs of which DRBs are about to wrap around. Therefore we suggest:
Proposal 1: 
The “SeNB Key Change Indication” IE in the SENB MODIFICATION REQUIRED message is changed to “DRB COUNT Wrap Around Information”, which includes a list of DRB IDs which are about to wrap around.
The MeNB decides which approach is used. When MeNB uses the DRB ID change approach, the “MeNB initiated SeNB Modification Preparation” procedure is needed in order to request the SeNB to change the related DRB IDs, i.e. 4-step procedure is used.
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Fig.1 the approach of DRB ID change 
When the MeNB uses the S-KeNB refresh approach, the MeNB needs to obtain the whole SCG configuration information because the MeNB needs to release and add the SCG in the Uu interface, which needs to send the whole SCG configuration to UE. There are two alternative to obtain the SCG configuration by MeNB:
· Alt 1:
The SCG configuration is contained in the “SeNB Modification Required” message.

· Alt 2:
 The MeNB initiate the “MeNB initiated SeNB Modification Preparation” procedure to obtain the SCG configuration.

With Alt 1, the SCG configuration is useless in case the MeNB uses the approach of DRB ID change. Alt 2 is more in line with the approach of DRB ID change. Therefore, we suggest:
Proposal 2: 
4-step procedure is used for SCG bearer wrap around.
3   Conclusion
In this contribution, we discuss SeNB initiated security procedure. We suggest:
Proposal 1: 
The “SeNB Key Change Indication” IE in the SENB MODIFICATION REQUIRED message is changed to “DRB COUNT Wrap Around Information”, which including a list of DRB IDs which are about to wrap around.

Proposal 2: 
4-step procedure is used for SCG bearer wrap around.
The corresponding text proposal is attached below.
4   Reference

[1] 3GPP TS 36.300 running CR for dual connectivity 
[2] 3GPP TS 36.423 running CR for dual connectivity (R3-142044)
5   Text Proposal (X2AP)
Beginning

9.1.x.8
SENB MODIFICATION REQUIRED

This message is sent by the SeNB to the MeNB to request the modification of SeNB resources for a specific UE.

Direction: SeNB ( MeNB.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	MeNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the MeNB
	YES
	reject

	SeNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the SeNB
	YES
	reject

	Cause
	M
	
	9.2.6
	
	YES
	ignore

	DRB COUNT Wrap Around Information
	O
	
	DRB COUNT Wrap Around Information
9.2.xz
	SeNB indicates that uplink or downlink PDCP COUNTs are about to wrap around
	YES
	ignore

	SeNB to MeNB Container
	O
	
	OCTET STRING
	Includes the necessary RRC Information as specified for DC operation in TS 36.331 [9]
	YES
	ignore


<unrelated part is omitted>
9.2.x3
DRB COUNT Wrap Around Information
The DRB COUNT Wrap Around Information IE is used to indicate the uplink or downlink PDCP COUNTs are about to wrap around in the SeNB.


	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	DRB COUNT Wrap Around Information
	
	1 .. <maxnoof Bearers>
	
	

	>E-RAB ID
	M
	
	9.2.23
	


	Range bound
	Explanation

	maxnoofBearers
	Maximum no. of E-RABs. Value is 256


End
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