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1 
Introduction
In last RAN3 meeting, it was agreed the SeNB Modification procedures (MeNB->SeNB, SeNB->MeNB) are to be used for the key update. Four scenarios that need to update the Key were identified:
0) Initiation: agreed to use SeNB Addition Request procedure

1) Key change (key update) that is triggered by MeNB and MME (for S-KeNB / KeNB): agreed to use SeNB Modification procedure initiated by MeNB.
2) Key change (key update) that is triggered by SeNB (for S-KeNB):  agreed to use SeNB Modification procedure initiated by SeNB.
3) Key change (key update) triggered by MeNB (for SKeNB): agreed to use SeNB Modification procedure initiated by MeNB.
However, some remaining issues need to be discussed, e.g. how to ensure the SeNB has the new S-KeNB before receiving uplink packets by the SeNB? The definition and usage of the IE in other scenarios than PDCPCountWrapAround is FFS. In this contribution, we provide some analysis of these remaining issues and give some proposals.
2
Discussion 
According to last RAN3 meeting, there are two solutions to solve the issue of Key change that is triggered by SeNB. One is to implement SeNB Modification procedure initiated by SeNB through four-steps operation via X2 as shown in the Fig 1.
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Figure 1 S-KeNB Refresh procedure with four-steps operation via X2
1. The SeNB sends the SeNB Modification Required message, which contains a PDCP Count Wrap Around indicator;

2. The MeNB derives a new key(S-KeNB) and sends it to the SeNB by using the SeNB Modification Request message over X2;
3. The SeNB responds with the SeNB Modification Request Acknowledge message, which contains the configuration information of release and addition of a SCG in RRC container;

4./5.  The MeNB initiates the RRC connection reconfiguration procedure.
6./7.  Perform reconfiguration complete and synchronization towards the cell of the SeNB.
Another solution is to implement SeNB Modification procedure initiated by SeNB through two-steps operation via X2 as shown in the Fig 2.
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Figure 2 S-KeNB Refresh procedure with two-steps operation via X2
1. The SeNB sends the SeNB Modification Required message, which contains a PDCP Count Wrap Around indicator;
2./3.  The MeNB initiates the RRC connection reconfiguration procedure.
4./5.  Perform SeNB Modification confirm and synchronization towards the cell of the SeNB.
According to the current running stage2 CR [1], the SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB may decide either to update the S-KeNB or change DRB ID. For solution1, the MeNB can update the S-KeNB or change DRB ID by sending the SeNB Modification Request message, then the SeNB generate a new RRC container in the SeNB Modification Request ACK message However, for solution 2, S-KeNB has to be changed when PDCP COUNTs are about to wrap around, because the MeNB only can update the S-KeNB by sending SeNB Modification confirm message, the DRB ID change cannot be implemented. Apparently the solution2 lacks flexibility compared with solution1. 
Observation 1: For solution 2, just S-KeNB update operation can be applied for solving the issue of PDCP COUNTs wrap around.
On the other hand, the solution2 has a disadvantage that SeNB acquires a new S-KeNB later than UE does. Then when the UE transmits newly encrypted uplink packets to the SeNB, the SeNB only can buffer these packets until the new S-KeNB is acquired, it will lead to longer interruption time of uplink transmission. Assuming that the latency of X2 backhaul is 60 ms, the SeNB stops uplink and downlink data transmission by sending the SeNB Modification Required message. Then the interruption time of uplink transmission is about 130ms (X2 transmission delay of 120ms + RRC message processing delay of 10ms) until the receipt of the SeNB Modification confirm message. 
For solution1, the SeNB will stop uplink and downlink data transmission after the receipt of the SeNB Modification Request message. Then the interruption time of uplink transmission is about 70 ms (X2 transmission delay of 60 ms + RRC message processing delay of 10ms) until the receipt of the RACH message successfully.
Based on above analysis, in the aspect of interruption time, solution 1 is better than solution 2.
Observation 2: Solution 2 would lead to longer interruption time of uplink transmission compared with solution 1.
The benefit of solution 2 is that 2 X2AP messages can be saved. In addition, the execution time of the key update procedure is obviously reduced. However, considering the occurrence of the PDCP COUNTs wrap around is not very frequent, it seems these benefits are not so significant.
Therefore, we prefer to adopt solution 1 to accomplish the S-KeNB update procedure triggered by the SeNB.
Proposal 1: It is proposed to adopt solution 1 to accomplish the S-KeNB update procedure triggered by SeNB.
3
Conclusion
In this contribution, we analyze some remaining issues for the counter check procedure, and some proposals have been provided as follows:
Proposal 1: It is proposed to adopt solution 1 to accomplish the S-KeNB update procedure triggered by SeNB.
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Annex:
Text Proposal
First Change
10.1.2.X.2.2
SeNB Modification
The SeNB Modification procedure may be initiated either by the MeNB or by the SeNB and be used to modify, establish or release bearer contexts, to transfer bearer contexts to and from the SeNB or to modify other properties of the UE context within the same SeNB. This procedure is also used to remove and add the SCG in the same SeNB, and in this case, the path switch and data forwarding for DRB on SCG may be suppressed.It does not necessarily need to involve signaling towards the UE.
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Figure 10.1.2.X.2-1: SeNB Modification procedure - MeNB initiated.

The MeNB can use the procedure to initiate addition or release of SCG SCells (other than PSCell), SCG bearer and the SCG part of split bearer. The SeNB may reject the request, except if it concerns release of SCG cells (other than PSCell) or of SCG bearer or SCG part of split bearer. Figure 10.1.2.X.2-1 shows an example signaling flow for a MeNB initiated SeNB Modification procedure that includes
1.
The MeNB sends the SeNB Modification Request message, which may contain bearer context related or other UE context related information (e.g. S-KeNB in case of SCG bearers), data forwarding address information (if applicable) and SCG-ConfigInfo which contains the MCG configuration and the entire UE capabilities for UE capability coordination to be used as basis for the reconfiguration by the SeNB.  In case of SCG SCell addition request, the MeNB can provide the latest measurement results for the SCG cell(s) requested to be added and SCG serving cell(s). 
Editor’s note: FFS whether SCG-ConfigInfo contains SCG configuration.
2.
The SeNB responds with the SeNB Modification Request Acknowledge message, which may contain radio configuration information within SCG-Config message and data forwarding address information (if applicable).

The SeNB can decide whether the Random Access procesure is required. If required, e.g., PSCell change, the SeNB indicates it in SCG-Config.
3./4.
The MeNB initiates the RRC connection reconfiguration procedure and the UE applies the new configuration and replies with RRCConnectionReconfigurationComplete. In case the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message, it performs the reconfiguration failure procedure.
5.
Upon successful completion of the reconfiguration, success of the RRC connection reconfiguration procedure is indicated in the SeNB Reconfiguration Complete message. The MeNB forwards the Inter-eNB-RRC-message-Y message.
Editor’s note: FFS the Inter-eNB-RRC-message-Y is SCG-ConfigInfo.
6.
If instructed, the UE performs synchronisation towards the cell of the SeNB as described in SeNB addition procedure.
If the bearer context at the SeNB is configured with the SCG bearer option and, if applicable

7./8. Data forwarding between MeNB and the SeNB takes place. (Figure 10.1.2.X.2.2-1 depicts the case where a bearer context is transferred from the MeNB to the SeNB.)

9.
If applicable, a path update is performed.
Editor’s Note:
Dependent on the scenario the Editor’s Notes from section 10.1.2.X.1 may be applicable as well. 
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Figure 10.1.X.2-2: SeNB Modification procedure - SeNB initiated.

The SeNB can use the procedure to perform configuration changes of the SCG within the same SeNB, e.g., to trigger release of SCG SCells (other than PSCell), SCG bearer and the SCG part of split bearer (upon which the MeNB may release the bearer or reconfigure it to an MCG bearer), and to trigger PSCell change (upon which SeNB determines the PSCell). The MeNB cannot reject the release request of SCG SCells (other than PSCell), SCG bearer and the SCG part of split bearer. SeNB cannot initiate SCG SCell addition except for the case of SI update of SCG SCell. Figure 10.1.2.X.2-2 shows an example signaling flow for a SeNB initiated SeNB Modification procedure.

1.
The SeNB sends the SeNB Modification Required message, which may contain bearer context related, other UE context related information (e.g. SeNB key change indication in case of SCG bearers) and SCG-Config which contains the new radio resource configuration of SCG.
The SeNB can decide whether the 
Random Access procesure is required. If required, e.g., PSCell change, the SeNB indicates it in SCG-Config.

Editor’s Note: For SCG/Split bearer release, FFS whether the SeNB sends the release message (including RRC container) or sends a trigger to the MeNB followed by a modification request from MeNB to SeNB.
2./3.
If the bearer context at the SeNB is configured with the SCG bearer option and, if data forwarding needs to be applied or other UE context needs to be changed（e.g. S-KeNB in case of SCG bearers）, the MeNB triggers the preparation of the MeNB initiated SeNB Modification procedure and provides forwarding address information within the SeNB Modification Request message.

NOTE:
If the forwarding addresses are provided in step 2, the MeNB does not need to wait for the reception of step 3 to initiate  the RRC connection reconfiguration procedure.


4.
If MeNB accepts the SeNB request, the MeNB sends the RRCConnectionReconfiguration message to the UE including the new radio resource configuration of SCG according to the SCG-Config.
5.
The UE applies the new configuration and replies the RRCConnectionReconfigurationComplete message. In case the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message, it performs the reconfiguration failure procedure.
6.
Upon successful completion of the reconfiguration, success of the RRC connection reconfiguration procedure related to SCG-Config is indicated in the SeNB Modification Confirm message. The MeNB forwards the Inter-eNB-RRC-message-Y message.
Editor’s note: FFS the Inter-eNB-RRC-message-Y is SCG-ConfigInfo.
7.
If synchronisation towards the SeNB is not required for the new configuration, the UE may perform UL transmission after having applied the new configuration. If the new configuration requires synchronisation towards the SeNB, the UE performs the Random Access procedure as described in SeNB addition procedure.
8./9. Data forwarding between MeNB and the SeNB takes place. (Figure 10.1.2.X. 2-1 depicts the case where a bearer context is transferred from the SeNB to the MeNB.)
10.
If applicable, a path update is performed.
Editor’s Note:
Dependent on the scenario the Editor’s Notes from section 10.1.2.X.1 may be applicable as well.
End of Change
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