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1
Introduction

SA3 identified the applicability of the periodic local authentication function, as described in §7.5 in TS 33.401 and implemented in TS 36.331 by means of the Counter check procedure, for dual connectivity when the split bearer option is configured for a E-RAB. See also [1].

It was agreed in RAN3#84 to introduce a new X2AP procedure for Counter Check.
This contribution provides details on how to implement the counter check procedure for dual connectivity in E-UTRAN discusses stage 2 aspects and finally proposes text for 36.300.

A separate document contains the X2AP CR (R3-141895).
2
Discussion
2.1
Signalling procedure for Counter Check in eNB

Stage 2 for the counter check procedure is specified in TS 33.401 [2], clause 7.5. 

The RRC Signalling procedure for Counter Check in eNB includes the following aspects:
1. The procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.

2. The eNB is monitoring the PDCP COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
2.2
X2AP Counter Check Procedure for Dual Connectivity
In dual connectivity, the purpose of the Counter Check procedure is to enable SeNB to request the MeNB to perform the RRC periodic local authentication function at the MeNB.As it shows in figure 1&2,the SeNB initiates a X2AP Counter Check to monitor the PDCP COUNT values. The procedure is triggered whenever any of these values reaches a critical checking value. For initiating of this procedure, SeNB requests the MeNB to execute a RRC counter check procedure.
The RRC Counter check procedure is then performed as specified since Rel-8: When the UE receives the CounterCheck message, it shall respond with CounterCheckResponse message. For performing the X2APCounter Check procedure, SeNB needs to send the request to MeNB via X2 including PDCP COUNTs values for the indicated DRBs.
Figures 1 and 2 depict the successful and unsuccessful case for the X2AP/RRC: Counter Check procedure, which differ only in local actions at the MeNB. Consequently the final outcome of the overall counter check function would be transparent to the SeNB.
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Figure 1: Counter Check procedure (Successful)
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Figure 2: Counter Procedure (Failed)
The following items provide a more detailed description of the overall signalling flows provided in Figures 1 and 2:
1. The SeNB monitors the PDCP COUNT value(s). Whenever any of these values reaches a threshold value (e.g. the value in some fixed bit position in the hyperframe number is changed), SeNB sends a request with X2AP Counter Check message to the MeNB. The Counter Check message contains the PDCP COUNT values (which reflect amount of data sent and received) from each active SCG radio bearer.
2. When the MeNB received the X2AP Counter Check message from the SeNB, it may relay this request by sending the RRC CounterCheck message to the UE. The MeNB would need to remove the LSBs of the PDCP COUNT as received on X2-C, according to TS 36.331.
3. The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers as specified in 36.331.
If the MeNB receives a RRC CounterCheckResponse message that does not contain any PDCP COUNT value(s), the RRC Counter check procedure ends.
4. If the MeNB receives within the RRC CounterCheckResponse message one or several PDCP COUNT value(s), the MeNB may release the connection or report the difference of the PDCP COUNT value(s) as specified in TS 33.401.
3
Summary and Proposal
This paper briefly discussed the Counter Check procedure for the SCG bearer option for dual connectivity.

The following are proposed:

Proposal 1: Agree a new SeNB initiated X2AP procedure for Counter Check defined in CR R3-141895.
Proposal 2: Agree on the respective Text Proposals provide in the Annex of this Paper.
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Annex:
Text proposals
Annex.1: Text proposals for TS 36.300
<<<<<<<<<<<<<<<<<<<< First Change >>>>>>>>>>>>>>>>>>>>

14.3
Security functions for Dual Connectivity
<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

14.3.x
Counter Check Procedure 

The SeNB may need to request the MeNB to execute the counter check procedure to verify the value of the PDCP COUNTs associated with an SCG bearer, as specified in TS 33.401 [22], clause 7.5.

To accomplish this, the SeNB requests the MeNB to perform the counter check, indicating the expected values of PDCP COUNTs and associated DRB Ids.
<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

20.2.2
X2-CP Procedures

<<<<<<<<<<<<<<<<<<<< Skip unmodified Part >>>>>>>>>>>>>>>>>>>>

20.2.2.x
SeNB Counter Check Procedure

The purpose of the SeNB Counter Check procedure is to enable SeNB to request the MeNB to perform the periodic local authentication function at the MeNB.
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Figure 20.2.2.x: SeNB Counter Check procedure.
<<<<<<<<<<<<<<<<<<<< End of Changes >>>>>>>>>>>>>>>>>>>>
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