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1 
Introduction
In last RAN3 meeting, about the Counter Check and S-KeNB Refresh procedure, some agreements have been agreed: RAN3 agreed to define a new X2AP procedure for Counter Check and use a single SeNB Modification procedure for SeNB Key Refresh to avoid multiple path update procedures and data forwarding as working assumption [1]. However, some remaining issues need to be discussed, e.g. how to trigger the counter check procedure? What needs to be included in the counter check message? What is the complete signaling flow for the S-KeNB refresh procedure? In this contribution, we provide some analysis of these remaining issues and give some proposals.
2
Discussion 
2.1
The Counter Check procedure
According to TS 33.401[2], Counter Check can be triggered by the following two condition：
1. The procedure is used optionally by the eNB to periodically perform a local authentication.

2. The procedure is triggered whenever any of PDCP COUNT values reaches a critical checking value.

In Rel-10 CA, the PCell initiates the RRC Counter Check procedure by including all the established DRBs. However, for dual connection, all the serving Cells of a UE locate at different nodes. Thus how to implement the counter check would have some differences from Rel-10 CA. The following remaining issues need to be considered. 
Issue 1：how to trigger the counter check procedure？
With 3C architecture option, as all PDCP entities are located in the MeNB, the counter check procedure should be triggered by the MeNB, however, with 1A architecture option, the initiation node of the counter check procedure may be different.
According to the description below in CR [3] from SA3: 

SeNB may need to request the MeNB to execute a counter check procedure specified in clause 7.5 of this specification to verify the value of the PDCP COUNTs associated with DRBs offloaded to the SeNB. To accomplish this, the SeNB shall communicate this request, including the expected values of PDCP COUNTs and associated DRB Ids, to the MeNB over the X2-C.
If the MeNB receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.
It means that the counter check can be triggered by the SeNB over the X2 interface, then the MeNB executes the RRC Counter Check procedure according to the SeNB request.  
Proposal 1: X2-AP Counter Check procedure can be triggered by the SeNB.
Issue 2：what needs to be included in RRC Counter Check message？
Apparently the MeNB can also initiate the counter check. Since both MeNB and SeNB could trigger the counter check, we need to consider what information will be included in the RRC Counter Check message.
In case the counter check is triggered by the SeNB, the MeNB could combine the count values of its own DRBs with received information from SeNB, thus the COUNT values of all DRBs for a DC UE can be signaled to the UE. In case the counter check is triggered by the MeNB, if the count values of SCG’s DRBs are required to be sent to the UE, the MeNB needs to acquire the MSB of count of DRBs established in SCG in advance, which will introduce a new X2-AP procedure. 
The counter check procedure is intended to detect potential security issue, e.g. packet insertion by an intruder. Considering that MeNB and SeNB have independent security key, the possibility of being simultaneously attacked may be small, thus it seems unnecessary to simultaneously trigger counter check for both nodes all the time. Instead independent counter check procedure for each node can apparently decrease complexity in signaling design. Therefore, it is preferred to just contain the count values of MCG or SCG in the RRC Counter Check message towards UE.
Proposal 2: The MeNB does not need to initiate the X2-AP Counter Check procedure towards the SeNB.
2.2
The S-KeNB update procedure
According to last RAN2 agreement as below:

The following agreements were made in last RAN2#86 meeting:

1   The key refresh procedure design should address the key refresh due to the change of KeNB (either initiated by MME or MeNB locally) and S-KeNB refresh initiated by the SeNB.

2
There is one RRC message for SCG release/add that can be used to …


a) refresh S-KeNB (as part of RRCConnectionReconfiguration). 


b) as part of intra-MeNB handover (as part of RRCConnectionReconfiguration with mobilityControlInfo; involving KeNB refresh and S-KeNB refresh)

It means that a single RRC message including the release and addition of a SCG can be applied for S-KeNB refresh procedure. Thus the work assumption of “use single SeNB Modification procedure for SeNB Key Refresh to avoid multiple path update procedures and data forwarding” can be supported by RAN2 agreement.
The S-KeNB update procedure triggered by MeNB can be implemented by MeNB initiated SeNB Modification Preparation procedure as shown in the Figure1.
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Figure 1 MeNB initiated SeNB Modification Preparation
1. The MeNB derives a new key(S-KeNB) and sends it to the SeNB by using the SeNB Modification Request message over X2;

2. The SeNB responds with the SeNB Modification Request Acknowledge message, which contains the configuration information of release and addition of a SCG in RRC container;

3/4.  The MeNB initiates the RRC connection reconfiguration procedure.
5/6.  Perform reconfiguration complete and synchronization towards the cell of the SeNB.
Proposal 3: It is proposed to adopt MeNB initiated SeNB Modification Preparation procedure to accomplish the S-KeNB update procedure triggered by the MeNB.
The S-KeNB update procedure triggered by SeNB can be implemented by the SeNB initiated SeNB Modification procedure as shown in the Figure 2.
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Figure 2 SeNB initiated SeNB Modification procedure
1. The SeNB sends the SeNB Modification Required message, which contains a PDCP wrap around indicator;

2~7.  Similar with step1~6 of the S-KeNB Refresh procedure triggered by MeNB;

Proposal 4: It is proposed to adopt SeNB initiated SeNB Modification procedure to accomplish the S-KeNB update procedure triggered by the SeNB.
3
Conclusion
In this contribution, we analyze some remaining issues for the counter check and S-KeNB refresh procedure, and some proposals have been provided as follows:
Proposal 1: X2-AP Counter Check procedure can be triggered by the SeNB.

Proposal 2: The MeNB does not need to initiate the X2-AP Counter Check procedure towards the SeNB.
Proposal 3: It is proposed to adopt MeNB initiated SeNB Modification Preparation procedure to accomplish the S-KeNB update procedure triggered by the MeNB.
Proposal 4: It is proposed to adopt SeNB initiated SeNB Modification procedure to accomplish the S-KeNB update procedure triggered by the SeNB.
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Annex:
Text Proposal
First Change
10.1.2.X.2.2
SeNB Modification

The SeNB Modification procedure may be either initiated by the MeNB or by the SeNB. 

It may be used to modify, establish or release bearer contexts, to transfer bearer contexts to and from the SeNB or to modify other properties of the UE context at the SeNB.

It does not necessarily need to involve signaling towards the UE.
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Figure 10.1.2.X.2.2-1: SeNB Modification procedure - MeNB initiated.

Figure 10.1.2.X.2.2-1 shows an example signaling flow for a MeNB initiated SeNB Modification procedure that includes

1.
The MeNB sends the SeNB Modification Request message, which may contain bearer context related or other UE context related information(e.g. S-KeNB in case of SCG bearers), and, if applicable data forwarding address information. 

2.
The SeNB responds with the SeNB Modification Request Acknowledge message, which may contain radio configuration information, and, if applicable, data forwarding address information 

3./4.
The MeNB initiates the RRC connection reconfiguration procedure.

5.
Success of the RRC connection reconfiguration procedure is indicated in the SeNB Reconfiguration Complete message.

6.
The UE performs synchronisation towards the cell of the SeNB.

If the bearer context at the SeNB is configured with the SCG bearer option and, if applicable

7./8. Data forwarding between MeNB and the SeNB takes place. (Figure 10.1.2.X.2.2-1 depicts the case where a bearer context is transferred from the MeNB to the SeNB.)

9.
If applicable, a path update is performed.
Editor’s Note:
Dependent on the scenario the Editor’s Notes from section 10.1.2.X.2.1 may be applicable as well. 
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Figure 10.1.X.2.2-2: SeNB Modification procedure - SeNB initiated.

Figure 10.1.2.X.2.2-2 shows an example signaling flow for a SeNB initiated SeNB Modification procedure.

1.
The SeNB sends the SeNB Modification Required message, which may contain bearer context related or other UE context related information(e.g. PDCP wrap around indicator in case of SCG bearers). 
Editor’s Note: For SCG/Split bearer release, FFS whether the SeNB sends the release message (including RRC container) or sends a trigger to the MeNB followed by a modification request from MeNB to SeNB.
2./3.
If the bearer context at the SeNB is configured with the SCG bearer option and, if data forwarding needs to be applied or other UE context needs to be changed（e.g. S-KeNB in case of SCG bearers）, the MeNB triggers the preparation of the MeNB initiated SeNB Modification procedure and provides forwarding address information within the SeNB Modification Request message. 
NOTE:
If the forwarding addresses are provided in step 2, the MeNB does not need to wait for the reception of step 3 to initiate  the RRC connection reconfiguration procedure.

4./5.
The MeNB initiates the RRC connection reconfiguration procedure.

6.
Success of the RRC connection reconfiguration procedure is indicated in the SeNB Modification Confirm message.

7.
The UE performs synchronisation towards the cell of the SeNB.

8./9. Data forwarding between MeNB and the SeNB takes place. (Figure 10.1.2.X.2.2-1 depicts the case where a bearer context is transferred from the SeNB to the MeNB.)
10.
If applicable, a path update is performed.

Editor’s Note:
Dependent on the scenario the Editor’s Notes from section 10.1.2.X.2.1 may be applicable as well.
Second Change
20.2.2.x Counter Check procedure
The Counter Check procedure is initiated by the SeNB to request the MeNB to execute a Counter Check procedure to verify the value of the PDCP COUNTs associated with SCG bearers established in the SeNB. 
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Figure 20.2.2.x-1: Counter Check procedure
End of Change
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