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1 Introduction
This paper describes a problem that can occur with emergency call handling as a result of a network failure. 
2 Discussion
The issue is basically that for SRNS Relocation procedure a target may not be passed a user plane ciphering key from the source to allow a subsequent call on the target to be setup with ciphering.

Here is an example scenario:

· A CS and PS Call are setup (in that order) on the source RNC both with ciphering started

· The CS Call is released

· For the PS Call, an SRNS Relocation procedure is performed, the target is informed of the PS ciphering key from the source:

· The specification of the container is that the Ciphering Key must be the one used for signalling and is not used for user plane (if the user plane is the last configured domain it could in theory be used for ciphering of user plane for that domain also).  The PS cipher key will also be provided in the Encryption Information IE for the user plane in the RANAP Message outside the container, so the container ciphering key is for the scenario where signalling is ciphered for the last configured CN Domain and that domain is not involved in handover.  In this case, as the PS was the last Configured Domain, the container will include the PS ciphering key, the RANAP body will contain the PS ciphering key, but there is no CS cipher key sent to the target RNC.

· After the handover everything is fine for the PS call

· Then a CS Emergency call is made, and at this time there is a network failure which prevents the VLR from obtaining the CS ciphering key, so a CS RANAP Security Mode Command  procedure for that Emergency call is not performed by the MSC, and the target RNC is still not aware of the CS ciphering key.

Now there is an issue:

The CS user plane is ciphered on the UE (because ciphering status is only reset to “not started” when the RRC connection is released), but as the target knows from the source CS ciphering is started (from the source, this information is in the RRC container TS25.331[1] SRNS Relocation Info, Ciphering status for each CN domain IE), but it still does not have the CS ciphering key as there was no CS cipher key sent by the source during Relocation, and the MSC will not perform a RANAP Security Mode Command procedure to activate ciphering if there is a network failure and it cannot obtain the cipher key.  Effectively a CS emergency call is completely blocked (it could be attempted many times with the same issue) until the network issue is resolved and the core network can start ciphering for that CS call.

The only way to recover is for the RNC to actively release the RRC connection in this scenario, which resets the cipher status to “not started” for both domains, but that requires the emergency call to be re-setup, which is undesirable for an emergency call.

A way to correct this is to add optional user plane cipher keys for CS user plane and PS user plane into the container.   In this way the cipher key that is currently being used by the UE for both user planes will be passed transparently throughout the network until it is eventually needed if a call is setup without a security procedure.  The change is relatively minor and doesn’t create any compatibility issues, if it’s not sent by a source, then it will be handled as existing functionality, if it is present, then it avoids the need to release an RRC connection,  so an emergency call can be made immediately (with ciphering of user plane).

Note that even when the CS call has been released on the source RNC, it must remember the CS cipher key, not only for relocation, but also for itself for a similar scenario where there had been no Relocation, but Emergency call had been setup on the RNC without a RANAP security procedure.
Highlighted in blue below are the 2 new IEs which need to be added to the existing key for signaling, highlighted in yellow, but of course these will be laid out in tabular and ASN.1 consistent with the protocol rules.

The example is with CS, but the same issue would hold for a PS “emergency” call.

From 25.413 9.2.1.28 
(see partial TS 25.413 [2] Source to Target RNC Transparent Container IE shown below, but note that the IEs highlighted in blue are not in current definition but are proposed additions to resolve the issue)
	Chosen Encryption Algorithm
	O
	
	9.2.1.14
	Indicates the algorithm for ciphering of signalling data.
	-
	

	Ciphering Key
	O
	
	Bit String (128)
	Indicates the Ciphering Key for ciphering of signalling data.
	-
	

	Chosen Encryption Algorithm 
	O
	
	9.2.1.14
	Indicates the algorithm for ciphering of CS user data.
	-
	

	Ciphering Key
	O
	
	Bit String (128)
	Indicates the Ciphering Key for ciphering of CS user data.
	
	

	Chosen Encryption Algorithm
	O
	
	9.2.1.14
	ndicates the algorithm for ciphering of PS user data.
	
	

	Ciphering Key
	O
	
	Bit String (128)
	Indicates the Ciphering Key for ciphering of PS user data.
	
	


The CR contents for a proposed change is  in [3].
3
Conclusion

It is proposed that RAN3 discuss this issue, and if a change is needed then Alcatel-Lucent will draft a CR similar to that shown in Section 5.
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