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1. Overall Description:

SA3 thanks RAN2 for their LS clarifying some issues regarding the architecture options for small cell enhancements. SA3 has progressed the work and has agreed on a preference for an approach for how to handle the Small Cell Counter (SCC) used in the S-KeNB derivations. The attached draft-super-CR, together with the outline of the SCC handling described below, shows the current state in SA3.
It is based on the following security requirement:

· The combination of the DRB ID and the KUPenc derived from the S-KeNB shall not be reused after restarting the PDCP count (i.e. new DRB)

SA3 would prefer to have the following property, that the preferred solution has:

· All DRBs in an SCG are using the same S-KeNB/KUPenc
It is further based on the following assumptions:

· MeNB assigns the DRB IDs to be used in an SCG. 

Handling of the Small Cell Counter (SCC):
SA3 has agreed the following approach for handling the SCC. It is based on the assumption that the MeNB assigns the DRB IDs. The MeNB derives a new S-KeNB and sends it to the SeNB when setting up the first DRB in the SeNB (in the X2AP SCG Addition Indication message). The S-KeNB is unique per SeNB-UE pair.
When setting up additional DRBs in the SeNB (using the X2AP SCG Modification Indication message), the MeNB does not update the S-KeNB unless the DRB ID space used by the SeNB is exhausted. If the DRB ID space is exhausted, the MeNB increases the SCC, derives a new S-KeNB from the currently active KeNB in the MeNB and the SCC. The MeNB sends the newly derived S-KeNB to the SeNB. The newly derived S-KeNB is then used by the SeNB in computing a new encryption key KUPenc which is used with all DRBs in the SeNB for this UE. The latter may require additional X2AP and RRC signalling to ensure that all DRBs in the SeNB use the newly derived S-KeNB.
When the SCC approaches its maximum value, the MeNB refreshes the currently active KeNB, before any further S-KeNB are derived. When the currently active KeNB is refreshed, the MeNB resets the SCC to zero.

When the MeNB releases the last DRB on the SeNB, all security context on the SeNB, including the KUPenc is released. The subsequent assignment of a DRB to this SeNB shall be considered as initial DRB assignment, and as described above shall be associated with the new fresh S-KeNB.
If RAN2 or RAN3 has concerns about this approach, SA3 would like to learn about this as soon as possible. 

General observations:
SA3 discussed whether there would be a need to support multiple SeNBs for the same UE (both in parallel and in series). SA3 concluded that all security proposals can handle these situations already, by simply ensuring that the S-KeNB is derived using unique input for each SeNB.
Questions:
SA3 would kindly like to request information regarding the following questions:

· Is the assumption that MeNB assigns DRB IDs for use in an SCG correct?

· Is the assumption correct, that rekeying / key refresh works by removing a complete SCG and setting it up again with the new key. 

· What combination of X2AP and RRC procedures can be used to change the encryption key on all SCG DRBs in a synchronized way during the addition of a new SCG DRB?

· Will it be possible to add/modify multiple SCG DRBs using a single X2AP SCG Addition/Modification procedure?
· Is the DRB IDs used in the MeNB and SeNB selected from the same space, or do they use different DRB ID spaces? That is, is it possible that the same DRB ID is used by both the SeNB and the MeNB?
· Is there any situation where the same DRB ID would be used for more than one DRB?
· Will an MeNB be able to handled multiple SeNBs for the same UE simultaneously?
2. Actions:

To RAN2 group.

ACTION: SA3 kindly asks RAN2 to take the above information into account, and to answer the questions before 21/4 so that SA3 will be able to produce the necessary CRs for June SA plenary.
3. Date of Next SA3 Meetings:

SA3#75
12-16 May 2014
Sapporo, Japan
SA3#76
25 - 29 Aug 2014
Sophia Antipolis, FR

