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1 Introduction
At the last RAN3#83 meeting, two approaches were technically endorsed for the stage 3 of the PWS Restart indication:

· One alternative including optionally the warning area list in R3-140484 [1]

· One alternative including as mandatory cell/TAI list and optionally the emergency area list in R3-140390 [2]

CT4 had agreed a CR equivalent to [2] bar one company which was pending CT approval.

At CT#63, CT approved the CT4 CR equivalent to [2], then RAN approved [2] in [3]. 
In the corresponding LS sent from CT to RAN in [4], CT recalled that the solution that CT/RAN has selected necessitates check of the HeNB identity to be done in the HeNB GW (respectively the MME) as foreseen by section 4.4.9 of TS33.320. CT wrote:
It was recalled that, as mentioned in section 4.4.9 of TS 33.320 for HeNBs directly connected to the MME, the MME shall check the identity of the HeNB it receives in the PWS Restart Indication prior to propagating the message to the CBC, to prevent a rogue HeNB from providing the CBC with inaccurate information. The same check shall be performed by the HeNB GW when the HeNB is behind an HeNB GW as indicated in section 4.4.9 of TS 33.320. This check may have impact on TS 36.300. 

RAN then tasked RAN3 to do the necessary correction, if needed.
This paper analyses this check of HeNB identity and proposes a corresponding TS36.300 CR.
2 Description

The security issue which has been discussed consists of a rogue HeNB which would maliciously include the identity of another eNB in order to trigger the reload onto that other eNB and thus impact the system.
As recalled by CT4, that issue of HeNB faking its identity has already been addressed by SA3 in TS33.320.
As per section 4.4.9 of TS33.320, the HeNB GW (respectively the MME) is in charge of verifying the HeNB identity when communicating with the network:

“”The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity..”
TS33.320 further adds:
The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.
This text had been introduced when discussing the use case of malevolent closed HeNBs trying to bypass the access control in the EPC. In addition to the text in TS33.320, it had been felt useful in release 11 to refine the requirement in RAN3 specifications as well by mentioning the precise access control messages that need to be checked in section 4.6.2 of TS36.300. 

Similarly, for the use case of the PWS restart indication, section 4.4.9 of TS 33.320 applies since the HeNB ID is present in the PWS Restart Indication message as per the solution selected by CT/RAN.
In addition to be consistent with what was done in release 11, text could be added as well in section 4.6.2 of TS36.300 release 12 to cover this new use case.
Proposal 1: it is proposed to capture text in section 4.6.2 of TS36.300 release 12 for the check of HeNB ID in the PWS Restart Indication message to be done by the HeNB GW (respectively MME).
One difference to be noted, though, is that for access control the check of access control messages had been limited to closed HeNBs only, considering that there is little interest for an open/hybrid HeNB to bypass access control.

For the case of PWS Restart Indication, a rogue HeNB could trigger an undesired PWS reload regardless of its access mode: open, hybrid or closed. The mode of the HeNB should therefore not be considered in the check done by the HeNB GW (respectively MME).

Proposal 2: the following text is proposed in section 4.6.2 of TS36.300 for both HeNB GW section (respectively MME) section:
In case of S1 PWS RESTART INDICATION message, verifying, as defined in TS 33.320 [53], that the identity used by the HeNB is valid.
3 Conclusion

The alignment of TS36.300 related to the security issue mentioned by CT has been analysed in this paper and the following proposals are made:
Proposal 1: it is proposed to capture text in section 4.6.2 of TS36.300 release 12 for the check of HeNB ID in the PWS Restart Indication message to be done by the HeNB GW (resp. MME).

Proposal 2: the following text is proposed in section 4.6.2 of TS36.300 for both HeNB GW section and MME section:

In case of S1 PWS RESTART INDICATION message, verifying, as defined in TS 33.320 [53], that the identity used by the HeNB is valid.
The co-signing companies have drafted the CR in tdoc R3-140768.
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