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1. Overall Description:
RAN2 is currently investigating the potential higher layer enhancements for small cell deployment scenarios according to Study Item description in RP-122033. This activity involves the Radio Access work area of the studies and has impacts both on the Mobile Equipment and Access Network of the 3GPP systems.

One area of study is the provision of dual connectivity to the UE. In dual connectivity, the UE consumes radio resources provided by at least two different network points (Master and Secondary eNBs) connected via a non-ideal backhaul. The Master eNB (MeNB) is the eNB which hosts the RRC layer, terminates S1-MME and therefore acts as mobility anchor towards the CN. The Secondary eNB (SeNB) is an eNB providing additional radio resources for the UE. The eNB configured as SeNB for a given UE could also be operated as a normal cell for standalone UEs.
RAN2 is currently working with the baseline assumption for C-plane architecture that there is no termination for the RRC protocol in the SeNB towards the UE with dual connectivity.

With regards to U-plane architecture, a number of protocol architecture options are under discussion for small cell higher layer enhancements and are captured in TR 36.842. They mainly differ in how S1-U terminates: at MeNB always (Option 2 and 3) or at SeNB for offloaded bearers (Option 1). The security aspects on the potential protocol architecture options have been discussed in RAN2#83. RAN2 requires further information on the following aspects:
A. The architecture options 1A (section 8.1.1.1 of TR 36.842) and 2A (section 8.1.1.2 of TR 36.842) allocate PDCP at MeNB and SeNB. This requires separate ciphering at the PDCP layer of the eNBs in use (i.e. MeNB and SeNB). RAN2 would like to consult SA3 on the security aspects when considering allocation of PDCP protocols at MeNB and SeNB especially with regard to the need for additional security keys at the SeNB and management of security context at the SeNB in an architecture where RRC and S1-MME terminates at the MeNB. In addition, RAN2 would like to request SA3 views on UE’s handling of two security keys for MeNB and SeNB at the same time.
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Dual Connectivity with Distributed PDCP
B. Architecture options 2 and 3 (section 8.1.1 of TR 36.842) consider S1-U termination at MeNB. For the downlink, the traffic is first sent to the MeNB for this UE; the MeNB will then send (offload) some of this user data to the SeNB over a (new) Xn interface. Similar data path from SeNB to MeNB over Xn and then over S1-U from MeNB to S-GW will also be needed for the uplink for these architectural options.  Concerns were expressed in RAN2 that such a delivery of user traffic over the Xn interface could result in passing through the Security Gateway more than once in some deployment scenarios. RAN2 would like to request:
· RAN3 to investigate if such scenarios could occur and if so, their views on the impacts to Security Gateway.
· SA3 views on the impacts on security for such scenarios.
2. Actions:
Actions to SA3:

RAN2 kindly requests SA3 views on issues A and B listed above, taking into account possible impact (at the UE and network) on protocol architecture options under consideration for small cell higher layer enhancements.

Actions to RAN3:

RAN2 kindly requests RAN3 views on issue B listed above, taking into account possible impact on protocol architecture options 2 and 3 under consideration for small cell higher layer enhancements.

3. Date of Next RAN WG2 Meetings:
3GPPRAN2#83bis
07 – 11 Oct
Ljubljana
Slovenia
3GPPRAN2#84
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