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1. Overall Description:

RAN3 thanks RAN2 for raising the question on security aspect in the user plane protocol architecture of small cell enhancement. RAN3 provides the answers to the question asked by RAN2 in the following:
· Architecture options 2 and 3 (section 8.1.1 of TR 36.842) consider S1-U termination at MeNB. For the downlink, the traffic is first sent to the MeNB for this UE; the MeNB will then send (offload) some of this user data to the SeNB over a (new) Xn interface. Similar data path from SeNB to MeNB over Xn and then over S1-U from MeNB to S-GW will also be needed for the uplink for these architectural options.  Concerns were expressed in RAN2 that such a delivery of user traffic over the Xn interface could result in passing through the Security Gateway more than once in some deployment scenarios. RAN2 would like to request:

· RAN3 to investigate if such scenarios could occur and if so, their views on the impacts to Security Gateway.

RAN3 answer: In the scenario of only the SeNB is connected to the Security Gateway, the Security Gateway process the user traffic one time and the overhead in the Xn is same for option 1, option 2 and option 3. In the scenario of both the MeNB and SeNB are connected to the Security Gateway, the user traffic passes through the Security Gateway triple times. Accordingly processing delay and overhead in Xn interface introduced by the Security Gateway is increased. 
2. Actions:

To RAN2
ACTION: 
RAN3 would like to ask RAN2 to take the RAN3 answer into account.
3. Date of Next TSG-RAN3 Meetings: 
TSG-RAN WG3 Meeting #82
11–15 November 2013
San Francisco, US
TSG-RAN WG3 Meeting #83
10-14 February                 Prague, CZ

