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1. Overall Description:

RAN3 thanks RAN2 for the LS on security aspects of protocol architectures for small cell enhancements. 

To support the UP option 2 and option 3, RAN3 would like to confirm that a delivery of user traffic over the Xn interface could result in passing through the Security Gateway more than once in such deployment scenario as tunnel mode IPsec applied in star topology. However, RAN3 would like to mention that there are additional choices for the IPsec deployments which do not need to pass the data through the Security Gateway over Xn, such as: transport mode IPsec, tunnel mode IPsec in Mesh topology.

If the operator anyway decides that the user traffic over the Xn interface needs to pass through a Security Gateway, there should be no difference for routing between with/without Security Gateway since the aggregation site and the Security Gateway are usually collocated. The Security Gateway is already providing the sufficient capability for handling the S1 traffic. The Xn interface may put additional requirement on the SeGW capacity but the additional traffic from Xn is much smaller than S1 traffic.

Based on the above analysis, RAN3 concludes that Security Gateway related issues should not be taken into account for down selecting the UP options since different operators has different deployment and capability provisioning of Security Gateway.
2. Actions:

To RAN2:
ACTION: 
RAN3 respectfully asks RAN2 to take the above feedback into account.
3. Date of Next TSG-RAN3 Meetings:
RAN3 Meeting #82 
11th – 15th November 2013
San Francisco, USA.
RAN3 Meeting #83
10th – 14th February 2013 Prague, Czech
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