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1. 
Introduction
In the 3GPP contribution R3-130135 [2], a proposal has been made to enhance the legacy inter-RAT HO procedure by proposing to standardize a direct interface between the LTE eNB and the UTRAN RNC. 
An initial analysis of issues related to the introduction of such direct interface has already been presented in R3-131027 [9]. In this contribution we further analyse the proposal in [2] and also draw attention towards certain security interworking aspects that need to be taken into consideration during preparation and execution of the inter-RAT HO procedure.  
2. 
Understanding the current proposal
The message flow of the proposal for enhanced inter-RAT HO in [2] R3-130135 is described here in Figure 1. 
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Figure 1: inter-RAT HO enhancements from E-UTRAN to UTRAN as proposed in [2]

2.1
Preliminary observations and issues related to the current proposal [2]
The currently standardized inter-RAT HO procedure is described in Section 5.5.2 in [3]. A typical inter-RAT HO is divided into 2 parts; (a) handover preparation phase (Section 5.5.2.1.2 of [3]) and (b) handover execution phase (Section 5.5.2.1.3 of [3]). In the preparation phase several things happen simultaneously, among which the most important are:

1. The target CN node performs Source RAT to Target RAT RAB mapping.

2. The target CN, optionally, changes the Serving GW. 

3. The source and target CN nodes mediate the relocation preparation procedure by brokering messages back and forth with their respective RAN entities.

4. The target RAN allocates resources for the bearers of the UE.
5. Transport end point establishment for the RABs successfully setup at the target RAN. 
6. The MME performs the vital role of mapping the EPS to UMTS Security context and vice-versa.
2.1.1 
Duplication of functionalities in CN and RAN

From Figure 1, it is clear that in the new proposed enhanced inter-RAT HO [2] the handover preparation phase and part of the handover execution phase is managed completely inside the RAN nodes (using the new proposed messages in Step 2 and Step 3 in Figure 1). This means that at least the existing steps indicated by bullets number 1, 3, 5 and 6 which, in the current Inter-RAT HO mechanism, are being performed in the CN, would now need to be implemented in at least one of the RAN nodes to yield a consistent result. 
Issue#1: These additional functionalities imply a more complex implementation and additional parameters to be known inside the RAN nodes which lead to duplication of configurations across CN and RAN nodes. This may have an undesirable side effect of accidental misconfiguration of such parameters or requires special mechanisms to keep the configurations aligned between the mentioned entities. As an example, an incorrect mapping of RABs may have severe consequences in the QoE seen by the end user when shuttling between the two RATs.
2.1.2
Establishment of SCCP connection
Additionally, it should be noted that in case of already existing HO mechanism from E-UTRAN to UTRAN, the SCCP connection establishment is initiated by the Target SGSN towards the target RNC just before the target SGSN sends the Relocation Request message to the target RNC. In this way, the Iu Signalling Connection Identifier is allocated by the CN in the Relocation Request message.
Issue#2: It is however unclear in the proposal in [2] how and when the SCCP connection establishment should happen when the CN elements are not involved at all to ferry the Path Switch Request in the proposal. A possible solution could consist in the Target RNC triggering the SCCP connection establishment right after it receives the Handover to UTRAN Complete message (see the RED message in Figure 2 below). Though, this would require a different Target RNC and Target SGSN behavior with respect to the current standardized mechanism.
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Figure 2: Example of SCCP Connection Establishment within the proposal in [2]
2.2
Security context interworking considerations
On top of the issues described in 2.1, another one is related to the security context transfer among RAT. The current 3GPP specifications (Section 5.5.2.1.3 after step 4a in [3]) clearly mention that the UE could start transferring uplink data after sending the HO to UTRAN complete message to the target RAN. This, implicitly, means that the UE must have all the required information to start uplink data transmission. This aspect too has implications on the proposal in [2] and such implications are described in Sections 2.2.1 (for the E-UTRAN to UTRAN HO case) and 2.2.2 (for the UTRAN to E-UTRAN HO case.
2.2.1
E-UTRAN to UTRAN inter-RAT HO

Security interworking between E-UTRAN and UTRAN are specified in multiple technical specifications in 3GPP; most notably in [4] and [5]. Figure 3 briefly depicts the mechanism involved in mapping the security context when a user moves from the E-UTRAN to the UTRAN.
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Figure 3: Security interworking during current standardized E-UTRAN to UTRAN inter-RAT HO
With respect to the current standardized E-UTRAN to UTRAN inter-RAT handover, the following needs to be noted:

· The CN nodes MME and SGSN are involved in the translation and distribution of keying material to the target RAN nodes respectively.

· It is the MME that maps the KASME to the CK’, IK’ required for UTRAN.

· The MME has the role of sending the DL NAS Count parameter to the eNB so that the UE could generate the UMTS keys at its end.

· The security parameters required for the UE are available in the message “HO from E-UTRAN Command”.

· The specifications ([4], [5], and [10]) mandate that the security parameters shall be sent by the UE RRC to the UE higher layers at the time of reception of the message “HO from E-UTRAN Command”.

Issue#3: From the perspective of [2], it remains unclear if the UE will be able to receive the security parameters from the “HO from E-UTRAN Command” message. 
Issue#4: It is also not clear if the proposal in [2] intended to impact the UE functionality at all, and, if it did, what the new proposal is. 

For the sake of counter argument, the transaction marked in RED in Figure 4 below could be performed (Retrieve Security Context) and this alleviates to some degree the issue of sending the security parameters required for the UE in the “HO from E-UTRAN Command” message. However, this does come at an increased cost of a couple of messages exchanged back and forth between the eNB and the MME. Essentially the saving of messages in the overall transaction will be no longer attractive.  
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Figure 4: Possible Security Context retrieval within the proposal in [2].
Issue#5: Additionally, the aspect of legacy to new-release security context interworking will emerge. The new-release source RAN to legacy target RAN and vice-versa interworking presents quite many combinations to tackle for keeping all the stakeholder nodes informed about the key material.

2.2.2
UTRAN to E-UTRAN inter-RAT HO
The problems we discuss above are compounded when we consider bypassing the CN nodes during the HO preparation phase when the UE moves from UTRAN to E-UTRAN. Note that while the UTRAN does not differentiate between AS and NAS level security, the E-UTRAN has both AS and NAS level security with a clearly defined key hierarchy. 
Issue#6: Hence, as the user moves from UTRAN to E-UTRAN, not only the AS keys need to be mapped to E-UTRAN, but also the MME is required to generate a mapped security context or to revitalize, if present, a native one. The KASME is the highest key in the EPS security hierarchy and all keys are derived vertically downwards. I.e., The KASME is the key that is used to derive the KeNB and not vice-versa. The specifications also restrict to send KASME to another network element node, i.e., the said key shall never leave the MME. See Figure 5 below for more details.
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Figure 5: Security interworking during current standardized UTRAN to E-UTRAN inter-RAT HO
One may also seek to alleviate the complexity of security context mapping for E-UTRAN to UTRAN inter-RAT HO by considering some alternate solutions. While this may be possible, attempting to devise optimization for an UTRAN to E-UTRAN security context mapping seems very difficult to realize considering the increased security requirements when moving in the direction from UTRAN to E-UTRAN.
Lastly, null ciphering is another alternative. Here the UE starts in the target RAT for a brief time without any integrity protection or ciphering. This has a side-effect of creating an additional user plane interruption gap and will require few standardization agreements and as such is not backward compatible.
In summary, the improvements proposed by [1] should consider both directions of mobility. Even though the proposal in [2] is attractive in the current form, it remains to be understood how the critical aspects, analyzed in this contribution, will be overcome.
3. 
Conclusions and proposals
In this paper we carried out a short analysis of the solution based on a new eNB-RNC interface presented in [2]. A few potential issues have been identifies with such solution:
· Issue#1: duplication of functionalities in CN and in RAN for, e.g., RAB mapping, security context mapping, etc.
· Issue#2: unclear when SCCP connection can be established.
· Issue#3: unclear if UE is able to receive the necessary security parameters in the HO from E-UTRAN Command message.
· Issue#4: unclear what the UE impacts are.
· Issue#5: unclear how the security context exchange in solution [2] can interwork with already existing mechanisms.
· Issue#6: (in case of UTRAN to E-UTRAN inter-RAT HO) unclear how the mapping between UTRAN keys and AS+NAS LTE keys is executed.
It is therefore recommended to continue studying in order to address the issues of [2] in more detail. Furthermore, less complex solutions that are compatible with the current security and security interworking architecture should be preferable. In particular, we would like to propose:
Proposal 1: Continue studying and address in detail the security interworking issues created by [2].
Proposal 2: Analyze and address in detail the interoperability issues of [2].
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