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1 Introduction

The connected mobility enhancement use the new direct interface between EUTRAN and UTRAN to reduce the signalling message exchanged in the network was discussed in previous RAN3 meeting. It was proposed the enhancement can reduce the signalling and increase the handover success rate.
The issue of the connected mobility enhancement via direct interface was analyzed in this document.

2 Discussion
It was proposed to apply an X2-like mobility via direct interface between the RNC and the eNB. The signaling flow is showed in the below figure 1. It has the characters in that:

· The core network is not involved in the handover preparation phase. 
· The core network isn’t aware the handover occur until it receives the Path Switch Request message. At this moment, the UE is already complete the handover procedure and served by the target side.
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The X2-Like mobility can reduce several signaling exchanged in the network. However it breaks the security interworking mechanism. In the inter-RAT connected mobility, some rules were defined to ensure the security interworking between E-UTRAN and UTRAN. If we looking at the security interworking from UTRAN to E-UTRAN, the security interworking should follow several principles are defined in [2] TS33.401, the main principles are summarized below:
· The source SGSN select the key set and transfer this key set to the MME.

· The E-UTRAN HO command received at the UE shall activate AS and NAS security.

· The HO Complete received at the eNB shall activate AS security.

· The HO Notify received at the MME shall activate NAS security.

· Both AS and NAS ciphering and integrity protection algorithms shall be selected according to the policy of the target PLMN and send to the UE via transparent container included in the Handover Command.
The selected algorithm is one input to derive the NAS and AS key. In the inter-RAT mobility procedure from UTRAN to EUTRN, the target MME shall select the NAS security algorithms (including ciphering and integrity protection) which have the highest priority from its configured list and are also present in the UE EPS security capabilities. The selected NAS security algorithm is included in the NAS security transparent container in the HO Request to the target eNB. The target eNB shall select the AS algorithms (including ciphering for both RRC and UP, and integrity protection for RRC) which have the highest priority from its configured list and is also present in the UE EPS security capabilities. The target eNB shall create a transparent container (RRCConnectionReconfiguration) including the selected AS algorithms and the NAS Security Transparent Container IE, and send it in the S1 HO Request Response message towards the MME. the MME forwards the transparent container to the UE through the source SGSN and source RNC. The UE can derive the NAS key and AS key using the selected algorithm included in the transparent container.
From the above analysis, if the target MME is not involved in the handover preparation phase, it violates the security interworking principles and the consequences are:

·  UE receives the Handover Command without selected NAS and AS ciphering and integrity protection algorithms, the UE can not derive the NAS key and AS key.
·  UE sends Handover Complete ciphered and integrity protected but at this moment, the eNB don’t have security context. Since the vertical security context have not been sent from the MME to the eNB.
From the above observation, we have the conclusion:

The x2-like mobility using direct interface is no advantage to enhance the inter-RAT connected mobility, since it violates the security interworking principle.
3
Proposals

In summary, the issue for the X2-like mobility is discussed above and we think it violates the security interworking principle for the inter-RAT connected mobility.

Conclusion: The x2-like mobility using direct interface violates the security interworking principle.

4
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