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1   Introduction 
In last RAN3 meeting, the security aspects of Alternative.1 were briefly discussed. However, some aspects are missing. This contribution further analyzes the security issue, especially the impact to SA/CT and RAN.
2   Detailed analysis 
R3-121050 discusses the possible solution to reuse the security mechanism introduced in Rel-10 for Alt.1. The main call flow is copied as below for reference. 


[image: image1.emf]UEs

MR UE_SGW/PGW DeNB

RN_SGW/PGW

UE bearer GTP tunnel 1

Encapsulate into GTP 

tunnels according to DRB 

types based on DS field of 

the IP header

PDCP protection for GTP 

tunnel encapsulating DRBs 

carrying S1/X2 messages

RN bearer GTP tunnel 1

UE bearer GTP tunnel 3

UE bearer GTP tunnel 2

RN bearer GTP tunnel 2

Differ RN bearer GTP tunnels 

by DS field in IP header or 

other form of indicator

UE radio bearer 

Incoming packet

Maps UE packet to 

UE bearer 

UE_MME

S1 signalling 1

S1 signalling 2

S1 signalling 3


Figure 2: Packet delivery steps with proposed security mechanism – Alternative 1

As discussed in the R3-121050, the RN_PGW can distinguish the S1/X2 message from other user-plane data packet based on the DS field of the IP header, then it can encapsulate the S1/X2 messages into separate GTP tunnels and send them to the DeNB. The DeNB is also aware of which GTP tunnel(s) are carrying S1/X2 messages, either by the TEID in the GTP tunnel header from the RN_SGW/PGW or based on the DS field of the IP header. This may seems work, but it missed the fact that the DRB should be first setup with the integrity protection configured. Only the DRB that will be used to carry the S1/X2 control signalling will be configured to use integrity protection. According to TS36.331, “The use of integrity protection may be configured only upon DRB establishment and reconfigured only upon handover or upon the first reconfiguration following RRC connection re-establishment.” The question is how the DeNB know which DRB need integrity protection during DRB establishment. The dedicated bearer activation procedure is shown as below:
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Figure 1: How DeNB know the DRB requires integrity protection
In Step 2, upon the DeNB receive the E-RAB setup Request message, it initiates the RRCConnectionReconfiguration procedure. The DeNB does not know which DRB will be used for S1/X2 control signalling, thus it cannot know whether need to configure the integrity protection during the RRCConnectionReconfiguration procedure. In Rel-10 and Alt.2 based architecture, the RN’s S/P-GW and Relay GW are collocated in the DeNB. The eNB function of the DeNB can be informed about which DRB will be used for S1/X2-control signaling via internal communication from the RN’s P-GW. In Alt.1, the RN’s S/P-GW are external to the DeNB, current S1 signaling cannot inform DeNB about the need to configure integrity protection. 
Proposal 1: Need new mechanism to inform DeNB about whether the DRB requires integrity protection during the dedicated bearer activation in Alt.1.

One possible solution is the PGW know this is a Mobile Relay, then it informs the SGW/MME about the need to configure integrity protection for a specific DRB. This requires changes to the GTP-C and S1 message, which requires further investigation in other working groups, for example, SA2 and CT4. 

Proposal 2: Require changes to RN’s MME, RN’s PGW, and RN’s SGW, in order to inform DeNB about whether the DRB requires integrity protection during the dedicated bearer activation in Alt.1.
Proposal 3: update the comparison table in TR36.836 to capture Proposal 1 & 2.

	Metric
	Mobile relay solutions
	Existing solutions

	
	Alt.1
	Alt.2
	eAlt.2-1
	eAlt.2-2
	eAlt.2-3
	Alt.4
	L1 repeater
	LTE as backhaul, Wi-fi as access

	DeNB Complexity
	Rel-10 eNB with integrity protection for S1/X2 signaling. 

The DeNB may need to know whether it is a Rel-10 RN or a Rel-11 MR
The DeNB need to know whether the DRB will convey S1/X2 control signalling during the DRB establishment.
	Rel-10 DeNB with ability to handle the separation of P-GW/S-GW collocated in the Initial DeNB, and the eNB function collocated in the target DeNB

	The DeNB may need the enhancement to support concurrent UEs’ context transfer from source to target.


	Rel-10 DeNB with S5/S8 interface. If PMIP based S5/S8 is adopted, DeNB need to additionally support PMIP related protocol

 
	Rel-10 DeNB with limited impact, e.g.:  

· Rel-10 eNB with integrity protection for S1/X2 signaling;

· Maybe impacted for the new GW selection mechanism for MRN.
	RRC/PDCP/RLC/MAC impact on top of Rel-10 eNB
Additional logic to map the traffic received from an entity other than the MR’s SGW to radio bearer. Also need enhancement to handle UEs context and Un DRB setup. 

	N/A
	N/A

	 Node Impact
	MME
	The MR’s MME need to know whether it is a Rel-10 RN or a Rel-11 MR 
Dependent on the final security mechanism, the UE’s MME may need to use pre-defined DSCP value (or other information) for DL S1-C.
The MR’s MME need to inform RN’s SGW/PGW whether this is a Mobile Relay.


	No impact foreseen.based on Rel-10.

	The MR’s MME may need to know whether it is a Rel-10 RN or a Rel-11 MR (FFS)
	MME is mandatory to perform SGW relocation at every MRN Inter-DeNB HO. 
The MR’s MME may need to know whether it is a Rel-10 RN or a Rel-11 MR
The MME need to know the IP address of the SGW collocated in the target DeNB during the HO procedure.


	Need new GW selection mechanism to select the Mobility Anchor for MR’s S/P-GW.

The MR’s MME may need to know whether it is a Rel-10 RN or a Rel-11 MR
	The MR’s MME need to know whether it is a Rel-10 RN or a Rel-11 MR
In case of S1 HO, the MME need to know the new UE context information added in the HO Req message.


	No impact
	No impact

	
	S/P-GW
	May require reconfiguring the DSCP setting in UE’s SGW/PGW to support the correct mapping in MR’s PGW  )
The RN’s PGW/SGW need to inform the MME whether the EPS bearer will convey the S1/X2 control signalling.

	No impact 
	No impact 
	No impact 
	New entity including Relay GW functionality . Also need to support the S1-C/U interface
	No impact (FFS) 
	No impact
	No impact


3   Conclusion and Proposals
This contribution analyzed the security issue in Alt.1, especially the issue on how DeNB know the DRB to be used for S1/X2 control signaling, thus configure the integrity protection. Based on the analysis, our proposals are:
Proposal 1: Need new mechanism to inform DeNB about whether the DRB requires integrity protection during the dedicated bearer activation in Alt.1.

Proposal 2: Require changes to RN’s MME, RN’s PGW, and RN’s SGW, in order to inform DeNB about whether the DRB requires integrity protection during the dedicated bearer activation in Alt.1.
Proposal 3: update the comparison table in TR36.836 to capture Proposal 1 &2.

	Metric
	Mobile relay solutions
	Existing solutions

	
	Alt.1
	Alt.2
	eAlt.2-1
	eAlt.2-2
	eAlt.2-3
	Alt.4
	L1 repeater
	LTE as backhaul, Wi-fi as access

	DeNB Complexity
	Rel-10 eNB with integrity protection for S1/X2 signaling. 

The DeNB may need to know whether it is a Rel-10 RN or a Rel-11 MR
The DeNB need to know whether the DRB will convey S1/X2 control signalling during the DRB establishment.


	Rel-10 DeNB with ability to handle the separation of P-GW/S-GW collocated in the Initial DeNB, and the eNB function collocated in the target DeNB

	The DeNB may need the enhancement to support concurrent UEs’ context transfer from source to target.


	Rel-10 DeNB with S5/S8 interface. If PMIP based S5/S8 is adopted, DeNB need to additionally support PMIP related protocol

 
	Rel-10 DeNB with limited impact, e.g.:  

· Rel-10 eNB with integrity protection for S1/X2 signaling;

· Maybe impacted for the new GW selection mechanism for MRN.
	RRC/PDCP/RLC/MAC impact on top of Rel-10 eNB
Additional logic to map the traffic received from an entity other than the MR’s SGW to radio bearer. Also need enhancement to handle UEs context and Un DRB setup. 

	N/A
	N/A

	 Node Impact
	MME
	The MR’s MME need to know whether it is a Rel-10 RN or a Rel-11 MR 
Dependent on the final security mechanism, the UE’s MME may need to use pre-defined DSCP value (or other information) for DL S1-C.

The MR’s MME need to inform RN’s SGW/PGW whether this is a Mobile Relay.


	No impact foreseen.based on Rel-10.

	The MR’s MME may need to know whether it is a Rel-10 RN or a Rel-11 MR (FFS)
	MME is mandatory to perform SGW relocation at every MRN Inter-DeNB HO. 
The MR’s MME may need to know whether it is a Rel-10 RN or a Rel-11 MR
The MME need to know the IP address of the SGW collocated in the target DeNB during the HO procedure.


	Need new GW selection mechanism to select the Mobility Anchor for MR’s S/P-GW.

The MR’s MME may need to know whether it is a Rel-10 RN or a Rel-11 MR
	The MR’s MME need to know whether it is a Rel-10 RN or a Rel-11 MR
In case of S1 HO, the MME need to know the new UE context information added in the HO Req message.


	No impact
	No impact

	
	S/P-GW
	May require reconfiguring the DSCP setting in UE’s SGW/PGW to support the correct mapping in MR’s PGW  )
The RN’s PGW/SGW need to inform the MME whether the EPS bearer will convey the S1/X2 control signalling.


	No impact 
	No impact 
	No impact 
	New entity including Relay GW functionality . Also need to support the S1-C/U interface
	No impact (FFS) 
	No impact
	No impact
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