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1   Introduction
In previous RAN3 meeting, the participants made a wide discussion on Membership Verification (MV) for Macro to hybrid HeNB mobility, and several solutions has been discussed. In the 3GPP TSG RAN3 #76 meeting, a conclusion was reached, i.e. both (solution 1b and 1d) are feasible. 
Solution 1b: Target HeNB triggers MV before accepting handover.

Solution 1d: Target HeNB triggers MV during handover, first accepting the UE according to its reported CSG membership status and later downgrading it if MV is not successful.
In the 3GPP TSG RAN #56 meeting, a new WI, i.e. Further enhancements to H(e)NB mobility- Part 1[1], for which the MV issue as one of the future work, was agreed. 
Considering still some issues need to analysis, e.g. security, in the document we give a discussion on the possible security issues on both solutions.
2   Discussion
According to the definitions in [2], 

Hybrid access mode: HNB/HeNB operates as a CSG cell where at the same time, non-CSG members are allowed access.

For hybrid mode which also allows the non-CSG members to access but serves the members and the non members with different priority, the MV (membership verification) should be considered to avoid the unfair treatment of UEs. 

Regarding X2 HO from macro to hybrid, several solutions had been discussed and two of them had been identified as final possible solutions to implement membership verification.
2.1   Solution 1b
· Solution 1b: Target HeNB triggers MV before accepting handover.
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Figure 1: Signaling flow for Solution 1b [1]
In this solution, the source eNB sends HANDOVER REQUEST message to the target HeNB, and the target consults the MME to perform MV for the UE based on the stored CSG subscription data. 
The target HeNB will get the correct the UE’s membership information before accepting the HO, Therefore it could set different criteria for access in a CSG cell for members and non-members, and if “member” is indicated in the IE, the target could allocate appropriate resources, e.g. with high access priority, to the UE which is aligned with the charging level corresponding to the subscription of that UE. 

2.2   Solution 1d
· Solution 1d: Target HeNB triggers MV during handover, first accepting the UE according to its reported CSG membership status and later downgrading it if MV is not successful.
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Figure 2: Signaling flow for Solution 1d [1]
In this solution, MME checks UE subscriber data upon receiving PATH SWITCH REQUEST message to determine the UE’s membership status. The MME can then inform the target HeNB about the MV result via either the path switch procedure or the UE context modification procedure. Therefore it is possible that the UE may get unfair treatment during the access procedure if the indication by the UE is incorrect. 
This solution introduces two security issues:

· Malicious UE
Because the target hybrid HeNB performs the Admission Control before the MV, if a malicious UE pretends to be a member, the UE will get higher priority compared to other UEs being non-members and in the worst case it could also get higher priority compared to real members paying a premium depending on the ARP. Therefore the UE could even in case the target HeNB is “full” pre-empt a non-member having an ongoing call or even pre-empt a real member paying a premium having an ongoing call depending on the ARP. Drop call of premium members, which will greatly influence the user’s experience, cannot be accepted. 
Considering the fact that HeNBs are generally design to serve a relatively small number of users with cheap cost, the probability of wrongly pre-empting real-member users or pre-empting non member users having an ongoing call is non-negligible. This issue is real and cannot be simply dismissed as a non issue or a corner case. [3]
· Malicious HeNB
If the source HeNB is a malicious HeNB, e.g. if the source HeNB is misused by an attacker, it can overflow the target HeNB with X2 Handover Request messages and all those handovers could be first get accepted as members which may causes call drops of all other calls, e.g. calls from the premium member on the target. And the source could handover non-member UEs to the target as members, which may maliciously pre-empt the resource of the target and cause the target breakdown. 
3   Way forward
In this contribution, we share our views on the security issues introduced by the solution 1d for MV and we think that the security threat does exist and cannot be neglectable. Therefore we propose:
Proposal: Solution 1b, i.e. HeNB triggers MV before accepting handover, should be adopted as the mechanism for MV.
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