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1
Introduction
This document discusses open issues as stated in TS 25.467 [1] and TS 25.469 [2] and proposes an appropriate solution.

2
Discussion
2.1
Open issues as stated in TS 25.469
[TS 25.469 v10.0.0]
Statement in clause 3.1 at the end:
“Editor’s note: Definitions for ‘Remote Iurh IP address’ and ‘Local Iurh IP address’ need to be added.”
Statement in clause 8.10.2 on Successful Operation:

Editors Note:
It is still FFS whether both, the Remote Iurh IP Address IE and the Local Iurh IP Address need to be included within the HNB Configuration Information IE.
Statement in clause 9.2.40 for HNB Configuration Information
This IE contains configuration information of a HNB.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	HNB RNL Identity
	M
	
	9.2.36
	

	PSC
	O
	
	9.2.42
	

	CSG-ID
	O
	
	9.2.27
	

	HNB Cell Access Mode
	M
	
	9.2.31
	

	Local Iurh IP address
	O
	
	IP address

9.2.8
	Note: It is still FFS whether both, the Remote Iurh IP Address IE and the Local Iurh IP Address need to be included. 

	Remote Iurh IP address
	O
	
	IP address

9.2.8
	Note: It is still FFS whether both, the Remote Iurh IP Address IE and the Local Iurh IP Address need to be included. 


2.2
Considerations
There are two issues still to be solved:

1)
The HNB shall be kept unaware (“agnostic”) with regard to the Iurh connectivity option finally chosen by the HNB-GW
2)
Proper definitions for the terms “local” and “remote” Iurh IP address have to be found.

2.2.1
Keeping the HNB “agnostic” with regard to the Iurh-connectivity option

From the specification of the HNB Registration procedure in TS 25.467/TS 25.469 the following can be deduced:

HNB REGISTRATION REQUEST:

· The HNB-GW needs to keep and associate the Iurh signalling TNL address as provided by the HNB.
· The HNB-GW will not actively establish the Iurh transport layer.

HNB REGISTRATION ACCEPT:
· The Iurh signalling TNL address provided by the HNB-GW to the HNB can only be an IP address of the HNB-GW and is not HNB specific. Therefore, all HNBs will receive identical Iurh signalling TNL addresses for the HNB-GW in the HNB registration accept message.

· Even in case no IE providing the HNB IP address for Iurh was received, the HNB-GW is allowed to insert the IP address to be used by the HNB for establishing an Iurh interface with the HNB-GW

· The HNB, when having received this Iurh signalling TNL address is required to establish the Iurh transport layer using this as destination address.

· There is no statement in the specs that the HNB REGISTER ACCEPT message is only allowed to contain the IE “remote Iurh IP address” if the HNB has passed the IE “local Iurh IP address” in the HNB REGISTER REQUEST, thus indicating support for RNSAP relocation via Iurh.

HNB CONFIGURATION TRANSFER RESPONSE:
· If the HNB CONFIGURATION TRANSFER RESPONSE message still contains two IP addresses, the HNB would need to distinguish between Iurh connectivity options and would not be able to act in a common way.

2.2.2
Proper Definitions for the terms “local” and “remote Iurh IP address”
As stated at the end of clause 3.1 of TS 25.469, definitions for the following terms need to be added.
· “Local Iurh IP address”, and 
· “Remote Iurh IP address”.
According to the description given in TS 25.469 clause 8.2.2 a HNB supporting RNSAP relocation mandatorily needs to provide the IE “Local Iurh IP Address” in the HNB Register Request. Use of this IE is the only method available for the HNB to inform the HNB-GW of its ability to support Iurh interface. The nature of this address is of no importance for the HNB-GW, it simply has to associate this address with the identity of the HNB keep it for later use in the HNB CONFIGURATION TRANSFER procedure. Hence it is also a “peer” address to be possibly used by neighbouring HNBs.
Regarding the HNB REGISTER ACCEPT message, The IP address inserted into the response by an Iurh capable HNB-GW necessarily needs to be an IP address of the HNB-GW the HNB could use to establish a Iurh interface with the HNB-GW, therefore it is also a “peer” address from the HNB point of view. 

After having performed HNB Registration process, both HNB and HNB-GW have then knowledge about IP addresses to be used for setting up a Iurh interface. Actions to initialise the Iurh interface, however, are to be started by the HNB only. Information not exchanged in the messages, is the “Port Number” which has been assigned by IANA for the Iurh interface (25471).

In summary, both IP addresses could simply be referred to as “Iurh signalling TNL address”. This results in a very simple definition:

Iurh signalling TNL address:
IP address used by an Iurh peer to establish an Iurh interface. The communicating nodes might be either two neighbouring HNBs or a HNB and a HNB-GW.

Essential point to remember is, however, that the HNB-GW needs to store the information provided by the HNB in the IE “Iurh signalling TNL address” for later use along with the HNB configuration Transfer procedure. Furthermore, the IE “Iurh signalling TNL Address” needs to be an IP address useable by the peer node as IP Destination Address for all messages pertaining to the Iurh interface and its establishment. How this IP address is determined by the sending node is not considered here. In summary, there is no need for having different IEs in the HNB REGISTER REQUEST and the HNB REGISTER ACCEPT message to inform of the IP address to be used by the peer when establishing the Iurh interface.

2.3
Details of Iurh Connectivity
This subsection details Iurh Connectivity possibilities having in mind the HNB Configuration Transfer procedure.

Connectivity via the HNB-GW

In this case all communication needs to traverse the IPSec Tunnel established between the HNB and the SeGW and afterwards is routed to the addressed HNB-GW.

The IP addresses used by the communicating hosts are
· IP address of the HNB as assigned by the SeGW for traffic exchanged with nodes in the operators network (e.g. HMS, HNB-GW) via the IPSec tunnel;
This IP address might have been communicated by the HNB in the HNB Registration Request.

· HNB-GW IP address of the serving HNB-GW.

This IP address has been communicated by the HNB-GW in the HNB Registration Accept.

It is essential to recognise that only IP addresses assigned by the network operator are used.

Adapting current RAN3 practise, these addresses might be referred to as “Transport Network Layer” (TNL) addresses.

There is no statement in the specs that the HNB REGISTER ACCEPT message is only allowed to contain the IE “remote Iurh IP address” if the HNB has passed the IE “local Iurh IP address” in the HNB REGISTER REQUEST. 
Generally the following options exist:

· HNB provides an IP address assigned by the SeGW (possibly same IP address as used for Iuh interface)

Messages sent by the HNB-GW using this IP address would be routed to the IPsec tunnel towards this HNB.

· HNB provides an IP address not assigned by the SeGW,

HNB-GW must not use this IP address for any messages towards this HNB. This IP address might even be an IP address out of a private IP address range (according to RFC 1918 in IPv4, the concept of private address exists also in IPv6).
Even in case this IP address would be a routable one, communication from HNB-GW to HNB would not be protected by IPSec.

In any case if an IP address has been received by the HNB-GW from the HNB, it needs to be associated with the identity of the sending HNB. The only reason for the HNB-GW to know about this IP address is that it is to be passed to other Iurh capable HNBs upon request in the HNB Configuration Transfer procedure. However, it is up to o the HNB-GW policy to allow the establishment of “direct” Iurh interfaces between neighbouring HNBs. In case a “direct” interface does not comply with HNB-GW policy the HNB-GW would provide the same Iurh signalling TNL address as already sent in the HNB REGISTRATION ACCEPT message.

Connectivity directly between neighbouring HNB’s

To allow usage of this connectivity both HNBs need to know the peers Iurh signalling TNL address.
First approach regarding the IP addresses for use by the communicating HNBs is

· IP addresses of HNB#1 and HNB#2 are assigned by the SeGW for traffic via the IPSec tunnel;
It needs to be noted that different IP addresses could be assigned by the SeGW to the HNB for Iur and Iurh use. This does not force the traffic to go via the IPSec tunnels established between every HNB and the central SeGW but a different IPSec tunnel established between the communicating HNBs might be used. This requires the ability to select different IPSec tunnels depending on the target IP address. This functionality needs to have appropriate entries in the Security Policy Database (SPD).

The HNB still sees no difference whether the IP address provided for Iurh communication with a neighbouring HNB is the IP address of the HNB itself or the IP address of the HNB-GW. It is simply a TNL address in RAN3 terminology.

Second approach regarding the IP addresses for use by the communicating HNBs is

· IP addresses of HNB#1 and HNB#2 are assigned by the manager of the hosting local network;
Whether and how to provide security for communication using IP addresses valid in the hosting local network is outside the scope of RAN3 procedures. There is also no possibility for RAN3 procedures to check whether IP packets could be exchanged between both peers using these addresses.
Now looking at the following statement in TS 25.467 clause 4.1,
Iurh connectivity between one pair of HNBs shall either support direct Iurh connectivity or Iurh connectivity via the HNB-GW, not both at the same time.

As it has been shown in this discussion document that there is no need to use different IE names in the HNB Registration procedure for the request and accept message and taking into account the fact that between a certain pair of neighbours the use of Iurh connectivity via the HNB-GW of directly is mutually exclusive, only one “Iurh TNL address” needs to be passed in the IE “HNB Configuration information”.

2.4
Summary

There is no need for having differently named IEs in the HNB REGISTER REQUEST and the HNB REGISTER ACCEPT message.
This results in a very simple definition instead of both Local Iurh IP address and Remote Iurh IP address:

Iurh signalling TNL address:
IP address used by an Iurh peer to establish an Iurh interface. The communicating nodes might be either two neighbouring HNBs or a HNB and a HNB-GW.
Taking into account the statement in TS 25.467 clause 4.1 that for any pair of HNBs only “direct” or “HNB-GW proxied” Iurh shall be supported, it needs to be the HNB-GW that takes the decision here. 
As the IE currently referred to as “remote Iurh IP address” would be identical for every HNB and has already been passed during HNB registration, providing this information again in the HNB CONFIGURATION TRANSFER procedure is no use. 

HNB CONFIGURATION INFORMATION IE needs to contain only a single Iurh signalling TNL address for the HNB.

Whether the response contains the HNB “Iurh signalling TNL address” or the appropriate address from the HNB-GW is decided by the HNB-GW. A certain HNB might be “direct” Iurh connected with one HNB, but “proxied” via the HNB-GW with another HNB.
As the HNB is assumed to be configured by the HMS with the list of neighbouring HNBs it should establish and Iurh interface with, this administration could be expanded to additionally flag whether a certain neighbour should be reachable using a proxied Iurh or a direct Iurh interface.  Introducing this additional information in the HNB REGISTRATION REQUEST and the HNB CONFIGURATION TRANSFER REQUEST message, this would allow more flexibility for the HNB-GW in deciding whether a specific Iurh is “proxied” or “direct”. The companion CRs on TS 25.467 and TS 25.469 also implement these additional IEs and procedural descriptions.
3
Proposal
It is proposed to discuss this paper, especially the considerations and proposals, and agree on them and capture the related CRs [3][4] in appropriate sections in TS 25.467 and TS 25.469.
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