SA WG3 Temporary Document

Page 1
-


3GPP TSG RAN WG3 Meeting #71
R3-110457

Taipei, Taiwan, 21-25 February, 2011

3GPP TSG-SA WG3 Meeting #62


S3-110203
Ljubljana, Slovenia, 24 – 28 January 2011.

Title:
Reply LS on Interaction with Trace for MDT
Response to:
LS (S5-103371) from SA5
Release:
Rel-10

Work Item:
Management of UE based network performance measurements
Source:
SA WG3

To:
SA WG5, RAN WG2
Cc:
RAN WG3
Contact Person:


Name:
Lydia Xu
E-mail Address:
xuyixian@huawei.com
Attachments:
None.
1. Overall Description:
SA3 thanks SA5 for their LS regarding the feedback to the issues of Interaction with Trace for MDT.
SA3 discussed and made an analysis on the question of RAN2 and SA5 asked about if there are any security issues with the currently considered solution of conveying IP address of the TCE to the UE.
SA3 consider that there are security threats to send IP address of TCE to the UE. A malicious UE can use the IP address to make at least indirect IP-based attacks to TCE. In addition, a malicious UE may communicate a faked IP address to the network pointing to another network element than the intended TCE.SA3 would like to ask SA5 and RAN2 to work on this issue to avoid this kind of security threat.
SA3 also would like to point out that it is acceptable from security point of view if an identity of the TCE is provided to the UE instead of the IP address of the TCE. In this case, it should not be possible to resolve this identity into an arbitrary IP-address. The identity type should only be possible to resolve in the network into an address of a TCE type node. 

For example, a DNS resolvable fully qualified domain name (FQDN) as TCE identity must not be used because the DNS name could be modified by a malicious UE. This DNS name could be resolved to a different address in the operator network. So this would have the same effect as a modified IP address. 
However, SA3 understand it’s up to SA5 and RAN2 to decide the method to use.
2. Actions:

To SA5
ACTION: 
SA3 kindly asks SA5 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #63 
11th – 15th April 2011
Chengdu, China
TSG-SA WG3 Meeting #64
11th – 15th July 2011
Mainz, Germany
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