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1. Overall Description:

SA3 would like to thank RAN2 for their LS R2-106000. SA3 would like to inform RAN2 on further decisions regarding integrity protection of UE user plane over Un. The decision for integrity protection of UE signalling plane over Un (i.e. S1-AP/X2-AP traffic) has not been taken yet.
SA3 decided that PDCP integrity protection for all DRBs of UE user plane over Un needs to be specified but that its implementation should be optional. 

SA3 is aware that enabling such integrity protection for all DRBs of UE user plane over Un imposes a substantial performance impact, thus SA3 is still looking at specifying an additional solution with a lower performance impact at a layer above PDCP. Such a lightweight solution might impose some restrictions.
SA3 would like to ask RAN2 the following about upgrade paths for existing Rel-8 eNBs. For those Rel-8 eNBs, for which it would be possible to do a software upgrade to introduce DeNB functionality into existing R8 eNBs, would it also be possible to introduce integrity protection of UE user plane over Un on PDCP? Would extra hardware be required? Would it be possible to give an indication of the performance impact of this integrity protection on such upgraded systems?

SA3 would use this feedback for deciding the priority of looking for a lightweight solution. 
SA3 ruled out IPsec protection for all traffic of UE user plane over Un.

2. Actions:

To TSG RAN WG2 
SA3 kindly asks RAN2 to progress specification of optional-to-implement PDCP integrity protection for DRBs on Un user plane. 

SA3 kindly asks RAN2 to provide input on the question above about the upgrade path, and to take note of the possibility of an additional lightweight solution being specified by SA3. 
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