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1. Overall Description:

RAN2 would like to thank SA3 for their LS on enhancing AS security.

RAN2 has so far assumed that S1-AP and X2-AP messages will be transported over DRBs (i.e. no integrity protection), and has therefore not considered the RAN2 specification impacts of supporting integrity protection of these messages. Enhancing AS security to provide integrity protection for S1-AP and X2-AP signalling across the Un interface is most likely feasible in Rel-10 timeframe, but introduces a number of specification impacts which needs further evaluation in RAN2. Also concerns were raised by some network vendors about implementation impacts from introducing AS integrity protection. RAN2 will wait for further input from SA3 regarding the need for AS enhancements.
RAN2 would like to note that the first set of stage 3 CRs for Relay work are intended to be finalized by RAN2#72, and hence RAN2 kindly requests a quick response from SA3 if AS enhancements are indeed needed.

2. Actions:

To SA3.
ACTION: 
RAN2 requests SA3 to take the above information into account, and inform RAN2 as soon as possible (preferably by RAN2#72) about the need for AS enhancements.
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