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1. Introduction

The eNB sends NAS messages either concatenated with RRC messages or sent by RRC as a DLInformationTransfer msg to the UE. In the downlink direction, during bearer establishment, modification or release, the NAS message is concatenated with the associated RRC message. Per the following text from TS 36.300 specification, the eNB provides reliable in-sequence delivery of all NAS messages:

7.3
Transport of NAS messages
The AS provides reliable in-sequence delivery of NAS messages in a cell.  During handover, message loss or duplication of NAS messages can occur.
In E-UTRAN, NAS messages are either concatenated with RRC messages or carried in RRC without concatenation

Each NAS PDU contains a Sequence Number used to form the NAS COUNT upon which NAS encryption is based.  For a given NAS security context, the receiver NAS security algorithm accepts a given NAS COUNT only once using a window equal to one. The receiver is expected to "estimate NAS count" used to encrypt the packet in order to decrypt the packet. If the NAS level receives NAS PDUs out-of-seq it will increment the overflow counter and the MAC-I verification will fail resulting in it discarding that NAS PDU rather than trying to decrypt it. The NAS level does not have any function specified to handle out of sequence messages.
Reliable in-sequence NAS delivery is an expectation of CT1 [1]. Also, in order NAS delivery was discussed in the last RAN3 meeting [2]. It addressed in-sequence NAS delivery given multiple NAS PDUs occur in a single downlink S1-AP message.  But NAS delivery has not been addressed if there are concurrent S1-AP procedures that include NAS messages. Concurrent procedures are allowed as TS 36.413 states: 

Elementary Procedure: S1AP consists of Elementary Procedures (EPs). An Elementary Procedure is a unit of interaction between eNBs and the EPC. These Elementary Procedures are defined separately and are intended to be used to build up complete sequences in a flexible manner. If the independence between some EPs is restricted, it is described under the relevant EP description. Unless otherwise stated by the restrictions, the EPs may be invoked independently of each other as stand alone procedures, which can be active in parallel. 
So S1-AP messages may arrive at the eNB at approximately the same time.  Within the eNB separate Signaling Radio Bearers (SRB1 and SRB2) are mapped to PDCP for the logical DCCHs between RLC & MAC. The RLC sub layer ensures the in sequence data transfer delivery of upper layer AM PDUs for a particular SRB. Given NAS messages are concatenated with RRC messages and sent via SRB1 to the UE but can be sent without RRC message concatenation via SRB2, there exists two logical channels representing two independent RLC AM bearers (SRB1 and SRB2) that NAS messages are sent via. AS Layer 2 does not specify the in sequence delivery between different radio bearers as SRB1 and SRB2 can be scheduled independently at layer 2. SRB1 is expected to be of higher priority than SRB2. Specifically from TS 36.331: 

4.2.2
Signalling radio bearers
"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RB) that are used only for the transmission of RRC and NAS messages. More specifically, the following three SRBs are defined:

-
SRB0 is for RRC messages using the CCCH logical channel;
- SRB1 is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the establishment of SRB2, all using DCCH logical channel;
-SRB2 is for NAS messages, using DCCH logical channel. SRB2 has a lower-priority than SRB1 and is always configured by E-UTRAN after security activation
So NAS transport via S1-AP splits into two separate SRB channels that transport NAS inside the eNB and to the UE. SRBs exist for the Uu interface but not the S1-AP interface. This contrasts with DRBs which extend from the PGW to UE as seen in the following Security figure:


Given the fact that the eNB delivers NAS messages to the UE via both the SRB-1 and SRB-2 and these two signalling radio bearers exist in the eNB only and possess different priorities, then NAS messages received at approximately the same time via S1-AP might be delivered to the UE out of order due to a race condition, e.g. when a NAS PDU destined for SRB1 arrives shortly after a NAS PDU destined for SRB2. The following presents an example:
1. UE performs inter-eNB handover and arrives at target eNB. eNB sends Handover Notify to target MME.

2. UE also detects it is in a new TAI and sends TAU Request to MME.
3. MMEs EMM layer processes the TAU Request and sends TAU Accept in the DOWNLINK NAS TRANSPORT message.

4. The NAS DOWNLINK TRANSPORT message arrives at eNB and is queued on SRB2.

5. MME sends E-RAB SETUP REQUEST message to eNB with one or more NAS PDUs.
6. The eNB queues RRCConnectionReconfiguration msg with concatenated NAS message for SRB1.
The SRB1 message might be transmitted before SRB2 since SRB1 is a higher priority queue. The issue for clarification then becomes whether the eNB must queue NAS messages destined for different SRBs whenever necessary to ensure reliable in-sequence delivery of NAS messages. 
2. Discussion
Various options are listed for providing reliable in-sequence delivery of NAS messages, but the following possibilities have the disadvantage of likely requiring changes to the current 3GPP specifications:

· All NAS messages are sent via SRB2, including the RRCConnectionReconfiguration  message with piggybacked NAS;

· Specify a sliding window greater than one at NAS receiver;

· Specify that the MME does not deliver NAS signaling messages for the same UE in parallel, i.e. the MME should not send a DOWNLINK NAS TRANSPORT to the ENB concurrent to any procedure resulting in a concatenated RRC with NAS message for the same UE; 

· NAS has two counts, one for SRB1 and another for SRB2, i.e. signalling bearers would extend to the MME;

Alternately it might be agreed to allow out of order delivery and message drops, at least in initial release(s), and  let the UE and MME handle any NAS message loss  via message retries, counting on any delivery of out-of-sequence NAS messages being a rare case. Possible out of sequence delivery could be added, along with currently specified message loss or duplication of NAS messages, as possible in some scenarios. An addition to section 7.3 of 36.300 shown in colour blue as follows to clarify this case could be made:
                7.3
Transport of NAS messages

The AS provides reliable in-sequence delivery of NAS messages in a cell.  During handover, message loss or duplication of NAS messages can occur.

In E-UTRAN, NAS messages are either concatenated with RRC messages or carried in RRC without concatenation. Near simultaneous eNB reception of NAS messages to be carried both ways for the same UE can result in out-of-sequence NAS delivery to the UE.

If this is agreed RAN3 should send a LS to CT1 and SA3 informing them that RAN can not guarantee the in sequence delivery for the race condition under discussion in order to let NAS consider whether any further action is needed. 
Or an addition to stage 2 text should be done regarding in-sequence delivery during the possible race scenario. The clarification being that SRB1 and SRB2 are not always sent independently but rather coordination can be necessary. To accomplish this it is proposed to add the following to 36.300:

In E-UTRAN, NAS messages are either concatenated with RRC messages or carried in RRC without concatenation. Upon arrival of concurrent NAS messages for the same UE requiring both concatenation with RRC for the high priority queue and also without concatenation for the lower priority queue, the messages are first queued as necessary to maintain in-sequence delivery.
3. Conclusion
It is proposed to add or clarify in stage 2 that the eNB’s responsibility to ensure in sequence delivery includes the case of messages arriving near concurrently. 

Proposal 1: 
The following is proposed to be added in section 7.3 of 36.300 in order to clarify this point:
In E-UTRAN, NAS messages are either concatenated with RRC messages or carried in RRC without concatenation. Upon arrival of concurrent NAS messages for the same UE requiring both concatenation with RRC for the high priority queue and also without concatenation for the lower priority queue, the messages are first queued as necessary to maintain in-sequence delivery.
Motorola would be happy to prepare a CR in case this is accepted.
Proposal 2:
Send a LS to RAN2 regarding this issue.
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