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5.1.2
UE Registration: case of non CSG UEs or non CSG HNBs
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Figure 5.1.2-1. UE Registration for non CSG UEs or non CSG HNBs.

1.
Upon camping on the HNB, the UE initiates an initial NAS procedure (e.g. LU Procedure) by establishing an RRC connection with the HNB. UE identity, UE capabilities, e.g. "Access stratum release indicator" or “UE feature capability indicator” (FFS) and Establishment Cause, are reported to the HNB as part of the RRC Connection establishment procedure.

2.
The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Updating Request message) with some form of UE identity . 

3.
The HNB checks the UE capabilities provided in step 1, and if these indicate that CSG is not supported, or the HNB itself does not support CSG, and if the identity of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed, i.e. no Context id exists for the UE, the HNB initiates UE registration towards the HNB-GW (step 5-7). Before starting the UE Registration procedure, the HNB triggers the Identification procedure (step 3) asking the UE for itsIMSI, unless that identity has not been provided during the RRC Connection Establishment or unless it is an emergency call. If the HNB has a context id for the UE, the UE registration procedure is not performed nor is the Identification procedure. 

4.
The HNB may optionally perform access control based on the provided IMSI and the provided access control list

5.
The HNB attempts to register the UE on the HNB-GW by transmitting the UE REGISTER REQUEST. The message contains at a minimum: 

-
UE Identity: a unique identity for the UE provided in step 1 or 3. 

-
UE Capabilities: derived from that provided in step 1. 

· Registration Cause: the indication about a UE registration for an emergency call.

NOTE:
The UE Identity provided in the HNBAP UE REGISTER REQUEST message is unauthenticated. 

6.
The HNB-GW checks the UE capabilities and the Registration Cause. If these indicate that CSG is not supported and that it is not an Emergency Call, or if the HNB does not support CSG, the HNB-GW shall perform access control (step 6) for the particular UE attempting to utilize the specific HNB. 

7.
If the HNB-GW accepts the UE registration attempt it shall allocate a context-id for the UE and respond with an HNBAP UE REGISTER ACCEPT message, including the context-id, to the HNB. If the HNB-GW chooses not to accept the incoming UE registration request then the HNB-GW shall respond with an HNBAP UE REGISTER REJECT message. The HNB behaviour for reject handling shall further be determined by the cause specified in the HNBAP UE REGISTER REJECT message (FFS).

8.
The HNB then sends an RUA CONNECT message containing the RANAP Initial UE message.

9.
The reception of the RUA CONNECT message at the HNB-GW triggers the setup of an SCCP connection by the HNB-GW towards the CN. The HNB-GW then forwards the RANAP Initial UE Message to the CN. 

10.
The CN responds with an SCCP Connection Confirm message.

11.
The UE continues with the NAS procedure (e.g. Location Updating procedure) towards the CN, via the HNB and the HNB-GW.

NOTE 1:
The HNB-GW may additionally utilize a CN assisted method (e.g. using IMSI provided in the COMMON ID message) to alleviate the security risks associated with spoofing of IMSI by the UE and can subsequently trigger a UE deregistration upon detection of such an event.

NOTE 2:
In order to alleviate the security risk where UE establishes the RRC connection for emergency call in order to skip the mandatory access control and afterwards makes normal call, if the UE establishes RRC connection for emergency call, then the HNB-GW by sniffing the NAS messages may perform consistency check for the establishment cause used in the subsequent NAS messages to ascertain that UE is not making normal call afterwards. 
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