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1. Introduction
At RAN3#65bis, an access control solution for in-bound mobility to LTE CSG/hybrid cells was agreed at long last as in [1]. Based on the stage 2 agreement, this paper attempts to identify an issue when a malicious UE (or eNB possibly) which reports an invalid CSG ID performs handover to hybrid cells served by a HeNB GW and to discuss whether it should be solved in the standard. 
2. Scenario which incurs CSG Membership inconsistency
Figure 1 shows the part of in-bound mobility procedure to hybrid cells when a malicious UE reports an invalid CSG ID on measurement report. 
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Figure 1: In-bound mobility procedure to hybrid cells
1. The UE reports a CSG ID (#10) in allowed CSG ID list which is inconsistent with that of the target HeNB in order to attempt fraudulent access.
2. With knowledge of a PCI range for hybrid cells, the source eNB sends HANDOVER REQUIRED to the MME, which includes target cell’s Access Mode (hybrid) and reported CSG ID (#10). 
3. With UE subscription information stored at the MME, access control is performed based on reported CSG ID and succeeds, since the reported CSG ID (#10) is valid UE subscription information. 

4. The MME sends HANDOVER REQUEST to the target HeNB via the HeNB GW, which includes CSG Membership Status (member) and the reported CSG ID (#10). 
5. CSG ID validation reported from the UE is performed at the target HeNB and fails, since the reported CSG ID (#10) is inconsistent with that of the target HeNB (#20). 
6. As a result of CSG ID validation failure, the UE is allowed to handover to the target HeNB as a non CSG member. 
7. The target HeNB sends back HANDOVER REQUEST ACKNOWLEDGE to the MME via the HeNB GW. 

8. The MME sends back HANDOVER COMMAND to the source eNB. 

The issue incurred in the scenario is that the MME is not aware of the allowed CSG membership status at the target HeNB, and hence, the UE is still perceived as a CSG member at the MME. 
The point to be discussed is whether the standard should solve the CSG membership inconsistency between the MME and the target HeNB in the abovementioned scenario. In the current specification, QoS differentiation, i.e., handover admission and packet scheduling between a CSG member and non CSG member is offered on Uu interface served by hybrid cells [2]. The MME needs therefore not to be aware of the CSG membership status from that point of view. However, SA2 has decided that the MME shall indicate the membership status according to the modification of CSG membership [3], and relevant changes to the S1-AP specification have been agreed in principle at RAN3#65bis [4]. To do this, the MME should always know the CSG membership status without inconsistency, in particular avoiding any state mismatch at the target HeNB. In the abovementioned scenario, for instance, when the MME is aware of the UE CSG subscription expiration, the target HeNB is informed of the membership status change to “non CSG member”. The target HeNB has however already perceived the UE as a non CSG member. 
In the light of the fact that the MME needs to update the membership status according to the CSG subscription as mentioned above, the standard should have the mechanism to avoid the CSG membership inconsistency between the MME and the target HeNB. 
Proposal 1: The standard should have the scheme to avoid the CSG membership inconsistency between the MME and the target HeNB serving hybrid cells.
3. Solution
Possible ways to avoid the CSG membership inconsistency during S1 handover procedure is as follows: 

Method 1: To include CSG membership status in the HANDOVER REQUEST ACKNOWLEDGE which indicates the allowed CSG membership at the target HeNB, if CSG ID validation fails. 
Method 2: To include CSG membership status in the HANDOVER NOTIFY in the same condition as method 1. 
Method 1 tends to be preferable to method 2, since access control is performed in the handover preparation phase and relevant issues should be solved during the same phase. In addition, method 1 can solve the inconsistency status earlier than method 2, although it might be negligible. 
Proposal 2: Allowed CSG membership status at the target HeNB should be informed the MME in HANDOVER REQUEST ACKNOWLEDGE, if CSG validation fails. 
4. Summary and proposal
This paper attempted to identify the issue when a malicious UE which reports an invalid CSG ID performs handover to hybrid cells served by a HeNB GW and proposed as follows: 
Proposal 1: The standard should have the scheme to avoid the CSG membership inconsistency between the MME and the target HeNB serving hybrid cells.
Proposal 2: Allowed CSG membership status at the target HeNB should be informed the MME in HANDOVER REQUEST ACKNOWLEDGE, if CSG validation fails.
If working group agrees the proposals, it is also proposed to agree the CR to TS 36.413 in [5]. 
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