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1   Introduction

Four relay architecture alternatives are heavily discussed for E-UTRAN to support Relay Node deployment. The possible security protection on the Un interface for these four relay architecture candidates should be analysed and discussed. Detail analysis is provided in this document for AS security and NDS/IP security. The investigation includes the following aspects:

· The security level comparison for AS security and NDS/IP security;

· AS security investigation on the Un interface;

· NDS/IP security investigation on the Un interface;
· the necessity analysis of the two layers co-existing security protection on the Un interface

2   Discussion 
During RAN3 #65 Shenzhen meeting, the document [1] has analyzed the possible security protection solutions of Alt1, Alt2 and Alt3. Three options for Un interface are listed, the AS security, NDS/IP security, AS security and NDS/IP combined security. For Alt4, the possible Un interface security is the AS security. Since none of the four Alternatives have fatal drawbacks or security hole on the Un interface security protection design, let’s have an analysis to the security method themselves based on the wireless link scenario.
2.1    AS security and NDS/IP security have the same high security level

Both the AS security and NDS/IP security are the mature security solutions. The good example of AS security protection in PDCP layer is the Uu radio interface in LTE. The NDS/IP security is standardized as the backhaul link security solution, but it‘s mainly designed for the wired link. These two options are used in appropriate scenarios respectively and both have the same high security level for integrity, confidentiality and replay-protected.
2.2   AS security investigation on the Un interface

Considering the RN as an UE role and has its own RRC signalling, the AS security protection in PDCP layer between RN and eNB is naturally necessary, that also the same consideration in the document [1]. That is to say, the RN node should support PDCP security handling function, and each candidate for Relay architecture should supports PDCP security design on the Un interface. From this point of view, using the PDCP layer security protection on the Un interface for both the RN associated signalling/data and the UE associated signalling/data could make the security handling simple and consistency.  

In LTE, the PDCP security has designed the detail mechanisms according to the different security protection requirement for both user data and signalling in air interface. Considering the packed loss and radio interference reality on the Uu interface, all the user plan data must not be integrity protected. And all the signalling messages over the radio interface must be integrity protected.

AS security protection in Un interface is competent for the security protection requirement, and AS security could achieve different security protection requirement for both signalling and data in Un air interface.  

AS security solution helps to achieve hop-by-hop security. And the flexible security protection in Un interface is independence to the legacy backhaul link security handling. This helps to reuse the legacy backhaul link security mechanism. 
2.3   NDS/IP security investigation on the Un interface

RN as the role of eNB means the RN has the radio function such as the RRM.  But it does not lead the logic that NDS/IP security protection should be used in Un interface. The following aspects should be considered during the investigation of IPsec security protection on the Un interface：

· overhead
From efficiency point of view, IPsec based security protection has lower efficiency comparing to PDCP protection since it needs to add additional IPHDR header ( for example ESP: Encapsulating Security Payload  tunnel mode). The size of added header is the same level as the IP header, but the inner header could not be compressed when the compression technology is considered. The efficiency cost will become more serious when the small VoIP IP packets are considered on the Un interface.

· Radio scenario fact 
Further, when the scenario that the radio condition of Un interface are put in mind, if NDS/IP security is used in Un interface, it means that integrity protection should be activated for both the data and signalling because the integrity protection for NDS/IP is mandatory in legacy backhaul link. This is conflict to the now existing air interface security protection requirement for user data since the user data must not be integrity protected in Uu air interface in LTE. Further more, the radio bear connection reestablishment caused by the possible frequently Integrity protection check failure will bring high burden to the stability of the radio link of the Un interface. This is due to the fact that radio interface encounters more packet loss and radio interference than wired link. 
If the integrity protection of IPsec is skipped and only ciphering is applied, it’s really a dangerous challenge to the integrity attack. And from compatibility point of view, since this IP link includes both Un interface and legacy wired link between eNB and Gateway, that only ciphering is activated for NDS/IP protection is not a good try because it will bring integrity threats to the wired link. In LTE, the integrity protection for both the data and signalling in the legacy wire backhaul security is always necessary. 
2.4   Necessity analysis of the two layers co-existing security protection in Un interface

No strong reason could be seen to support that the security protection in both PDCP layer and IP layer is necessary. In fact, either PCDP security or the legacy NDS security can independently fulfil all the security protection requirements in Un interface. 
Since RN should mandatory to have a PDCP security function in some extent, there is no strong point could be seen to design another IP layer security in the same air interface, especially considering it will bring redundancy, complexity and does not help to design a more economical RN product.
3   Conclusion and proposal
So, from the description above, we can achieve the following conclusion:

Conclusion: from Un security point of view, AS security is feasible to fulfil the security requirement. And it is not necessary to design NDS/IP and AS security coexistence security mechanisms for the Un interface. 
Based on the above conclusions, we propose to capture the following text proposal into Relay TR.
----------------------------------------Text proposal ---------------------------------------------

6
  Backhaul aspects

Editor’s note:
Primary responsible WG for this clause is RAN3.
6.x Security aspects
The same security mechanism as Rel 8 should be reused to support the backhaul link security of the air interface.
From Un security point of viev, AS security is feasible to fulfil the security requirement.
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