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1. 
Introduction

This contribution analyses the possible solutions to the case where the access control is performed by the network for a UE that is capable of reading the CGI and CSG of the target cell.

During handover, the following steps are assumed if the target cell is a CSG cell:

1.
The UE reads the CSG ID, access mode and CGI of the target cell.

2.
The UE compares the CSG ID of the target cell to the CSG IDs in the Allowed CSG list to determine if the UE is a member of the CSG advertised by the target cell.

3.
The UE reports the CGI in the measurement report and an indication of whether the UE is a member of the CSG associated with the target cell. 

4.
If the UE indicates it is member of the target cell, then the source eNB initiates the handover.
NOTE:
The same indication may be utilized for any target cell. For example, if the target cell is a hybrid cell, the UE can also indicate that it is a member of the CSG in the measurement report. 

Based on the above, the initial access control is performed at the UE but the network still needs to perform the final access control check. The question remains as to how the final access control check is performed in the network for this handover. We analyse the solution in two steps:

-
Where to perform the access control in the network for handover

-
How to perform the access control in the network for handover
In addition to access control, for hybrid cells it has been agreed to inform the HeNB whether the UE is a member of the CSG for QoS support. Therefore, for the inbound mobility procedure, we consider how to inform the target hybrid HeNB of the UE’s membership of the CSG.
2. 
Where to perform access control in the network for handover
To perform access control in the network the following information is required:

-
CSG ID and access mode of the target cell in order to identify the target correctly; and
-
CSG subscription information of the UE to confirm the UE is a CSG member.
There are four places in the network where the access control can occur namely:

1)
Source eNB;

2)
MME (either the source or target MME);

3) 
HeNB GW; and

4) 
Target eNB.

As stated above, the CSG subscription information is needed to perform the access control. Since the source eNB and target eNB may not always be trusted with this information, they cannot be relied on in all cases to perform the access control which leaves only the MME and HeNB GW as potential candidates.

But the HeNB GW is optional which means the MME is the only network entity that is both always trusted and always present and is therefore the logical best choice to perform access control.
Proposal 1: The MME shall perform the final access control for inbound handover to a CSG cell.
There are times when the source eNB may be trusted with the CSG subscription information, so as an optimization it is possible to perform access control at the source eNB by informing the source eNB of the CSG subscription information for the UE. The advantages of performing the access control at the source eNB include:

-
The source eNB can perform the access control decision to handover the UE to the target eNB even in the case where the UE’s Allowed CSG list is out of date, i.e., the indication from the UE that it is not allowed to access the cell is incorrect. 
-
If no PCI confusion exists with regards to the target cell, the source eNB may perform the handover (including for a Rel-8 UE) without requiring the UE to read the CSG or reporting the CGI, i.e., a further reduction in the handover latency. 

-
It enables access control for an X2 handover if the CSG is in a target macro eNB.

Proposal 2: The Source eNB shall perform access control for inbound handover to a CSG cell if it has the CSG subscription information for the UE.
3. 
How to perform access control in the network for handover

As stated above, for access control performed at the MME, the MME needs to know the CSG ID and access mode associated with the CGI of the target eNB. 
In the case the HeNB GW is deployed, the MME may not have knowledge of the CSG ID and access mode associated with the target eNB, so this information needs to be provided either by the UE, the source or the target eNB during the handover procedure. 
Figure 1 shows the call flow for inbound mobility using the messages currently defined in S1-AP. The sections below discuss the impact of the call flow depending on whether the CSG ID information is provided by the UE, the source or the target eNB. In each case the call flow does not change, what changes is the information elements sent in each message and when the decision point occurs for the access control.

NOTE:
Changes among procedures are highlighted in Red. 
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Figure 1 Access control options for in-bound mobility

3.1
UE informs the MME of the CSG ID and access mode of the target

When the UE informs the MME of the CSG ID and access mode of the target, then the access control works as follows:

NOTE:
It is also possible that the source eNB determines the access mode of the target cell based on the reported PCI in the measurement report, using information about PCI ranges assigned to hybrid and closed HeNBs.
1.
The UE reports the CGI, CSG ID and access mode in the measurement report and an indication of whether the UE is a member of the CSG associated with the target cell. 
2.
For a target cell that is a CSG cell, if the UE indicates it is member of the CSG, then the source eNB initiates the handover and sends a Handover Required message to the MME including the reported CSG ID and access mode. 

For a target cell that is a hybrid cell, the source eNB initiates the handover and sends a Handover Required message to the MME including the reported CSG ID and access mode. 
3.
The MME performs the access control based on the reported CSG ID and access mode. For a target cell that is a hybrid cell, the MME determines if the UE is a member of the CSG based on the reported CSG ID and access mode. 

NOTE:
If the UE fails the access control at the MME, the MME responds to the source eNB with a Handover Preparation Failure message with the appropriate error code (e.g., Not authorized for this CSG).

Since the UE may not be trusted to report the correct CSG ID and access mode, when the MME sends the Handover Request message to the target eNB, the MME includes the reported CSG ID and access mode. 

For a target cell that is a hybrid cell, the MME also includes an indication of whether the UE is a member or non-member of the CSG.
4.
The target eNB confirms the CSG ID and access mode and returns the Handover Request Acknowledge message. 

5.
The MME sends the source eNB the Handover Command message. 

NOTE:
If the UE reported an incorrect CSG ID or access mode, the target eNB responds with a Handover Failure message with the appropriate error code (e.g., Reported CSG information incorrect), and the MME responds to the source eNB with a Handover Preparation Failure message with the appropriate error code (e.g., Reported CSG information incorrect).
3.2
Source eNB informs the MME of the CSG ID and access mode of the target

When the source eNB informs the MME of the CSG ID and access mode of the target, then the access control works as follows:

1.
The UE reports the CGI in the measurement report and an indication of whether the UE is a member of the CSG associated with the target cell. 

2.
For a target cell that is a CSG cell, if the UE indicates it is member of the CSG, then the source eNB initiates the handover and sends a Handover Required message to the MME including the CSG ID and access mode. The source eNB determines the CSG ID based on an internal lookup table mapping CGI to CSG ID 

For a target cell that is a hybrid cell, the source eNB initiates the handover and sends a Handover Required message to the MME including the CSG ID and access mode. 
3.
The MME performs the access control based on the reported CSG ID and access mode. For a target cell that is a hybrid cell, the MME determines if the UE is a member of the CSG associated with the hybrid based on the reported CSG ID and access mode. 


The MME sends the Handover Request message to the target eNB, including an indication of whether the UE is a member or non-member of the CSG for a target cell that is a hybrid cell.
4.
The target eNB returns the Handover Request Acknowledge message. 

NOTE:
Depending on how the source eNB acquires the CSG ID and access mode information of the target, the MME may include the CSG ID and access mode in the Handover Request message and the target may confirm the information as in steps 3-5 of section 3.1 above.
5.
The MME sends the source eNB the Handover Command message. 
 NOTE:
If the UE incorrectly reported it was a member of the CSG, then the MME responds to the source eNB with a Handover Preparation Failure message with the appropriate error code.
This method has the disadvantage in that it requires the source eNB to know the CSG ID and access mode of the target eNB for the reported CGI. The source eNB may learn this information for example through ANR or configuration.
3.3
Target eNB informs the MME of the CSG ID and access mode of the target

When the target eNB informs the MME of the CSG ID and access mode of the target, then the access control works as follows:

1.
The UE reports the CGI in the measurement report and an indication of whether the UE is a member of the CSG associated with the target cell. 

2.
For a target cell that is a CSG cell, if the UE indicates it is member of the CSG, then the source eNB initiates the handover and sends a Handover Required message to the MME.

For a target cell that is a hybrid cell, the source eNB initiates the handover and sends a Handover Required message to the MME including an indication whether the UE is a member or non-member of the CSG.

NOTE:
The source eNB can distinguish between a hybrid and CSG target cell based on the reported PCI value or alternatively it may receive the access mode explicitly from the UE.
3.
The MME sends the Handover Request message to the target eNB, including an indication of whether the UE is a member or non-member of the CSG for a target cell that is a hybrid cell.
4.
The target eNB returns a Handover Request Acknowledge message to the MME including the CSG ID and access mode of the target.

5.
For a target cell that is a CSG cell, the MME performs the access control based on the CSG ID and access mode.


For a target cell that is a hybrid cell, the MME confirms whether the UE reported its membership of the CSG correctly based on the CSG ID and access mode.


The MME sends the source eNB the Handover Command message.

NOTE:
If the UE incorrectly reported it was a member of the CSG, then the MME responds with a Handover Preparation Failure message to the source eNB with the appropriate error code (e.g., Not authorized for this CSG); as well as a UE Context Release Command with the appropriate error code (e.g., Not authorized for this CSG) to the target eNB since the UE may still access the target eNB, for example due to RLF.
4.
Comparison

A comparison of the above solutions for access control is shown in the following table:

	Case
	Analysis 

	UE informs MME of CSG ID and access mode
	Advantages:
Less messages in the case of failure since the MME does not need to query the target.

No handover request is sent to the target by the MME in the case the UE incorrectly reports it is a member, so no resources are allocated.

Source eNB learns the CSG ID and access mode of target cells for free.
Supports the source eNB performing access control if it has the CSG subscription information for the UE.

Disadvantages:

Extra overhead needed in measurement report message

	Source eNB informs MME of CSG ID and access mode 
	Advantages:
Less messages in the case of failure since the MME does not need to query the target.

No handover request is sent to the target by the MME in the case the UE incorrectly reports it is a member, so no resources are allocated.
Supports the source eNB performing access control if it has the CSG subscription information for the UE.

Disadvantages:

Source eNB needs to know the CSG ID and access mode of the target eNB, for example, through ANR or configuration

	Target eNB informs MME of CSG ID and access mode 
	Advantages:
Source eNB does not need to know the CSG ID and access mode of the target eNB for handover and it does not need to be included in the measurement report sent by the UE
Disadvantages:

Most messages sent in the case the UE incorrectly reports it is a member, since the MME needs to query the target.

Need to allocate and de-allocate resources at the target in the case the UE incorrectly reports it is a member.
If the UE thinks it is not a member but it actually is a member, the UE may be refused handover to a hybrid cell where it should have received priority. e.g. if the target cell is short of resources

If the UE thinks it is a member but it actually is not a member, a target hybrid cell may unnecessarily handover another non-member UE to make room for the new non-member UE

Does not support the source eNB performing access control if it has the CSG subscription information for the UE.


5.
Proposal
We propose the following based on the above analysis:
Proposal 1: The MME shall perform final access control for inbound handover to a CSG cell
Proposal 2: The Source eNB shall perform access control for inbound handover to a CSG cell if it has the CSG subscription information for the UE.

Proposal 3: The UE shall inform the source eNB of the CSG ID and access mode of the target cell; and the information is confirmed by the target cell.
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