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1. Overall Description:

RAN3 thanks SA3 for their LS R3-083387/S3-081505 reply on E-UTRAN security related issues. 

RAN3#62 has agreed to provide the required signalling for the S1 and X2 interface following the decisions made by SA3 regarding:

· the MME shall always apply forward security i.e. not applying forward security was ruled out. 
· on S1 Handovers 1-hop security is required i.e. applying 2-hop security was ruled out.

RAN3 decided to provide one {NH,NCC} pair in the S1 HANDOVER REQUEST message during S1 Handover (following answer A, D) and in the S1 PATH SWITCH REQUEST ACKNOWLEDGE message during X2 Handover (following answer D) as mandatory IEs. This would mean that the MME always provide a fresh {NH, NCC} pair in those messages. 
The provided {NH, NCC} pair to the eNB in the above mentioned S1 messages are stored in the UE context and are used by the eNB as early as possible for next X2 and intra eNB Handovers. 
Regarding the S1 INITIAL CONTEXT SETUP and S1 UE CONTEXT MODIFICATION REQUEST no {NH, NCC} pair is provided as SA3 see no security requirement (following answer B). 

For the initial context setup an initial value for Next Hop Chaining Count is stored in the UE context. 
For the X2 interface the KeNB and NCC value pair is provided in the X2 HANDOVER REQUEST message to the target eNB. 

2. Actions:

To SA3

RAN3 kindly asks SA3 to take the above answers into account in their further work on E-UTRAN security.

3. Date of Next TSG- RAN3 Meetings:

3GPP RAN3#63

9 - 13 Feb 2009  

Athens, Greece
3GPP RAN3#63bis

23 - 26 March 2009  

South Korea
3GPP RAN3#64

4 - 8 May 2009  


US
