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1.
Introduction

SA3 have in an LS response clarified a number of issues related to the requirements to support integrity/encryption algorithms in the UE [1].

2.
Discussion

2.1
EEA0

SA3 has clarified in [1] that EEA0 is mandatory in the UE in release 8, and will always be mandatory in all foreseable comming releases. From SA3 requirements point of view the EEA0 could be removed from the UE Security Capabilities IE in S1 and X2 as it is always supported in the UE also in future releases. But from a protocol point of view removing EEA0 rather complicates the protocol than simplifies. If removed the EEA0 aspect have to be mentioned in the procedure text, as the input to selecting the encryption algorithm would not only be the UE Security Capabilities IE, but also the "Always supported" EEA0. To simplify the specification we propose to:


Proposal: keep the EEA0 in the UE Security Capabilities IE and remove the FFS in S1 and X2.
2.2
No algorithms supported in the UE

According to SA3 in [1] at least one encryption algorithm (EEA0) and at least on integrity protection algorithm have to be supported in the UE. With the proposal for EEA0 above the value 0 in the IEs Encryption Algorithms and Integrity Protection Algorithms is not possible. 
In chapter 7.2.4.2.1 in [2] the following is defined:

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE's security capabilities to the eNB, which contains the algorithms supported by the UE. The eNB shall choose the ciphering algorithm wich has the highest priority from its configured list and is also present in the UE's security capabilities. The eNB shall choose the integrity algorithm wich has the highest priority from its configured list and is also present in the UE's security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user plane and RRC traffic. The integrity algorihtm is used for integrity protection of the RRC traffic.

Not just the security algorithms supported by the UE but also the configured list of algorithms in eNB is the input when selecting the AS algorithms.
The following abmormal condition in each S1 and X2 procedure where the UE Security Capabilities is sent to eNB will solve the topic with value 0 as well as include the necessary specification of the handling in eNB for the case there is no match between supported algorithms in the UE and configured algorithms in the eNB. With the abnormal condition below the handling of value 0 does not have to be mentioned in the IE description.
If the configured list of permitted encryption (integrity) protection algorithms, including permitted use of  "no algorithms",   in the eNB does not match any of the encryption (integrity) protection algorithms supported by the UE as indicated in the INITIAL CONTEXT SETUP REQUEST message, the eNB shall reject the procedure using the INITIAL CONTEXT SETUP FAILURE message.
Proposal: remove the FFS about value 0 and include the above abnormal condition in S1 and X2 specification for each S1 and X2 procedure where the IE UE Security Capabilities is sent to eNB.
3.
Proposal

It is proposed that RAN3 discuss and agree to the proposals in chapter 2 above, agree the text proposals below and approve the CRs in [3] and [4].
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Text proposals
BIG CR to 36.413: Change chapter 9.2.1.40
9.2.1.40
UE Security Capabilities
The UE AS Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. If for the IE Encryption Algorithms or IE Integrity Protection Algorithms all bits are equal to 0 no algorithms are supported.  
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	 >Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:  

 “first bit” - 128-EEA0, 
“second bit” - 128-EEA1, 
“third bit” - 128-EEA2, other bits reserved for future use.  Value ‘1’ indicates support and value “0” indicates no support of the algorithm. 

Algorithms are defined in [15]


	> Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection  algorithm:  

 “first bit” - 128-EIA1, 
“second bit” - 128-EIA2, 
other bits reserved for future use.

Value ‘1’ indicates support and value “0” indicates no support of the algorithm.

Algorithms are defined in [15].


BIG CR to 36.423: Change chapter 9.2.31
9.2.31
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. If for the IE Encryption Algorithms or IE Integrity Protection Algorithms all bits are equal to 0 no algorithms are supported.  
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	 Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:  

 “first bit” - 128-EEA0, 
“second bit” - 128-EEA1, 
“third bit” - 128-EEA2, other bits reserved for future use.  Value ‘1’ indicates support and value “0” indicates no support of the algorithm. 

Algorithms are defined in  [18].



	Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection  algorithm:  

 “first bit” - 128-EIA1, 
“second bit” - 128-EIA2, 
other bits reserved for future use.

Value ‘1’ indicates support and value “0” indicates no support of the algorithm.

Algorithms are defined in  [18].
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