3GPP TSG-RAN WG3#62
R3-083102
Prague, Czech Republic
10th – 14th November 2008
Agenda Item:

10.1.2b
Source:

Huawei 

Title:


Analysis the scenarios of deployment for HeNB U-Plane
Document for:
Discussion and Approval
1 Introduction 

In R3#61bis, a contribution R3-082702 [1] is agreed. It discusses how to handle GTP layer problem of user plane. But IP transport layer remain some problems to be solved. This paper aims to clarify IP transport problems of user plane.
2 Background
HeNB gets a global IP address to access internet. But this IP address may not access PLMN directly, since PLMN is a different autonomous system which has IP address space of its own. So the IP problem is raised.
3 Discussion
There are two potential ways to solve this IP problem: 

1. Allocating one or more than one PLMN space IP addresses to each HeNB. These IP flows are carried on IPSec tunnel.
2. HeNB just has global IP address(es). For user plane, if direct GTP-U tunnel is used, HeNB GW do NAT function.
For solution 1, HeNB has a PLMN IP, and its IP flows are carried on IPSec tunnel. NAT is not needed. It is depicted in following figure.
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Figure 1: HeNB with PLMN IP address scenario
But it has its disadvantages: not sufficient addresses in PLMN IP space and security problem.
According to SA1 requirements, there are huge amount of CSGs in a PLMN. It shall be possible to support at least 125 million CSG Identities within a PLMN. Each HeNB must get one or more than one IP addresses to access EPC. But PLMN may not have sufficient addresses. For example, if a PLMN IP address space is 10.*.*.*, it can only provide 16 million IP addresses. Secondly, if a HeNB has a PLMN IP address, it can access PLMN freely. Potential security problems are raised.
For solution 2, HeNB just has global IP address. HeNB GW has both global IP address and PLMN IP address. For direct GTP tunnel, NAT function is executed in HeNB GW. It is depicted in following figure.
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Figure 2: HeNB without PLMN IP address scenario
The following flow is an example to illustrate the S1-U interface procedure. It is assumed that SGW has PLMN address 10.0.0.10, HeNB has global address 200.10.10.10, HeNB GW has global address 100.10.10.10 and PLMN address 10.0.0.11. Before SGW sends GTP-U packet to HeNB, it must get HeNB’s PLMN address. In other words, it must get NAT gateway’s PLMN IP address. There are two solutions to provide SGW with NAT gateway’s PLMN IP address through C-Plane. Both solutions do not impact EPC.
Solution 1: HeNB GW replaces address provided by HeNB with its PLMN IP address in S1AP message
1. MME requests SGW to create bearer.
2. SGW replies with TEID and its IP address 10.0.0.10.

3. MME sends resource reserving message to HeNB GW, and HeNB GW forwards it to HeNB.
4. HeNB get SGW’s TEID and IP address. It provides its TEID and IP address 200.10.10.10 to HeNB GW.

5. HeNB GW replaces IP address 200.10.10.10 with its own PLMN IP 10.0.0.11 and forwards to MME.
6. MME forwards these to SGW. SGW gets HeNB’s NAT gateway IP address and TEID.
Solution 2: HeNB provides HeNB GW’s PLMN IP address in S1AP message
1. MME requests SGW to create bearer.

2. SGW replies with TEID and its IP address 10.0.0.10.

3. MME sends resource reserving message to HeNB GW, and HeNB GW forwards it to HeNB.

4. HeNB get SGW’s TEID and IP address. It provides its TEID and HeNB GW’s IP address 10.0.0.11 to HeNB GW. HeNB can get HeNB GW’s PLMN IP address in S1 SETUP RESPONSE message or MME CONFIGURATION UPDATE message.
5. HeNB GW forwards to MME.

6. MME forwards these to SGW. SGW gets HeNB’s NAT gateway IP address and TEID.

The solution 2 does not require HeNB GW to inspect and modify S1 AP message. It keeps HeNB GW transparent. 

After C-Plane procedures, direct GTP-U tunnel is created between HeNB and SGW.

For each uplink GTP-U packet, HeNB GW just replace its source IP address 200.10.10.10 with IP address 10.0.0.11 then routes it to SGW.
For each downlink GTP-U packet, SGW sends it to destination address 10.0.0.11. Then the packet is routed to HeNB GW. HeNB GW replaces destination address 10.0.0.11 with HeNB global address 200.10.10.10 according to the relationship of TEID and HeNB, and then forwards it to HeNB. If HeNB TEID range is not assigned by HeNB GW, TEID translation is needed. It can refer to [1]. 
4 Conclusion and Proposal
It concludes and proposes to adopt following conclusions to TR R3.020:

1 HeNB and EPC may be in different IP address spaces. 
2 For direct tunnel, SGW must get HeNB’s NAT gateway PLMN IP address.
3  For direct tunnel, HeNB GW should act as a NAT gateway.
*********************************Begin of First Modification********************************
x.y IP transport of Direct GTP-U tunnels

HeNB and EPC may be in different IP address space. For IP transport of direct GTP-U tunnel, HeNB GW should act as NAT gateway. For downlink GTP-U packet, its destination address is HeNB GW’s PLMN IP address. Then the packet is routed to HeNB GW. HeNB GW replaces the destination address with HeNB global IP address and routes it to HeNB. For uplink GTP-U packet, HeNB GW replaces the source IP address with its PLMN IP address and routes to SGW.
In S1-U setup procedure, SGW should get HeNB GW’s PLMN IP address. In S1 setup procedure, HeNB gets HeNB GW’s PLMN IP address. In subsequent resource reserving procedure, HeNB provides HeNB GW’s PLMN IP address and TEID.
*********************************End of First Modification**********************************
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