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1. Introduction
This contribution discusses efficient support of legacy UEs in Enterprise deployments of HNBs. In particular the document deals with two critical issues: paging and access control. HNB-specific paging has been proposed as a mechanism for optimizing paging at HNBs. Yet this mechanism is not suited for enterprise deployments. UE access control based on per-HNB IMSI lists also does not scale for multiple HNBs sharing the same CSG. Therefore we propose using the existing CSG ID to solve both these outstanding issues. 

Both legacy and release 8 UEs are supposed to have restricted access to HNBs. For release 8 UEs, HNBs are required to transmit CSG ID over the air to allow UEs to figure out if they can access a particular HNB. This CSG ID information, which is already available at the HNBs (for release 8 UEs), can be passed on to the HNB-GW during HNB Registration procedure [1][2] to support efficient paging and access control for legacy UEs especially for HNB enterprise deployments.

2. Discussion
For residential deployments of HNBs, it is possible to assign each HNB with a LAC that is unique in its neighborhood. This assignment of unique LAC ensures that a legacy UE always performs Location Area (LA) update whenever it comes under the HNB coverage. HNB then may trigger UE Registration procedure with HNB-GW informing GW about UE’s HNB location and allowing it to perform access control. 
However, in the case of enterprise deployments, the presence of a large number of HNBs in the same geographic vicinity makes assigning a unique LAC to each HNB impractical. This is because:

1. It will require a legacy UE to perform LA update whenever it moves (reselects) from one HNB to another which may happen quite often in an office building. This will lead to a significant increase in signaling load which is undesirable for the network. Moreover, it will also impact UE’s standby time unfavorably.

2. Number of LACs available for HNBs may be limited and therefore, it may not be practical to reserve thousands of LACs for each enterprise campus.

Thus, it is imperative for HNBs in an enterprise to share the same LAC. In other words, HNBs in an enterprise need to be treated as a group rather than individual HNBs. As enterprise HNBs will most likely have a common CSG ID to support restricted access for release 8 UEs, the same CSG ID can be used to group HNBs.

Now, we explain how GW can use this CSG ID based grouping to do efficient paging and access control for legacy UEs in case of a mixed (both residential and enterprise) deployment shown in Figure 1.
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Figure 1: Mixed (both enterprise and residential) deployment for HNBs
Paging Issue 
As HNBs are going to be deployed in large numbers, a number of HNBs may end up sharing the same LAC even in the residential deployments. Thus, paging a UE based purely on LAC may be very inefficient and may result in:  (1) unnecessary signaling over Iuh interface (2) wastage of bandwidth of HNBs that share the same LAC. As shown in Figure 1, if a UE is present at HNB-5 having LAC-1 then LAC based paging will cause Enterprise A to be paged unnecessarily.

First way to solve this issue is to page a UE only at the HNB at which the UE is registered. So, whenever a page for a UE is received at HNB-GW, HNB-GW finds out the HNB at which this UE is registered and pages only that HNB [3]. Although this solution works well for the residential deployments where each HNB has a unique LAC in its neighborhood, it fails in the enterprise deployments. As shown in Figure 1, if a UE registered at HNB-1 in Enterprise A moves from HNB-1 to HNB-2, it does not perform any LA update. Thus, HNB-GW performing ‘HNB only’ paging will end up paging the UE only at HNB-1 although the UE may have moved to HNB-2 causing UE to miss the page. This is an error condition in the system and must be fixed.
The second way is to page a UE based on the LAC and CSG ID of the HNB at which the UE registered. So, in Figure 1, if the UE registered itself at HNB-1, GW will know that the UE is present at CSG-1 and LAC-1. Now, it doesn’t matter whether the UE is under the coverage of HNB-1 or HNB-2 because for paging the UE, the GW will page all the HNBs with CSG-1 and LAC-1, i.e., both HNB-1 and HNB-2 of Enterprise A. The residential house in Figure 1 having HNB-5 with the same LAC will not be paged as its CSG ID is different. Also, if the UE had registered itself at HNB-5, only HNB-5 and not Enterprise A would be paged.
Clearly, use of CSG information with LAC information can help to do effective paging for both residential and enterprise scenarios. Note that the UEs (e.g pre-Release 8 UEs) themselves do not need to be aware of the CSG ID – this paging methodology may be enabled at the network elements (MME, HNB-GW and HNBs) alone. 
Access Control
Release 8 UE decides on whether or not to access a particular HNB based on the CSG ID broadcasted by the HNB. In Figure 1, it means that if a release 8 UE is allowed access Enterprise A CSG (CSG-1), it should be able to access HNB-1 and HNB-2. Now, from a user perspective, it shouldn’t matter whether the UE owned by him is a release 8 UE or a legacy UE. Therefore, legacy UEs (same as release 8 UEs) should also be allowed to access all the HNBs broadcasting/belonging to the same CSG ID.
Now, there are a number of ways to achieve it. First is to have the same access control list (or list of allowed UE IMSIs) at every HNB that belongs to the same CSG ID. This method works for residential deployments but in an enterprise scenario, it will mean that whenever a visitor comes to an enterprise, his UE IMSI needs to be updated in every HNB of the enterprise. Clearly, this solution is not scalable.

Second way is to have an access control list (or list of allowed UE IMSIs) per CSG ID. The GW can, therefore, perform access control for a legacy UE by checking UE IMSI in the access control list corresponding to the CSG ID of the HNB. HNB can also perform an optional access control by using the access control list corresponding to its CSG ID. This solves the above scalability issue.

The third way is to have an access control list (or list of allowed CSG IDs) per UE IMSI. The GW can, therefore, perform access control for a legacy UE by checking the presence of CSG ID of the HNB that the UE is trying to access in the access control list corresponding to the UE IMSI. This solution also solves the scalability issue mentioned in the first option. In addition, this option is also aligned with release 8 UE’s access control list structure. That is, it offers an advantage of using the same access control list for both legacy and release 8 UEs.
To summarize, having access control list per HNB is not a scalable solution for an enterprise deployment. Thus, by having CSG ID information available at HNB-GW, we allow flexibility to exercise the latter two options (mentioned above) to support the enterprise deployments. 

3. Conclusion
The document discussed efficient paging and access control of legacy UEs in Enterprise deployment models for 3GHNBs. Based on the above discussion it is proposed to:

· Proposal 1: Add the CSG ID IE in HNB Register Request message [2] to inform HNB-GW of the CSG ID HNB belongs to
· Proposal 2: Access Control Lists should define relationship between CSG-IDs and UE IMSIs 

If the above proposals are accepted, Qualcomm will provide the appropriate CRs. 
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