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1. Introduction

During the RAN WG3 HNB adhoc meetings at Vienna, it was highlighted that the level of details in R3-082884 may not be appropriate for Stage 2 capturing and that a handful of detailed call flows be moved into TR R3-020 for referencing purposes. 
2. Discussion

This TDOC presents three call flows that serve that specific purpose and shows the overall flows assuming no merging of functions have been incorporated. 
3. Call flows
3.1 Successful registration by trying next on list
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Figure 1: Successful registration by trying next on list.
1. If provisioned with an Initial SeGW, HNB queries the FQDN of the Initial SeGW with the public DNS. If SeGW is not available, then HNB queries the FQDN of the Initial HMS. 

2. Public DNS returns the IP address

3. If a SeGW is used to provide access to the Initial HMS, the HNB establishes an IPSEC tunnel to that SeGW. 

4. TR-069 CWMP session is established with the Initial HMS. If SeGW is not available in step (3), then the TR069 CWMP session is established with SSL.

5. HNB informs Initial HMS that it is initialised. If available, HNB shall supply the last visited HNB GW and an optional location information of its present position. 

6. Initial HMS provisions the HNB with a list of potential SeGWs, Serving HMSs and optionally Serving HNB GWs and corresponding RNC Ids. The Initial HMS shall supply a tentative location of the HNB. The initial HMS allocates the appropriate Serving HMSs for the HNB based on HNB location.

7. The Configuration Response is sent from the HNB to the Initial HMS.

8. TR069 CWMP session is terminated. If the SSL session was established in step (4) that session is also terminated.

9. If the IPSec tunnel was established in step (3), the tunnel may be released. HNB shall select sequentially from the provisioned list in step (6). If the SeGW to be used for the Serving HMS is different to what is currently used, then the existing IPSec connection is released. 

Editor’s notes: The Initial HMS could be the same as the Serving HMS. In this case, steps (10 to 16) below are optional.

10. If a SeGW is used to provide access to the Serving HMS, HNB Establishes IPSec tunnel to the Serving HMS. This IPSec is established only if needed. 

11. TR-069 CWMP session is established with the Initial HMS. If SeGW is not available in step (10), then the TR069 CWMP session is established with SSL.

12. The HNB supplies its tentative location and the Radio environment measurements to the Serving HMS

13. The Serving HMS supplies the HNB with Provisioning data for the serving HNB GW and a certified location possibly by analysing the Radio environment measurements supplied by the HNB. The access control list containing “list of IMSIs” allowed to camp on the HNB is also part of the provisioning data. It also supplies a list of SeGWs and Serving HNB GWs. The Serving HMS signs the provisioned data by supplying a Parameter authentication code. 

Editor’s notes: Details of Parameter Authentication Code are FFS.

Editor’s note: The provisioned data from the Serving HMS could be applicable for the entire “list of HNB GWs” or for only the HNB GW indicated. 
14. The HNB sends a Configuration Response message to the Serving HMS

15. TR069 CWMP session is terminated. If the SSL session was established in step (11) that is also terminated.

16. If the IPSec tunnel was established in (10), it is released if needed. The tunnel is released only if the SeGW serving the HNB GW is different. 

17. Establish the secure IPSec tunnel to HNB GW

18. SCTP session is initiated between the HNB and HNB GW. 

19. The HNB attempts to register with the HNB GW by supplying its HNB Identification, its certified location, provisioned data and the signed Parameter Authentication code from the Serving HMS.

20. HNB GW rejects the HNB with a HNB Register Reject. HNB closes the SCTP connection.

21. The IPSec tunnel is released. If the SeGW to be used for the next Serving HMS is different to what is currently used, only then the existing IPSec connection is released. 

22. If a SeGW is used to provide access to the Serving HMS (2), HNB Establishes IPSec tunnel to the Serving HMS (2). This IPSec is established only if needed. Note: Serving HMS (2) could be the same as Serving HMS (1).

Editor’s notes: If Serving HMS (2) is the same as Serving HMS (1) and the provisioned data in step (13) is common to all the HNB GWs in the list, then the following steps until (28) are not required. 

23. TR-069 CWMP session is established with the Initial HMS. If SeGW is not available in step (22), then the TR069 CWMP session is established with SSL.

24. The HNB supplies its tentative location and the Radio environment measurements to the Serving HMS (2).

25. The Serving HMS (2) supplies the HNB with Provisioning data for the serving HNB GW and a certified location possibly by analysing the Radio environment measurements supplied by the HNB. The access control list containing “list of IMSIs” allowed to camp on the HNB is also part of the provisioning data. It also supplies a list of SeGWs and Serving HNB GWs. The Serving HMS (2) signs the provisioned data by supplying a Parameter authentication code. Details of this are FFS.

26. The HNB sends a Configuration Response message to the Serving HMS (2).

27. TR069 CWMP session is terminated. If the SSL session was established in step (23) that is also terminated.

28. If the IPSec tunnel was established in (22), it is released if needed. The tunnel is released only if the SeGW serving the HNB GW (next on list) is different.

29. Establish IPSec tunnel to the HNB GW (next on list) if needed.

30. SCTP session is initiated between the HNB and serving HNB GW (next on list). 

31. The HNB attempts to register with the HNB GW (next on list) by supplying its HNB Identification, its certified location, provisioned data and the signed Parameter Authentication code from the Serving HMS (2).

32. HNB GW accepts and successfully registers the HNB.
3.2 Configuration Update
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Figure 2: Configuration update from the HMS
There are two possible outcomes on a configuration update.

· The configuration update imposes interruption of active services. 
Editor’s notes: For example, the HMS may require the HNB to update configuration plan or update its firmware. Following the configuration update, the HNB may require a reboot or a transition to another state. Before the reboot or transition, the HNB may deregister with the HNB GW.

· The configuration update does not require any service interruption. 
Editor’s notes: The HMS may perform updates to some of the managed parameters at the HNB which will only require synchronization with the HNB GW. As an example, the HMS supplies a modified Access Control List to the HNB which the HNB will have to update with the HNB GW. The following call flow shows such use case. 

1. The 3G HNB has already registered with the Serving HNB-GW. 

2. Serving HMS establishes a TCP Session with the HNB. 
3. Serving HMS sends a HTTP Connection Request to the HNB.
4. HNB sends a Connection Response indicating that it will establish a connection. 
5. The TCP Session is released.

6. If a SeGW is used to provide access to the Serving HMS, the HNB establishes an IPSEC tunnel to that SeGW. If there is already an IPsec tunnel established, steps (6) and (12) are not necessary.
7. TR-069 CWMP session is established with the Serving HMS. If SeGW is not available in step (6), then the TR069 CWMP session is established with SSL.

8. HNB sends TR069 Inform request containing registration information.

9. Serving HMS uploads the updated configuration to HNB

10. The HNB sends a Configuration Response message to the Serving HMS

11. TR069 CWMP session is terminated. If the SSL session was established in step (7) that is also terminated.

12. If the IPSec tunnel was established in (6), it is released. The tunnel is released only if the SeGW serving the HNB GW is different. 

13. HNB sends a registration request to serving HNB GW. Since HNB is already registered, HNB GW shall treat this as a re-registration with updated parameters.
14. HNB GW accepts the updated parameters and re-registers the HNB.

If the updated configuration in step (13) is not accepted, HNB GW rejects the re-registration.
3.3 Successful UE Registration


[image: image3.emf]UE HNB

Core 

Network

HNB GW

8. SCCP: CR

5. UE Register Request (UE Identity)

9. SCCP: CR

6. UE Register Accept (UE Identity, Context Id)

3. Initial Direct Transfer

7. CONNECT (Context ID, CN domain, NAS Node Selector, RANAP Initial UE message)

10. Direct Transfer (Context Id, CN domain, RANAP message)

11. DL Direct Transfer

12. UL Direct Transfer

13. Direct Transfer (Context Id, CN domain, RANAP message)

14. SCCP: DT1 (N-DATA)

Authentication, Security Mode etc. performed  + RAB assignments. UE: RRC Connected Mode

15. SCCP: DT1 (N-DATA)

16. Direct Transfer (Context Id, CN domain, RANAP message)

17. RRC Connection Release

18. RRC Connection Release Complete

19. DISCONNECT (Context Id, CN domain, RANAP message)

20. SCCP: DT1 (N-DATA)

21. SCCP: RLSD

22. SCCP: RLC

1. HNB has registered; SCTP is initiated

2. RRC Connection establishment

4. Identity Request procedure


Figure 3: UE registration following a successful HNB registration
1. The HNB shall turn its transmitter on only after a successful registration with a HNB GW. The HNB shall, at this point, provide the Uu interface for the UEs. 

2. UE attempts RRC Connection establishment with HNB

3. The Initial Direct Transfer contains, for example, a Location Update request from the UE.

4. HNB may perform the Identity request procedure to obtain permanent UE ID (IMSI)

5. HNB attempts to register the UE with the HNB GW by supplying its own Id as well as the UE Id. 

6. HNB GW accepts the registration and assigns a unique context Id for the UE. 
7. The HNB sends a CONNECT message with the RANAP message, the Context Id and the optional NAS node selection message. 
8. HNB GW translates this to a SCCP Connect Request and sends to CN

9. The CN responds with a SCCP Connect Response with the RANAP direct transfer message

10. HNB GW sends a Direct Transfer message with the UE context Id and the RANAP message. 
11. HNB translates this to a Downlink Direct Transfer message and sends it to the UE

12. UE responds with an Uplink Direct Transfer message. 

13. HNB translates this to a RANAP message and transparently sends it to HNB GW via Direct Transfer message. 

14. HNB GW sends connection oriented SCCP message to the CN

Editor’s note: Subsequently, a lot of messages are not shown; For example, Security Mode commands, Authentication procedures, “follow on requests” in Initial Direct Transfers are not shown. 

15. A RANAP Iu release command is sent from the CN to the HNB GW. 

16. The HNB GW sends a Direct Transfer request to the UE context Id with the RANAP message

17. HNB triggers the RRC connection release
18. UE sends the RRC connection release complete. 

19. HNB translates this to a DISCONNECT message and sends it to HNB GW. The UE context Id and the RANAP message are included

20. SCCP connection oriented message, RANAP Iu release complete is sent from HNB GW to CN

21. SCCP connection is released between the HNB GW and the CN

22. SCCP connection release complete is indicated to the CN.

4. Conclusion

It is proposed to include sections under 3.x in to TR R3-020.
5. References

1.  R3-082884. Stage 2 TP for HNB, Airvana et.al.
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