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1. Introduction

In RAN WG3 #61 meeting UE registration procedure for the support of Access Control and paging coordination was agreed. During the discussions it was noted that the access control is performed on an unauthorized UE IMSI. In SA3 they are currently discussing the security requirements on H(e)NB based on the threat analysis performed. SA3 have a requirement stating that: 

“10) UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB (Threat 5, 13). “

The requirement is conflicting with the current RAN3 agreement. This contribution discusses the alternative actions possible to mediate this. 
2. Discussion 
There are mainly two alternatives to solve the discrepancy between SA3 and RAN3, either introduce means to authenticate UE IMSI before access is granted or challenge the SA3 requirement.  

2.1 Authentication of UE IMSI

The authentication of UE IMSI is performed by the CN (i.e. MSC/VLR and SGSN) so the SA3 requirement would mandate the Core Network (CN) to be involved before the access control can be granted. Since it is not desirable to have all access attempts to be forwarded to the CN, an initial filtering can be performed according to the current UE registration procedure, before forwarding the UEs access attempt to CN.  

In addition to the current UE Registration procedure it would be required for the HNB Gateway to intercept the Common Id procedure once this is triggered by CN, and retrieve the IMSI provided by CN, according to the call flow described in Figure 1 (successful scenario). The advantage with this proposal is that is provides explicit means for the HNB Gateway to reject an unauthorized UE without additional signalling load in CN. 
One possible drawback with the proposed solution is that the UE Registration would initially be approved. If the HNB GW finds out that the UE is using different IMSI values towards the HNB GW and CN, the HNB GW would perform a UE deregistration procedure towards the HNB and the HNB would interwork this to appropriate RRC level procedure. Another possible drawback is that the CN will most likely accept the Location Update Request, in this case and if the HNB uses for example Location Update Reject towards the UE once detecting this situation, then there would be a short period when the CN believes that the UE is registered/attached to it on a LA, but the UE believes that it wasn’t allowed to access that LA. However, this situation would be solved once the UE moves e.g. to the macro network and performs a Location Update there.
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Figure 1 UE registration with authenticated UEs
Figure 1 shows how the HNB-GW can perform the final and ultimate HNB level Access Control once the CN returns the COMMON ID procedure (with the authenticated IMSI) to the HNB-GW on the Iu signalling connection. At this stage the HNB-GW can verify that the same IMSI was used towards the HNB-GW and towards the CN (i.e. in UE Registration (between UE, HNB and HNB-GW) and e.g. Location Update procedures (between UE and CN)). This also means that the HNB GW level access control can be performed on IMSI authenticated by the CN and the relevant SA3 requirements are fulfilled.
It is assumed that the same principle can be easily applied if the HNB-level access control would for some reason be implemented in the HNB level.

If the above ultimate HNB level Access Control is not performed service may be granted for an unauthorized UE (i.e. one that is allowed access to the PLMN but is not allowed to access a specific HNB). This would, on the other hand mean that we have a discrepancy between the RAN3 agreements and SA3 requirements and hence we need to clarify whether the solution performing Access Control based on unauthenticated IMSIs is acceptable. 
3. Conclusion and Proposal 
The conclusion and the proposal are that the use of the COMMON ID procedure for UE access control should be documented in the relevant specifications and the behavior of HNB-GW upon reception of COMMON ID including IMSI shall be specified.
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