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1
Introduction
2 In RAN3#61 meeting, the location of UE access control was warmly discussed, and the issue of whether the pre-rel8 UE access control is located in HNB or HNB-GW is still open. This contribution aims to analyze the issue and gives a proposal for UE access control.

3 Discussion
In the home scenario, the HNB only serves those UEs that are authorised to access the HNB by its owner. An efficient UE access control should be done to restrict the access of unauthorized UEs. 
1) Because the UE access control mechanism should have no impact on pre-release 8 UEs and the current CN, the function should be located in HNB or HNB-GW. Three alternative solutions are available on this requirement:

2) Access Control in HNB only
3) Access Control in HNB-GW only

4) Access Control in HNB and HNB-GW
3.1 In order for a UE to originate an initial message when camping on the 3G HNB it is assumed that the 3G HNB has a location area that is distinct from its neighboring HNB and macro cells.The following sections describe the detailed solution using this assumption. 
3.2 Access Control in HNB only
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Figure 1   Access Control in HNB 

1.   Upon camping on the HNB, the UE initiates a LAU procedure by establishing an RRC connection with the HNB. 
2.
The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Updating Request message) with some form of identity (IMSI/TMSI). 
3.
If the identity of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed (e.g. TMSI is used in first access attempt by this specific UE), the HNB requests the IMSI of the UE. This NAS procedure is an insecure procedure, and ideally it should be used as little as possible. There are several methods that could be used to reduce the frequency of this procedure, including:
1) If the HNB can track a UE’s TMSI and P-TMSI, access control can be done using this information  . Hence no extra identity procedure is performed after the HNB has initially stored a specific UE’s TMSI and P-TMSI. 
2) If this is not the first access attempt, the Identification procedure will not be performed. HNB can distinguish whether this is the first attempt or not, depending on NAS code. If the procedure is LAU, attach, HNB will perform this procedure; according to other procedures, HNB will trust the procedure is triggered by an authorized UE.
 The actual mechanism used will be HNB implementation specific.
4.
HNB should perform the UE access control according to the UE’s Identity: HNB should maintain the list of authorized UEs based on the UE’s IMSI, and may track a UE’s TMSI and P-TMSI. 
5.
If the UE is granted access, subsequent procedures including UE Registration and LAU procedure will be performed. 

3.3 If the UE is not granted access, the HNB will reject it. (the exact rejection mechanism is left as HNB implementation specific).
3.4 Access Control in HNB-GW only
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Figure 2   Access Control in HNB-GW
1.   Upon camping on the HNB, the UE initiates a LAU procedure by establishing an RRC connection with the HNB. 
2.
The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Area Updating Request message) with some form of identity (IMSI/TMSI). 
3.
The HNB will forward the NAS message to the HNB-GW via Initial UE Message.
4.
If the identity of the UE is unknown at the HNB-GW, the HNB-GW requests the IMSI of the UE. 
5.
HNB-GW will perform the UE access control according to UE’s IMSI (or LAC). 
6.
If the UE is granted access, subsequent procedures including LAU procedure will be performed. 

If the UE is not granted access, but is authorized on a HNB sharing the same LAC with the access HNB, the UE can camp on this HNB and the HNB will redirect it to macro cell when the UE originates a call. 

3.5 If the UE is not granted access, but is not authorized on a HNB with the same LAC, the HNB-GW will reject it (the exact rejection mechanism is left as HNB-GW implementation specific).
3.6 Access Control in HNB and HNB-GW
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Figure 3   Access Control in HNB and HNB-GW
1~5.   The same as the steps 1~5 in section 2.1.
6.
CN node may inform the HNB-GW of the UE’s IMSI via the RANAP Common ID procedure. 
7.
HNB GW will recheck the UE’s IMSI according to the information from CN.
8.
If the UE is granted access, subsequent procedures will be performed. 

3.7 If the HNB is a hostile attacker, the HNB-GW will reject the UEs’ access attempt (the exact rejection mechanism is left as HNB-GW implementation specific). 
	3.8 Comparison of  Different Solution


	AC in HNB
	AC in HNB-GW
	AC in HNB and HNB-GW

	LAC Assignment
	3G HNB has a location area that is distinct from its neighboring HNB and macro cells 
(
	No restrict requirement. UE is allowed to camp on the HNBs which share the LAC with the UE authorized HNB. 
(
	3G HNB has a location area that is distinct from its neighboring HNB and macro cells
(

	UE Experience
	UE can not camp on an unauthorized HNB, so it will not originate a call in the HNB.
(
	The UE may be rejected by network when originating a service ( it may happens that HNB can not redirect a service request to another cell), it will make the user confused and may complain why service/call request can not be served by network even with a good signal quality
(
	UE can not camp on an unauthorized HNB, so it will not originate a call in the HNB.
(

	Signalling Cost on Iuh
	Unauthorized UE is rejected by HNB, no Iuh signalling involved.
(
	Every unauthorized UE should be rejected by the HNB-GW. At least two messages per UE is involved on Iuh
(
	Unauthorized UE is rejected by HNB, no Iuh signalling involved.
(

	Malicious HNB Attack
	The access control is performed by HNB, operator has no efficient way to prevent UE’s access from malicious HNB. 
(
	Operator equipment HNB-GW will decide UE’s access to prevent malicious HNB’s attack. 
(
	Operator equipment HNB-GW will decide UE’s access to prevent malicious HNB’s attack
(


It is concluded from the table:
1) If HNB is secure, solution 1 and solution 3 have good UE experience and less signalling on Iuh.

2) If HNB isn’t secure, solution 2 and solution 3 can prevent the malicious HNB attack. 

So it is preferred to use solution 3 to implement UE access control in 3G HNB system.
3
Proposal
It is proposed to add the UE access control location with the following work assumption and conclusions into TR R3.020 and the new stage 2 TS for HNB:
1. A 3G HNB cell has a different LAC with its neighbour cell (either HNB cell or Macro cell)

2. HNB shall be able to implement access control to block the signalling load from unauthorized UE to Iuh/Iu.
3. HNB-GW may recheck UE’s authorization again to prevent malicious HNB attack.
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4. Access Control based on UE’s IMSI
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5. Subsequent Procedures





4. Access Control based on UE’s Identity
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6. Subsequent Procedures





5. Access Control based on UE’s IMSI or LAC
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5. Continue with LAU Procedure。。。including UE Registration and security procedure
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