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1. Introduction

At SA#40 the TS on Security architecture 33.401 was approved. The security architecture is now stable enough to define some security related IEs and procedure text in 36.413 and 36.423. KeNB handling is not considered sufficiently stable and therefore not treated in the present contribution.
2. Discussion

2.1
UE Security Capability
In 33.401 the following aspects related to UE security capability, essential for the S1 and X2 interfaces are defined:

MME shall provide the UE Security Capability to the eNB in the INITIAL CONTEXT SETUP message. The Security Capabilities of the UE contains: the supported algorithms for encryption of RRC signalling and UP, the supported algorithms for integrity protection of RRC signalling and the supported Key Derivation Functions (KDF). [Note: CR 25r1 in doc S3-080865 (approved by SA3 in June) suggests that it shall be further investigated if the KDF negotiation shall be included in 3GPP rel8 or rel9.]
During S1 and X2 handover the UE AS Security Capabilities shall be sent to MME by target eNB for verification, prohibiting the security level from being manipulated. 
In 33.401 chapter 7.2.4.1 and in the CR 23r1 (doc S3-080864), chapter 7.2.4.2.3 approved by SA3 in June details regarding UE security capability are described.
Stage 3 details to be included in 36.423 and 36.413:

X2 handover:
· The source eNB shall include the UE Security Capabilities in the HANDOVER REQUEST message

· The target eNB shall send the UE Security Capabilities received from the source eNB to the MME in the PATH SWITCH REQUEST message 

S1 handover:
· The source eNB shall forward the UE Security Capabilities to the target eNB in the Source eNB to Target eNB Transparent Container IE
· The target eNB shall send the UE Security Capabilities received from the source eNB to the MME in the HANDOVER NOTIFY message.
2.2 KeNB re-keying and KSIasme
In chapter 6.3 of 33.401 the EPS key identification is described. The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The purpose of the KSIASME is to make it possible for the network to identify the KASME which is stored in the mobile station without invoking the authentication procedure. 
The KSIASME  has to be provided to the UE during the RRC Security Mode Command procedure. 

KeNB re-keying is described in 33.401 chapter 7.2.9.2: “The eNB runs the key change on-the-fly procedure with the UE. During this procedure the eNB indicates to the UE which KSIASME was used to generate the KeNB that shall be the basis for derivation of the KeNB to be used after the procedure.”  MME triggers key change on-the-fly with the S1 procedure UE Context Modification.
Stage 3 details to be included in 36.413:
· The KSIASME is provided to eNB by MME in the S1: INITIAL CONTEXT SETUP message and used by eNB in the RRC Security Mode Command procedure.

· The KSIASME is provided to eNB by MME in the S1: UE CONTEXT MODIFICATION REQUEST message an used by eNB for KeNB re-keying. 
The role of KSIasme in eNB after the UE context is setup and the secure RRC/UP relation between UE and eNB is established is not clear from 33.401. Furthermore it is not clear if it should be possible to change the Kasme (new AKA run) as part of S1 or X2 handover. Inclusion of KSIasme in S1 and X2 handover messages are marked FFS in [1] and [2]. 
2.3
Other stage 3 updates

Cause values related to failure of setup of security context and the secure relation between eNB and UE need to be defined.

The following cause vales are proposed for S1:

· Requested Ciphering And/Or Integrity Protection Algorithms Not Supported
· Failure In The Radio Interface Procedure

The following cause value is proposed for X2:

· Requested Ciphering And/Or Integrity Protection Algorithms Not Supported
3. Proposal

It is proposed that RAN3 discuss and agree to the proposals for update of stage 3 specifications in chapter 2 above and approve the CRs in [1] and [2].
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