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1 Overview

GAN Iu mode, defined in Rel-8 TS 43.318 [1] and TS 44.318 [2], uses IPsec in place of UMTS mechanisms for the encryption and integrity protection for the control plane and user plane messages exchanged between the GAN-enabled UE and the GANC. However, the GANC and the UE must support the procedures that allow the UE to transition between the GAN security environment and the UMTS security environment during GAN-UTRAN relocation scenarios.
This contribution first summarises how the UMTS security aspects apply in the GAN environment and then describes how the necessary security elements that are required to execute the UMTS encryption and integrity protection algorithms are exchanged during the GAN-to-UTRAN CS handover scenario.

2 Aspects of UMTS Security
The following aspects of UMTS security are considered:
· Authentication

· Identity Confidentiality

· Integrity Protection
· Encryption
Figure 1 shows the network element endpoints for which each of these security aspects applies.
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Figure 1: Relevant network element endpoints of UMTS security aspects

2.1 Authentication

In UMTS networks, the CN authenticates the UE using NAS level messaging. In the CS domain, the VLR (normally co-located in the serving MSC) performs this function; and in the PS domain, the serving SGSN does so. Both VLR and SGSN rely on assistance from the AuC in the home PLMN (normally co-located in the HLR), which is the CN element containing shared secret information (e.g., key K) that is also known at the UE (USIM).

Section 6.3 of [3] describes the authentication process in detail. Figure 2 below is an extract of Figure 9 from [3], showing the authentication process in the UE’s USIM. The elements that the USIM requires as input are the key K permanently stored on the USIM, and RAND and AUTN which are received from the VLR/SGSN. All other values are generated on the UE using functions f1-f4.
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Figure 2: User authentication function in the USIM

As highlighted in Figure 1 above, the RNC plays no functional role in the exchange of authentication data, other than the relay of the authentication-related NAS elements between the UE and CN. Because the GANC operating in GAN Iu mode supports the same Iu interface to the CN as the RNC, the GANC also has no functional role in the exchange of authentication data, other than the relay of the authentication-related NAS elements between the UE and CN.
The UE operating in GAN Iu mode is required to adhere to the authentication procedures outlined in Section 6.3 of [3].
2.2 Identity Confidentiality

A level of confidentiality is achieved in UMTS networks by the assignment of temporary mobile identities, TMSI in the CS domain and P-TMSI in the PS domain.

Section 6.1 of [3] describes the assignment of temporary identities. The RNC is transparent in this process, relaying the temporary identities between the UE and CN. Likewise, the GANC also has no functional role in the assignment of temporary identities, other than the relay of the temporary identities between the UE and CN.
2.3 Encryption and Integrity Protection
The values supporting encryption and integrity protection are tightly coupled in UMTS networks. Therefore, these two aspects of security will be examined together. Figure 3 is an extract of Figure 16 from [3], highlighting the UMTS integrity protection algorithm. Likewise, Figure 4 is an extract of Figure 16b from [3], highlighting the UMTS encryption algorithm.
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Figure 3: 3G integrity protection algorithm
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Figure 4: 3G encryption algorithm
The remainder of this section analyzes how the necessary security elements required to execute the algorithms in Figure 3 and Figure 4 are exchanged during GAN-UTRAN relocation scenarios.
2.3.1 CS Domain UTRAN to UTRAN Relocation

Figure 5 is a slightly modified version of Figure 11 from [4], showing intra-3G-MSC procedures for SRNS relocation involving the UE. Similar procedures that do not involve the UE are not considered, because GAN Iu mode does not support the Iur interface. Likewise, inter-3G-MSC procedures for SRNS relocation are not shown since the difference from intra-3G-MSC procedures is in the CN and not pertinent to this discussion.
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Figure 11, TS 23.009
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Physical Channel Reconfiguration Complete (TS 25.331, 10.2.23) or one of 4 other RRC responses

– Integrity Check Info (10.3.3.16) 



MAC-I, RRC message sequence number

– Uplink RRC message sequence numbers per RAB              (mode = modify)
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Include the IE Source RNC to Target RNC Transparent Container (TS 25.413: 9.1.9, 9.1.10, 9.2.1.28)

– Chosen Integrity Protection Algorithm          , Integrity Protection Key IK

– Chosen Encryption Algorithm         (control, CS user, & PS user), Ciphering Key CK
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Include the IE Target RNC to Source RNC Transparent Container (TS 25.413: 9.1.11, 9.1.12, 9.2.1.30)
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– Ciphering Mode Info (10.3.3.5) 
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Ciphering Mode Command (start / restart), Ciphering Algorithm

– New U-RNTI 
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SRNC identity of target RNC (causes UE to send       to target RNC)
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The 3G UE sends the following in the RRC Connection Setup Complete message (TS 44.331: 10.2.41)

– START list (values likely to change, so new values resent at handover time per below)

– UE radio access capability (10.3.3.42), which includes UE Security Capability (10.3.3.37) 

– UE radio access capability extension (10.3.3.42a)

– Inter RAT UE radio access capability (10.3.8.7)
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Figure 5: CS domain UTRAN to UTRAN SRNS relocation
NOTE: Step 2 in the above diagram should also show the RRC Container which includes the SRNS RELOCATION INFO message, as described in TS 25.331, sub-clause 14.12.4.2. The following table lists the ciphering (encryption) and integrity protection related content of that message.

	Information Element/Group Name
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering related information
	
	
	
	

	>Ciphering status for each CN domain
	MP
	<1 to maxCNDomains>
	
	

	
>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	

	
>>Ciphering status
	MP
	
	Enumerated(Not started, Started)
	

	
>>START
	MP
	
	START 10.3.3.38
	

	>Latest configured CN domain
	MP
	
	CN domain identity 10.3.1.1
	

	>Calculation time for ciphering related information
	CV-Ciphering
	
	
	

	
>>Cell Identity
	MP
	
	Cell Identity 10.3.2.2
	

	
>>SFN
	MP
	
	Integer(0..4095)
	

	>COUNT-C list
	OP
	1 to <maxCNdomains>
	
	COUNT-C values for radio bearers using transparent mode RLC

	
>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	

	
>>COUNT-C
	MP
	
	Bit string(32)
	

	>Ciphering info per radio bearer
	OP
	1 to <maxRB>
	
	For signalling radio bearers this IE is mandatory.

	
>>RB identity
	MP
	
	RB identity

10.3.4.16
	

	
>>Downlink HFN 
	MP
	
	Bit string(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	
>>Downlink SN
	CV-SRB1
	
	Bit String(7)
	VT(US) of RLC UM

	
>>Uplink HFN 
	MP
	
	Bit string(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	Integrity protection related information
	
	
	
	

	>Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	

	>Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	

	
>>Uplink RRC HFN
	MP
	
	Bit string (28)
	

	
>>Downlink RRC HFN
	MP
	
	Bit string (28)
	

	
>>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	
>>Downlink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>Implementation specific parameters
	OP
	
	Bit string (1..512)
	


	Condition
	Explanation

	Ciphering
	The IE is mandatory present when the IE Ciphering Status has the value "started" and the ciphering counters need not be reinitialised, otherwise the IE is not needed.

	IP
	The IE is mandatory present when the IE Integrity protection status has the value "started" and the integrity protection counters need not be reinitialised, otherwise the IE is not needed.

	SRB1
	The IE is mandatory present for RB1. Otherwise it is not needed.


2.3.2 CS Domain UTRAN<->GAN Iu Mode Relocation Scenarios
Considering the above procedure in the GAN Iu mode context, we conclude the following:

1. When a UTRAN to GAN Iu mode relocation occurs, the GANC shall retain CIPA, CEA, IK, and CK. They must be relayed to the next RNS-B should a GAN Iu to UTRAN relocation subsequently occur.

2. When a GAN Iu mode to UTRAN relocation occurs:

a) the GANC shall include the CIPA, IK, CEA, and CK values in the Source RNC to Target RNC Transparent Container;

b) the GANC shall obtain the START value(s) from the UE (e.g., in the GA-RRC Relocation Information message) and include them in the RRC Container sent to the target RNC;

c) the GANC shall ensure that Integrity Protection Activation Info (most notably the FRESH value) that is provided by RNS-B in the Relocation Request Ack message (e.g., in the Physical Channel Reconfiguration message) is relayed to the UE in the GA-RRC Relocation Command.
Additional analysis is required to determine the need for additional information exchange between the UE and GANC, so as to allow the GANC to properly populate the information containers transferred to/from the target/source RNC.
3 Conclusion

The security and handover procedures defined in [1] and [2] must be corrected as described herein.

An LS to SA3, RAN2, RAN3, and CT1 should be prepared to verify these findings and to receive additional comments from these WGs.
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