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1. Overall Description:
RAN2 would like to thank SA3 for their LS S3-080503 on “Key change on the fly”. 

RAN2 would provide the following answers to the SA3 queries:
SA3 has discussed the following optimization case. The UE and MME has run AKA, and the MME triggers the eNB to perform an AS key change on-the-fly. At this point the eNB has decided to hand the UE over to another eNB…and a second option would be to perform the key change during the inter-eNB handover…
Issue 1: SA3 would like inform RAN2 about this possible optimization case and ask RAN2 to respond if this optimization will be implemented.
RAN2 Response: RAN2 concluded that due to rarity of occurrence of this situation it is not going to support this optimization for inter eNB handover case. 

However, for intra eNB Handover it shall be possible to indicate to the UE whether the “old” or the “new” key is to be used. Discussion is ongoing whether this should be signalled with a 1 bit indicator “old”/”new” or by sending the KSI.
A related issue discussed in SA3 was how to deal with prepared handovers in relation to AS key change on-the-fly. The assumption is that an eNB has prepared a number of potential target eNBs and …
Issue 2: SA3 would like RAN2 to provide feedback on if it is sufficient that the UE drops to EMM_IDLE and goes back into EMM_CONNECTED mode again by sending NAS Service Request (and hence establishes new security context between eNB and UE) to recover from this problem or if a more elaborate mechanism is required.
Ran2 Response: As already mentioned in response to issue 1 RAN2 does not see a strong need to optimize key-change for inter eNB handover case. The source eNB normally rejects S1 reconfiguration messages including SMC received during the HO preparation phase.  Iit would be up to the MME to repeat the key change procedure in the new eNB after completion of the HO procedure. 
Forward Security: In addition to this SA3 would like to highlight that a decision was taken during SA3#51 to provide some form of forward security in inter-eNB handovers… and thus SA3 would like to know in which handover cases the path switch message is sent.
RAN2 Response: In general RAN2 would appreciate a unified solution for all types of handover (S1, X2 – Intra/ Inter eNB). As much as possible RAN2 would like to avoid for the UE to know the handover type. 
RAN2 would like to express the following preferences to SA3 on this forward security issue:
1. Can the procedure of X2 handover also be applied for both intra-eNB and inter-eNB handover? As indicated earlier, current RAN2 practice is to make the HO-type transparent to the UE.

2. If possible the MME should not be required to know the physical cell id i.e. RAN issues should be hidden from the CN as much as possible. 
About SA3’s question to path switch message: RAN2 would like to refer this question to RAN3 as it is outside RAN2’s area of expertise.
2. Actions:

To SA3:

RAN2 kindly asks SA3 to take note of RAN2’s decisions and preferences.  
To RAN3:
RAN2 kindly asks RAN3 to provide a response on path switch question.
3. Date of Next RAN2 Meetings:
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