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1. Overall Description:
SA3 would like to thank RAN3 for the LS on security aspects for Home eNB and would like to provide the following information:
SA3 has taken into consideration the deployment scenario described by RAN3, in which the Home eNB is connected to a Home GateWay (HGW), which is the central node of a domestic network.
SA3 would like to confirm RAN3 perception that the proposed scenario implies additional threats as far as security aspects are concerned, in the architectural context of UMTS/UTRAN and SAE/LTE. A threat analysis on this Home (e)NB security is currently discussed by SA3.

SA3 would also confirm RAN3 perception that a secured solution shall be standardized in 3GPP specifications for the specific cases of 3G Home NB and of LTE Home eNB.

SA3 has not studied yet the potential side effects related to frequent IPSec tunnel release/reestablishment procedures but is willing to take this as part as its study item. However SA3 estimates that those effects should not be more important than in other architecture already standardized by 3GPP or other standardization bodies, like IMS, I-WLAN or GAN.
2. Actions:

SA3 kindly asks RAN3 to take into consideration the above. 
3. Dates of Next SA3 Meetings:
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14th April – 18th April 2008



Vancouver, Canada
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23rd June – 27th June 2008 
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