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1. Overall Description:
SA3 has decided to base the synchronization of Access Stratum keys on the sequence number of certain NAS messages sent from the UE to the MME. To be able to determine if this is sufficient to achieve sync, or if additional information must be sent from the MME to the UE (echoing back the sequence number) during the procedures in question, SA3 would like to verify that their assumptions are correct. For more details on the intended mechanisms, please refer to clauses 7.2.X, 7.2.5, 7.2.6 and 7.2.7 in the attachment (which is the latest version of EPS security architecture TS). 
2. NAS Service Request procedure
During the NAS Service Request procedure, the UE and the MME will derive the AS keys based on the sequence number of the NAS Service Request message. For this to work as is, the UE must know which NAS Service Request message triggered the AS SMC message in connection to start of AS security. SA3 notes that if the UE believes that a NAS Service Request message has been lost, one possibility is that it transmits a second NAS Service Request (possibly with a different NAS sequence number), and would in this case not be sure which sequence number to use to synchronize the AS keys.
Question 1: Is it correct that the UE can be sure which NAS Service Request message triggered AS SMC (i.e., will the UE and the MME always be able to derive the AS keys from the same uplink NAS sequence number).

In case there is an AKA run during this procedure, the NAS sequence numbers will be reset, and the value of the reset uplink sequence number will be used in the derivation of the AS keys.
3. Attach procedure

If there is a NAS security context present during the attach procedure, the UE and the MME will derive the AS keys based on the sequence number of the Attach Request message. For this to work as is, the UE must know which Attach Request message triggered the attach.

Question 2: Is it correct that the UE can be sure which Attach Request message triggered the attach (i.e., will the UE and the MME always be able to derive the AS keys from the same uplink NAS sequence number).

In case there is an AKA run during this procedure, the NAS sequence numbers will be reset, and the value of the reset uplink sequence number will be used in the derivation of the AS keys.

4. Information on other SA3 agreements and requirements
The above mechanism for refreshing the AS keys has as an implication, that the NAS sequence numbers must not be reset unless there is a new K_ASME, i.e., only when a new AKA is run.
4.1. Terminology

To avoid confusion, and since "key derivation" and "key change" are very broad terms, different types of key derivations are named differently. The following terminology is agreed by SA3 to be used from now on:

K_eNB:

· Derivation of a new K_eNB from the same K_ASME and including a freshness parameter is referred to as a refresh of K_eNB.

· Derivation of a new K_eNB from a new K_ASME (i.e., after an AKA has taken place) is referred to as a re-keying of K_eNB.

· Derivation of a new K_eNB from another K_eNB (i.e., at cell handover), is referred to as a chaining of K_eNB.

NAS keys:
· Derivation of new NAS keys from the same K_ASME and including a freshness parameter (it has not been agreed that this is really necessary) is referred to as refresh of NAS keys.

· Derivation of new NAS keys from a new K_ASME is referred to as a re-keying of NAS keys. 

· Derivation of new NAS keys from the same K_ASME but including new algorithms (and no freshness parameter) is referred to as re-derivation of NAS keys.

5. Actions:

To RAN2/RAN3/SA2/CT1:
ACTIONS: SA3 kindly asks RAN2/RAN3/SA2/CT1 to 

· answer questions 1 and 2 above from their perspective (collaborating with other groups as needed).
· adopt the terminology in Section 4 for the different types of key changes.
6. Date of Next SA3 Meetings:

TSG-SA WG3 Meeting #50
25 - 29 Feb 2008  
Asia

TSG-SA WG3 Meeting #51
14 - 18 Apr 2008   
TBD
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