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1. Overall Description:

CT1 would like to thank SA3 for their LS on outstanding NAS messages (S3a071035/C1-080351) and would like to give the following answers to SA3's questions:

Question 2: Is it correct that the UE can be sure which Attach Request message triggered the attach (i.e., will the UE and the MME always be able to derive the AS keys from the same uplink NAS sequence number).

Answer: CT1 think that there are scenarios where the UE cannot be sure which Attach Request message triggered the attach. 
One example would be the following:

The UE establishes an RRC connection and transmits a first Attach Request message with NAS sequence number SQN1. Either the message is lost in uplink direction or several message(s) sent by the MME in downlink direction (e.g. several copies of the NAS Security Mode Command) are lost during the next 15s (= value of the retransmission timer for the Attach Request in TS 24.008).

The retransmission timer for the Attach Request expires in the UE. The UE retransmits the Attach Request with NAS sequence number SQN2 via the existing RRC connection in an UL NAS Transfer message.

When the UE receives a NAS Security Mode Command, this can either be a reaction to the first Attach Request message (nth retransmission) or to the second Attach Request message (1st transmission).

CT1 has not studied yet the NAS sequence number handling in detail; therefore, CT1 has not made a firm decision yet whether for retransmissions controlled by NAS the NAS sequence number will always be incremented, i.e. whether SQN2 ≠ SQN1. 
CT1 notes, however, that in certain scenarios, e.g. when the UE sends another NAS message between the first and second Attach Request (UE responds to an Identity Request for IMSI) or when due to an authentication procedure the NAS sequence number is reset between the first and second Attach Request, it seems actually necessary to increment the NAS sequence number for the retransmission; and simplicity of implementation would be a strong argument for doing this in all cases. The working assumption should therefore be that indeed SQN2 ≠ SQN1.
CT1 cannot comment on the probability for such a scenario, but notes that the message transfer both via the radio interface and via the S1 interface is performed in "acknowledged mode".
Question 1: Is it correct that the UE can be sure which NAS Service Request message triggered AS SMC (i.e., will the UE and the MME always be able to derive the AS keys from the same uplink NAS sequence number).

Answer: Currently, for the Service Request message there is no automatic retransmission specified, but the service request procedure can be restarted in the UE, e.g. on request of the "RAB manager" which handles the data packets that are waiting for uplink transmission. 

Therefore, in principle the same argument applies as for the attach procedure, i.e. there are scenarios where the UE cannot be sure which Service Request message triggered the AS SMC. 

2. Actions:

To SA3 group.

ACTION: 
CT1 kindly asks SA3 to take CT1's answers into account.
3. Date of Next CT1 Meetings:
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