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1. Introduction

There was a discussion at SA5 based on contribution S5-070282 “Principles for subscriber and equipment trace for LTE and SAE”. As a result of the discussion, SA5 agreed to have a trace mechanism for LTE and asks RAN3 in LS (R3-070032) to convey trace related information piggy back on traffic messages. 
2. Discussion
CN initiated trace is used to indicate to EUTRAN that information from the traffic interfaces should be logged for a particular UE.

In EUTRAN, the subscriber id (IMSI) and equipment id (IMEI) are not known to the radio network, due to security reasons. Because of this, every trace must be initiated by the core network, even if the trace shall be carried out in the radio network (i.e. Signaling Based Activation). 
One contribution submitted to RAN3#55bis proposed to store a trace flag in the UE in order to be able to trace even the first message from the UE. Storing a flag in the UE will however introduce a number of issues. 

· How is the flag stored in the UE? The UE may not be available (turned off, in other network, …) when the flag is supposed to be stored in the UE. How is it ensured that the UE has received the trace flag before the trace is supposed to be performed?
· How is the flag removed? The UE may not be available (turned off, in other network, …) when the flag is supposed to be removed from the UE. One possibility would be to remove the flag based on a timer, but then the issue would be how to set a proper value for the timer. One possibility would be to remove the flag on power off, but then it would not be possible to trace the attach sequence. 
· What happens if the UE with a flag moves to another network? Will there be other conditions that have to be fulfilled to start the trace. 
· How is it ensured the flag has been set by the network and not by someone hacking the UE?

· What is the probability that there is a problem in the very first message from the UE? We see very little motivation for introduction of the possibility to trace the very first message from the UE. Any NAS information could be traced in the EPC. 
Even if it’s important to be able to start the trace functionality early during a call for error tracing and trouble shooting in the network, there is no motivation why it would not be sufficient if the trace is always triggered directly by the EPC . Therefore we propose the CN invoked trace to be indicated to EUTRAN already at the initial setup. 
Handovers are also a problematic function in where many things can go wrong. Therefore we propose the trace configuration to be propagated on the X2 interface at handover, and on the S1 interface if the handover is carried out between MME’s.
It is proposed to piggyback the trace information in traffic messages since most problems requiring trace are expected to appear at call set up or at handover. That means the earlier the trace propagation is done, the more traffic signaling messages can be logged.
3. Proposal

It is proposed to agree the draft CR in R3-070915 that proposes trace related text in a new section of 36.300.
