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1 Introduction
To allow the UE to have access to its end-to-end services directly after completion of Network Attach, and thus be always-on, the SAE network shall allow transition from LTE_DETACHED directly to LTE_ACTIVE. In LTE_ACTIVE the default bearer shall be active to allow UL DL traffic immediately after UE is attached.
The transition from LTE_DETACHED directly to LTE_IDLE is not covered by this proposal. Whether this transition also will be required is left for further discussion.
2 Discussion
The procedures to be used over S1 for transition from LTE_DETACHED to LTE_ACTIVE have been discussed during a drafting E-mail discussion after the Malta RAN3 #55bis meeting. Two main way of solving UE Attach where identified. The two solutions are described in 2.1 and 2.2 below.
2.1 Solution with separation of NAS security and RRC/UP security

It is assumed that NAS security has already started when MME sends Initial Context Setup request to the eNB. 
Note: it is assumed that only one round trip is required between MME and UE for the three actions: a) AKA, b) selection of NAS Integrity and Encryption algorithm and c) start of NAS security. This aspect is the responsibility of SA2 and SA3, however the above assumption does not violate the requirements in TR33.821.
2.1.1 Message flow 

Message flow for Initial Context setup at transition from LTE_DETACHED -> LTE_ACTIVE is shown in figure 1 below.
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Figure 1: S1 messages at transition from LTE_DETACHED -> LTE_ACTIVE.
The Attach is initiated by the UE which is using an RRC procedure to send the NAS message Attach Request to eNB. The eNB then initiates the registration procedure over S1 by sending the S1-AP message INITIAL UE MESSAGE to MME. 

After the Initial UE message is received in MME, EPC may request UE identity and may Authenticate the UE and perform AKA. The NAS messages required for these procedures are sent in UL/DL direct transfer messages. The NAS messages for Authentication are Integrity protected. During Authentication the MME provides selected NAS Integrity and Encryption algorithm to the UE. After NAS authentication procedure NAS level encryption (optional) is started. 

Note: Authentication may be omitted for known UEs with valid keys. Selection of algorithm and start of NAS security for known UEs may either be done by NAS signalling or may be implicit during the Initial UE message handling. The details of  NAS level security handling is for SA2 and SA3 to decide.

The Initial Context Setup procedure is used in a corresponding way as has been already agreed for the transition from LTE_IDLE. When using this procedure for attach (transition from LTE_DETACHED) information also related to attach procedure, together with the information for setup of default SAE bearer, is included it the NAS messages. The piggyback of NAS messages in the Initial Context Setup Request/Complete messages are shown in the figure below. Note: The NAS messages are Integrity protected and optionally encrypted.

To be able to start integrity and ciphering protection of both the control plane (RRC) and the user plane security keys must first be downloaded from EPC. In the proposed message flow this is done when MME sends INITIAL CONTEXT SETUP REQUEST message to the eNB. 

When the eNB receives the INITIAL CONTEXT SETUP REQUEST message and has allocated resources it sends RRC connection setup message to UE. When this message is sent the eNB starts DL RRC and UP security.

The UE thereafter responds with an UL RRC message. When this message is sent the UE starts UL RRC and UP security.

When the eNB receives the RRC message it sends INITIAL CONTEXT SETUP COMPLETE to the MME. NAS messages for completion of Attach and SAE bearer setup is included in the message. 
2.2 Add S1 security mode command procedure 

A new S1 procedure is introduced, the security mode command procedure. This procedure starts both NAS and RRC/UP security.

Note: For simplicity the procedure and messages are named Security mode command/complete. The Naming is FFS. 
2.2.1 Security mode command 

Message flow for Security Mode Command procedure at transition from LTE_DETACHED -> LTE_ACTIVE is shown in figure 2 below.
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Figure 2: S1 messages at transition from LTE_DETACHED -> LTE_ACTIVE. 
The Attach is initiated by the UE which is using an RRC procedure to send the NAS message Attach Request to eNB. The eNB then initiates the registration procedure over S1 by sending the S1-AP message INITIAL UE MESSAGE to MME. 

After the Initial UE message is received in MME, EPC may request UE identity and may Authenticate the UE and perform AKA. The NAS messages required for these procedures are sent in UL/DL direct transfer messages. The NAS messages for Authentication are Integrity protected. 
Note: Authentication may be omitted for known UEs with valid keys. Selection of algorithm and start of NAS security for known UEs may either be done by NAS signalling or may be implicit during the Initial UE message handling. The details of  NAS level security handling is for SA2 and SA3 to decide.
The Security Mode Command procedure is started by MME sending SECURITY MODE COMMAND message to eNB. During this procedure the MME provides selected NAS Integrity and Encryption algorithm to the UE. This NAS level information is Integrity protected. To be able to start integrity and ciphering protection for RRC and user plane, security keys must first be downloaded from EPC. In the proposed message flow this is done when MME sends SECURITY MODE COMMAND message to eNB. When this message is sent NAS level encryption (optional) is started. 
When eNB receives the SECURITY MODE COMMAND message it sends a corresponding RRC message to UE. When this message is sent the eNB starts DL RRC and UP security.

UE uses the security configuration on RRC and UP and responds with an RRC message. When this message is sent the UE starts UL RRC and UP security.

When eNB receives this message it sends SECURITY MODE COMPLETE message to MME and all security relations are now started, NAS RRC and UP level for UL/DL.

Thereafter the Initial Context Setup procedure is executed. In the case of UE Attach, information also related to attach procedure, together with the information for setup of default SAE bearer, is included in the NAS messages. Another difference from Initial Context Setup for LTE_IDLE to LTE_ACTIVE transition is that in the case of Attach no RRC/UP security context is downloaded and established as RRC/UP security context is already exist in eNB.  
3 Conclusion
There are two possible ways of solving the S1 procedures for UE attach.
2.1:
Relying on that NAS level security is started on NAS level before initiating RRC and UP security and initiation of the context.

Merits:

· In TS 23.401 (v.041) message flow for Attach is included. Solution 2.1 is aligned with this message flow.
· No need to define an extra procedure on S1
· Aligned Initial Context Setup procedure for LTE_IDLE->LTE_ACTIVE (NAS message = Service Request) and LTE_DETACHED->LTE_ACTIVE (NAS message = Attach Accept) state transitions makes design of the procedure less complex. 
In 2.2 the procedure for LTE_IDLE->LTE_ACTIVE always include RRC/UP security context but the procedure for LTE_DETACHED->LTE_ACTIVE does not.
· Beneficial to separate NAS and AS security:  1) security relation will in the normal cases be started at different point in time and at different frequencies, e.g. AS security will be started at every state transition, while NAS security will only be started at Attach. 2) no dependency between different LTE/SAE specifications and groups
· Avoid a close relation between the RRC, MM and SM layers. Close relation may increase complexity, e.g. complex error handling. Complexity in this matter will have impact on the UE.
· Only one roundtrip after AKA (2.2 have two roundtrips). Note: this merit is under the assumption that AKA and selection of NAS algorithm is done in one procedure on NAS level

· Possibility to have only one roundtrip in total after the Initial UE message (Attach). Note this merit is under the assumption that NAS level security is implicitly started for known UEs.
· RRC Integrity and encryption started during the first message exchange after AKA (same as 2.2)
2.2:
Introducing a new Security mode command procedure

Merits:

· Same overall concept as UMTS
· Separating Authentication from selection of algorithm is the same security concept and security provision level as in UMTS.

· RRC Integrity and encryption started during the first message exchange after AKA (same as 2.1)
The additional procedure required for solution 2.2 does not seem to provide any significant merits. Conclusion is that 2.1 is the best solution. 
Solution 2.1 is aligned with TS 23.401. This solution can therefore be agreed by RAN 3 without asking SA2 if the solution is acceptable from SA2 point of view. 
4 Proposal

It is proposed that RAN 3 agree on the solution according to 2.1.  If solution 2.1 is agreed Ericsson will write a text proposal for the CR to 36.300.
5 References
[1] TS 23.401

6 Annex

The Attach of a UE can be broken down into small "actions". Several actions can be performed in one procedure and some actions may be implicit once a procedure is completed. This list can be used as background material during the discussion. 
UE attach involves a number of NAS and E-UTRAN actions and procedures. 

· Initial setup of communication UE <-> eNB <->EPC

1 Initial UE message

· NAS level functions

2 Attach Request UE towards EPC

3 Identity request EPC towards UE (optional if UE is known)

4 EPC Authenticate the UE and perform AKA (optional if UE is known with valid keys)

5 MME provides the integrity and ciphering algorithm to UE (optional if UE is known with valid keys)  

6 Start NAS security integrity and optionally encryption 

7 Completion of Attach procedure (Attach Accept, Attach Complete)

8 SAE default (and optionally dedicated) bearer setup (UE – EPC)

· E-UTRAN/ S1 level functions

9 Conveying RRC/UP Security Context from MME to eNB and to UE

10 Start of RRC/UP security

11 Context setup in eNB

12 Setup of SAE Access bearer (on S1) and SAE Radio Bearer (on Uu) and allocation of resources for default (and optionally dedicated) SAE bearers 

The actions above may be one procedure, part of a procedure or implicit at termination of a procedure.

With the above list as starting point the following assumption are valid for both solutions:

Action 1 - 12: the standard shall allow all these steps to be passed for successful attach of a UE, but it shall be allowed to omit the optional steps and some steps may be implicitly passed.

Action 1 and 2: on S1 these are joined in one message.  The only difference from the initiating step in the Initial Context Setup procedure is that the piggybacked NAS message is NAS: Attach Request instead of NAS: Service Request

Action 3 and 4: if these are performed they are transparent for S1 and RRC using DL/UL direct transfer messages.

Action 7 and 8: NAS security must be started before NAS messages are exchanged between MME and UE.

Action 7 - 12: only authenticated UEs shall be able to proceed with these actions

Action 7, 8, 11 and 12:  The already defined Initial Context Setup procedure is feasible for these steps. See 2.1 and 2.2 below for discussion if more steps should be added to this procedure.
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