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1. Introduction
In RAN3#55bis meeting, the discussion on Context Setup during LTE_Detach to LTE_Active was postponed and brought into an offline discussion. During the offline discussion, there was no agreement achieved between the involved companies.

This document clarifies the problems of design of S1 procedure for LTE_Detach to LTE_Active transition, compare the possible alternative procedures, and propose a way forward for this topic.
2. Clarification on problems in designing S1 procedure for LTE_Detach to LTE_Active

In LTE_Detach to LTE_Active the following procedures need to be performed:

Step1: NAS level Network Attach request from UE to MME
Step2: NAS level Authentication of the corresponding UE by the network
Step3: Establishment (and start) of NAS integrity protection/ciphering 
Step4: Establishment (and start) of RRC, UP integrity protection/ciphering
Step5: NAS level Attach Accept from MME to UE
Step6: NAS level PDP activation
Step7: EPS bearer setup and setup of other necessary UE context in eNB
Step8: NAS level Network Attach Complete from UE to MME

In 3G, step 3 and 4 are performed in Security Mode Control procedure.

From RAN3 perspective, one of the principle (or tendency) in designing S1 procedure is reducing the number of signalling compare to 3G by concatenating:
- several messages of the same protocol into one procedure, or
- several messages of different protocol into one procedure,
but in the same time maintaining the same or even better security performance of that in 3G. 
When the abovementioned steps are realised into a sequences of procedures, there are several unclear issues that makes it difficult to decide the necessary S1 procedures.

The problems on designing S1 procedure with regard to LTE_Detach to LTE_Active transition are mostly caused by the open issues of the SA3 and SA2 topics.
Open issues in SA3:
- The network entity which decides security algorithm for NAS, RRC and UP

There are two options in SA3, whether (option1) all NAS, RRC and UP security algorithm are selected by MME, or (option2) MME will select the NAS security algorithm and eNB will select the RRC and UP security algorithm.

- Whether  Security Mode Command (SMC) should be used or not
Open issues in SA2:
- The overall NAS protocol design
- The combination of MM (e.g. attach procedure) and SM (e.g.PDP activation)
3. Possible alternatives procedures and their comparison
Bearing in mind that there are some uncertain issues related to LTE_Detach to LTE_Active transition, possible alternatives on message flow from RAN3 perspective are formulated and discussed in this section. 
There are 2 possible alternative procedures for LTE_Detach to LTE_Active transition, they are:
Alt.1: Procedure with explicit NAS security context establishment
Alt.2: Procedure with combine NAS, RRC&UP security context establishment
In the following alternative procedures, AKA procedure is shown separately from other NAS procedures, e.g. from NAS security context establishment. However, similar with that in 3G, AKA procedure may be optional.
It is assumed here based on SA3 TR33.821, that NAS security context establishment (e.g. selection of NAS security algorithm, conveying the selected algorithm to UE) will always be performed after AKA, and not during AKA.
It is also assumed here that exchange of communication ID between eNB and MME is performed in the first round trip of S1-AP procedure (concatenated with NAS Authentication Request when AKA is performed).
3.1 Alt.1: Procedure with explicit NAS security context establishment
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Figure1: LTE_Detach to LTE_Active transition with explicit NAS security context establishment

Figure 1 shows the message flow for alternative 1.
AKA procedure is shown for when UE is not known in the NW or for when the security keys are not valid any longer.

In this alternative, after AKA or after NAS level Attach Request message (in Initial UE Message), the establishment of NAS security context between MME and UE is performed , i.e. the decision of NAS algorithm selection is conveyed by the MME to the UE, in an Integrity Protected manner.
Since this is a NAS procedure, the already defined UL/DL NAS Transport may be used to transfer it over S1.
After this procedure is finished, NAS ciphering is started in the MME.

After the establishment of NAS security context procedure, Initial Context Setup procedure in S1 may be used to established both RRC,UP security (in the case when MME decide the RRC, UP algorithm), and also to convey KeNB from MME to eNB.

In this alternative, the RRC integrity protection in eNB is started after the Initial Context Setup Request. The RRC, UP algorithm is conveyed to UE in an integrity protected manner, but not yet ciphered.
Upon the receipt of DL RRC message carrying the selected RRC&UP algorithm, namely RRC Radio Bearer Setup message, the UE started the RRC integrity and ciphering, and UP ciphering.
Upon the receipt of UL RRC message carrying the NAS Attach Complete, namely RRC Radio Bearer Setup Complete, the eNB starts the ciphering of RRC and UP.
3.2 Alt.2: Procedure with combined NAS, RRC and UP security context establishment
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Figure 2: LTE_Detach to LTE_Active transition with combine NAS, RRC, UP security context establishment

Figure 2 shows the message flow for alternative 2.
AKA procedure is shown for when UE is not known in the NW or when the security keys are not valid any longer.

In this alternative, after AKA or after NAS level Attach Request message (in Initial UE Message), the combine establishment of NAS, RRC, UP security context is performed, using S1-AP and RRC message, namely called NAS, RRC&UP Combine Security Mode Command. (The naming may be left FFS)
- NAS algorithm selection decision is conveyed from MME to UE in an integrity protected manner (start of NAS integrity in MME)
- KeNB is conveyed from MME to eNB
- RRC and UP algorithm is conveyed from MME or eNB (depends on the NW entity which decide them) to UE, in an integrity protected manner (start of RRC integrity in eNB)
Upon the receipt of DL RRC: NAS, RRC, UP Combine Security Mode Command, UE started the integrity protection of RRC and the ciphering of RRC and UP.
Upon the receipt of UL RRC: NAS, RRC, UP Combine Security Mode Complete, the eNB started the ciphering of RRC, and upon the receipt of S1-AP: NAS, RRC, UP Security Mode Complete, the MME started the ciphering of NAS.
After the NAS, RRC, UP Combine Security Mode Command, the Initial Context Setup procedure, which is already defined, may be used to transfer other NAS message (Attach Accept and may be other NAS), to setup the necessary bearer and other context in the eNB. 
The RRC: Bearer Setup message carrying NAS Attach Accept will be RRC ciphered, unlike that in Alt. 1.
3.3 Comparison between alternative procedures
The following table shows the comparison of alternative 1 and 2.
	No.
	Comparison Item
	Alt.1: Explicit NAS security context establishment (NAS, AS security context setup separation)
	Alt.2: NAS, RRC, UP Combine Security Mode Command

	1.
	Start of NAS integrity
	After the Initial UE Message, after the selection of NAS algorithm is finished.
	After the Initial UE Message, after the selection of NAS algorithm is finished.

	2.
	Start of NAS ciphering
	One round trip after the Initial UE Message
	One round trip after the Initial UE Message

	3.
	Start of RRC integrity
	In the RRC message carrying the bearer setup
(slower start of RRC integrity)
	In the first message of NAS, RRC, UP Security Mode Command
(early start of RRC integrity)

	4.
	Start of RRC ciphering
	After the procedure for setting up the bearer. 
--> RRC Bearer Setup message is not ciphered
(slower start of RRC ciphering)
	After the NAS, RRC, UP Security Mode Command procedure is finished.
--> RRC Bearer Setup message is ciphered
(early start of RRC ciphering)

	5.
	The need to define new S1 procedure
	No need to define new procedure on S1
	Need to define new procedure namely NAS, RRC, UP Security Mode Command

	6.
	Number of round trip
	Two round trips (counted after AKA)
	Two round trips (counted after AKA)

	7
	Corresponding the usage of messages in Idle-to-Active procedure 
	The same sequence of procedure with Idle to Active (two round trips of NAS messages followed by Initial Context Setup)
	The sequence of procedure is different from Idle-to-Active (one round trip of NAS, followed by SMC, and then Initial Context Setup)

	8
	Corresponding the usage of messages in TAU procedure 
	The same sequence of procedure (two round trips of NAS messages followed by Initial Context Setup)
Note that in TAU, UP Bearer Setup using Initial Context Setup procedure may not be necessary.
	The sequence of procedure is different. This allows clear usage of procedure, hence avoiding complex error handling.
Note that in TAU, UP Bearer Setup using Initial Context Setup procedure may not be necessary.

	9
	Security provision level
	Less than UMTS
	The same as UMTS


Table 1: Comparison table
4. Conclusion and Proposal
4.1
Conclusion

Number of round trip
It can be seen that even if the namely NAS, RRC, UP Combine Security Mode Command procedure is defined, the number of round trip in LTE_Detach to LTE_Active procedure is the same between Alt.1 and Alt.2.

NAS integrity and ciphering starting time
In both alternative 1 and alternative 2, the NAS integrity and ciphering in the network can be started on the same timing.

RRC integrity and ciphering time
From the perspective of RRC integrity and ciphering start, alternative 2 starts both integrity and ciphering before other context setup and bearer setup are performed.

The need to define new S1 procedure
From this perspective, alternative 2 necessitates on defining new S1 procedure, namely NAS, RRC, UP Security Mode Control. However this is not considered as a disadvantage since it will give the same level of security as it is now in UMTS.
Corresponding the usage of messages in Attach procedure with those in Idle-to-Active and TAU procedure
Being able to use the same sequence of procedure (several NAS round trips followed by Initial Context Setup) for Attach, Idle-to-Active and TAU may be an advantage in one side, but looking from the clear usage of procedure (e.g. Initial Context Setup is not needed when bearer is not setup) to avoid complex error handling, it may be better to differentiate the necessary procedure for each usage, and this is enable by establishing early NAS, AS security setup. 
From the comparison, it can be seen that the from RAN3 perspective, it is not a disadvantage to define new combine procedure for setting up NAS, RRC, UP security context (Alt.2) because the number of round trip is the same compare to the procedure when NAS and AS security procedure is separated (Alt.1).
On the contrary, defining a new combine procedure for setting up NAS, RRC, UP security context (Alt.2) is an advantage from security perspective, since the security context for both NAS, RRC and UP can be established before the setting up of bearers and other context and before the transfer of other NAS messages.
4.2
Proposal

From the discussion, it can be seen that the decision point on the matter is related much to the security (SA3 matter) and the overall NAS design (SA2 matter).
Note that although attach procedure is included in SA2 TS23.401, the procedure does not clarify security procedure that needed to be performed during attach, i.e. the relationship between AKA, NAS security setup, and RAN, UP security setup.
It is proposed for RAN3 to discuss the pros and cons of both alternatives not only from RAN3 perspective, but also from different perspectives as elaborated in table 1, and decide one from the two alternatives.
DoCoMo is willing to write a text proposal for 36.600 if alternative 2 is agreed.
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6. ANNEX

The following shows procedure for TAU using the abovementioned alternative procedures.
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Figure 3: TAU procedure using alternative 1
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Figure 4: TAU procedure using alternative 2
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