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1. Introduction

Joint SA2/RAN2/RAN3 SAE/LTE in St. Louis have decided to move the U-Plane Security from the UPE to the eNode B, this consequently need to consider the security aspect in S1 for user plane. This contribution discussed some alternatives and give an proposal as a basic decision.
2. Alternatives 
Some alternatives:
Alternative 1) to apply NDS for S1-u

This alternative will apply e.g. IPsec for S1-u between SAE-GW and eNode B. The SAE-GW and eNode B each will cipher the sending packet and de-cipher the receiving packet. 
Alternative 2) to apply NDS between SAE-GW and UE

This alternative will apply e.g. IPsec between SAE-GW and UE. This alternative will then have double ciphering and de-ciphering in the sending side and in the receiving side, it is not thought worth to have further study for this alternative.
Alternative 3) to apply End to End security
This alternative is that the user plane security is done between End to End. 
It is however evaluated that the 3GPP access network can not always rely on End to End because it is not guaranteed that end to end security is always provided. Therefore, even if End to End security is provided, the 3GPP access network still need to have the realization of the security.
It is proposed to take the Alternative 1 as the base.

Regarding Alternative 1, there may be some alternatives regarding the establishment of the security association.

Alternative 1-1) semi-permanent NDS

This alternative does mean that there is only one security association between SAE-GW and eNode B for all UEs. The NDS may be established during the starting-up of the system. 
It can alternatively to establish the security association between SAE-GW and eNode B when a connection is established for the first UE. This would contribute to the setup delay only for the first UE.
It should also need to consider to update the security parameters periodically because the attacker may break the key when time goes by. For this alternative, the update of the security parameters can be configured by OAM configuration e.g. timer.
Alternative 1-2) dynamic NDS

This alternative may have one security association per UE between SAE-GW and eNode B.  The security association will be established every time a connection is established for a UE. This alternative is much more secured in terms of different security key per user. However, since the target time from idle to active transition for LTE is approximately 100ms, the additional time delay due to this establishment of security association may occupy a big portion of overall time delay. 
While dynamic NDS has higher security level due to the characteristic of different key per user,  due to the contribution to the time delay of transition from idle to active, it is not considered the dynamic NDS is the best alternative to be taken. 
In fact, even for semi-permanent NDS, several security associations can be established and those can be shared by some UEs so it does not necessary mean that the security level is completely low. Further, in term of the security level, it can be strengthened by periodically update of the security parameter. One drawback of the semi-permanent NDS may be the need of having some operators work, e.g. to update of the security configuration, this however is not thought as significant because in any case, for the security aspect, OAM configuration need to be set e.g. the number of bits for the key etc.
We therefore propose to take the alternative 1-1) semi-permanent NDS as the base for further work in RAN3.
3. Conclusion and proposal
This contribution gives some discussion of the security aspect for S1-u.

It is proposed 3GPP access network security does not always rely on End to End security.

It is proposed to apply NDS(i.e. IPsec) between SAE-GW and eNode B.
It is proposed to apply semi-permanent NDS between UPE and eNode B.
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